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ABSTRACT: Now a day’s cloud domain gained a tremendous increase of user’s attention by several small
and large scale companies including software, BPO, healthcare, schools, colleges and a lot more. As we all
know that till now no cloud service provider is providing privacy for the data in terms of encryption and
message digest in order to provide data authorization. In current days cloud servers are almost dishonest in
nature by omitting intentionally some qualified results to save computational resources and communication
overhead. In this paper, we proposed and analyzed a secure, easily integrated, and fine-grained query results
verification mechanism, by which, given an encrypted query results set, the query user not only can verify the
quality of each data file but also authorization of data by using MD5/SHA1 Algorithm (message digest
algorithm) in which the short signature key is generated and used for verifying the data authentication.
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I. Introduction

Now a day’s cloud computing have occupied a major role in each and every part of the information
processing and information storage centers. Although the cloud has became a valuable resource for all parts
of information processing centres, there are some limitations with the cloud servers as all the data which is
uploaded by cloud users will be automatically stored on the remote systems not on their local hardware,
and can be accessed remotely via internet by connecting various intermediate servers. As the data is stored
from our local hardware to remote hardware located at client location, the data user need to retrieve the
data from the remote server, whenever he/she want any data from that remote hardware[1]. If we look at
any of the various cloud service providers that are available in real time environment, all the CSP try to store
the sensitive data in plain text manner in their storage area, either for public cloud users or private cloud
users. So this will lead to no security for accessing the data in the current cloud servers for storing their
valuable and sensitive information into its memory locations.

‘: Dropbox iCloud amazon cléud drive

Diive .
L Google Drive 6 OneDrive

I = SiliconHouse.Net I

Figure.1l. Represents Some of the Real-Time Cloud Service Providers Available in the Real Time
Environment

In recent days almost all companies are moving their existing applications and their existing application
databases into the cloud and start to enjoy many novel advantages that were provided by the cloud
computing domain, such as on-demand computing resource configuration, easy and flexible access, saving a
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lot of software installation space , etc. For each and every upload, the cloud users are more concentrated
with one feature like privacy of their data. So in this paper we mainly concentrate on a new principle like
encryption-before-outsourcing ,which has become a major fundamental attribute for giving privacy for the
data which is uploaded by the various cloud owners into the cloud server (CS) [2], [3], [4], [5]- However,
how the encrypted data can be effectively utilized then becomes another new challenge. Significant
attention has been given and much effort has been made to address this issue, from secure search over
encrypted data [6], secure function evaluation [7], to fully homomorphic encryption systems [8] that
provide generic solution to the problem in theory but are still too far from being practical due to the
extremely high complexity.

From the above figure 1, we can clearly find out various types of real time cloud service providers that are
available for storing the valuable data in the real time environment. In our proposed thesis we use DRIVEHQ
as the storage service for storing and accessing the files from application .As we use DRIVEHQ as storage
medium ,it is also known as hybrid cloud because it will provide both public access and private access for
the registered users.Initailly if any user registered into this drivehq server, he/she will get 1 GB of space for
storage as a public access and once the data user crosses his usage more than 1 GB ,then immediately the
current account will charge the corresponding user based on his excess storage.The storage cost depends on
the current usage of the end user. Hence this DRIVEHQ provides a public account till 1 GB and it becomes a
private account after 1 GB.

II. Related Work
In this section we mainly discuss about the related work that was carried out in give data authority and
maintain integrity for the data in the cloud server. Now let us discuss about this in detail as follows
Preliminary Knowledge
There are mainly 4 different services available in the cloud and one among them is DaaS which is the main
service that what we are using now for providing security for the current application that and prove that
this service also gives the best security for the data which is stored inside the cloud memory locations [10],
[11]. Now let us discuss about each and every service in detail as follows:

A. IaaS (Infrastructure as a Service)

B. PaaS(Platform as a Service)

C. SaaS(Software as a Service)

D. DaaS (Data /Data Base as a Service)
A. IaaS (Infrastructure as a Service)
This is the first service out of various services that are available in the cloud. This service mainly deals with
application level and it is basically used to set the infra-structure for the users. This service is mainly used to
create infrastructure for the set of PCs that are linked in an area. The persons who come under this service
is IT Professionals, this is clearly shown in the figure 3.
B. PaaS (Platform as a Service)
The second important service in the cloud computing is Platform as a Service, where this is mainly used for
customization of cloud server. Here in this service we try to set the platform for the users, where the
developer comes under this service. Here the cloud server customizes which type of platforms is needed for
their company usage is seen in this service.
C. SaaS (Software as a Service)
The third service one among the best services in cloud computing is Software as a Service, where this is
mainly used for a consumer to use the cloud service provider’s applications running on a cloud IaaS.
Generally business end-users come under this service where all the software’s that are required for running
the cloud are processed in this service.

Figure.2. Represents the Various Cloud Services that are available in Real Time Cloud
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D. DaaS (Data/Database as a Service)

This is the last one among the set of cloud services that was launched and included in various cloud client
services is Daa$, which is clearly seen in above figure 2.This DaaS service is used mainly for storing the data
in the form of encrypted manner [12]. As this is having various advantages compared with other cloud client
services, it has a small limitation like the data which is stored in this DaaS is not stored in the encrypted
manner which is stored in the plain manner. So in this proposed thesis we try to encrypt the data before it is
uploaded into the cloud using DaaS service.

IIL. Proposed Novel Model for Data Security and Integrity over Encrypted Cloud Data
In this section we will mainly discuss about proposed model for providing data security and integrity over
the encrypted cloud data. Now let us discuss about this proposed model in detail as follows:
System Model
In this proposed system model, we mainly discuss about the various primitives that were used in our
current thesis. For any cloud service provider, it contains three main entities like:

1. Data Owner,

2. Data User/Search User.

3. Cloud Server and
Initially the data owner is the person who may be an individual or sometimes an enterprise, who wishes to
outsource a collection of documents D = (D1, D2, ..., Dn) in encrypted form C = (C1, CZ,..., Cn) to the
cloud server and still preserve the search functionality on outsourced data. Here we assume that documents
are labeled with D and if there are many documents to be out sourced they are represented as D1, D2 and so
on. Here the documents what we take in our current paper consists of a general documents or text files and
need to be stored in a secure manner inside a cloud server. Here the sensitive data is initially encrypted and
then ready to store inside the cloud server, they are termed as C1, C2 and so as they were encrypted by the
data owner at his level before out sourcing into the cloud server.
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Figure.3. Represents the Proposed Model for Providing Security and Integrity over Encrypted Cloud
Data

From the above 3,we can clearly find out that there are multiple data owners and multiple data users
available in the cloud architecture ,where the data owner try to insert all the data into the cloud server in an
encrypted manner .The data owner try to apply verification technique on the encrypted data in order to
generate the short signature and identify the integrity for the data. Now the data user try to search for the
files and he try to request for the files from the cloud server and then he try to request for the decryption
key for the data owner. Once the data owner sends the key, the data can be decrypted and view in a plain
text manner.

IV. Implementation Phase

Implementation is a stage where the theoretical design is converted into programmatically manner.
Here in this stage the application is mainly divided into several modules and each and every module differs
from one another. In this proposed thesis, we try to divide the application into following four modules, they
are as follows:
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1) System Construction Module:

In this Module, we design a secure, easily integrated, and fine-grained query results verification
mechanism, by which, given an encrypted query results set, the query user not only can verify the
correctness of each data file in the set but also can further check how many or which qualified data files are
not returned if the set is incomplete before decryption. We achieve the goal by constructing secure
verification object for encrypted cloud data. Furthermore, a short signature technique with extremely small
storage cost is proposed to guarantee the authenticity of verification object and a verification object request
technique is presented to allow the query user to securely obtain the desired verification object.
Performance evaluation shows that the proposed schemes are practical and efficient. Here we implement
some modules they are Data Owner, Data User and Cloud Server.

2) Data Owner

In Data Owner module, Initially Data Owner must have to register their detail.After successful
registration data owner can login and upload files into cloud server with encrypted keywords and hashing
algorithms. He/she can view the files that are uploaded in cloud. Data Owner can approve or reject the file
request sent by data users. After request approval data owner will send the trapdoor key and verification
object through mail.

3) Data User

In Data User module, Initially Data Users must have to register their detail and after login he/she
has to verify their login through secret key. Data Users can search all the files upload by data owners.
He/she can send request to the files and then request will send to the data owners. If data owner approve
the request then he/she will receive trapdoor, verification object and decryption key in registered mail
4) Cloud Server

In Cloud Server module, Cloud Provider can view all files details. Cloud can edit the files and update
and also cloud server can view the download history

V.Conclusion

In this proposed thesis we finally implemented and analyzed a secure, easily integrated, and fine-grained
query results verification mechanism, by which, given an encrypted query results set, the query user not
only can verify the quality of each data file but also authorization of data by using MD5 Algorithm (message
digest algorithm) in which the short signature key is generated and used for verifying the data
authentication. By conducting various experiments on our proposed model, we finally came to a conclusion
that our proposed approach is best in providing data integrity and security over sensitive data under the
encrypted cloud data.
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