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ABSTRACT: Big data could be a potential instrument to vary standard association into perceptive association. 
Therehare adlong discourse and]visit on,the usage of big datagfor the distinction in customary open 
relationship to present day and fast open relationship within thekacademician, experts, andkpolicymakers. 
Thislexamination hopes to analyze thelsensibility and significance of large data for sharp association of open 
work environments. an accurate audit of creating and metalanalysis methodology is used with totally different 
levels ofbscales and pointers. Creating layout demonstrates that numerous models have been created to clear up 
sharp association however correct analysis on the reputability and significance of monumental information for 
perceptive association of open affiliations is 'in the not too distant pastzlacking. Thiskarticle fights that 
thelusage of bigjdata for marvelous association within the comprehensive network division will expand the 
capability of the general open affiliations fastest open association transport, pushing ahead 
straightforwardness, decreasing open issue and serving to the change into a pointy affiliation. This paper to 
boot battles that execution of large data for good association contains a essential add lucky, goof free, real and 
cost effective advantage development to subjects that prompts the practical money connected distinction during 
a nation. The exposures propose that every open zone affiliation must be brought under awe ennobling 
association that must be a very advanced under large data headways for basic access, clear and able, and 
inconvenience free open affiliations. We applied ECC algorithm for security purpose to prevent the data.  

 

  Keywords: HDFS, ECC, MapReduce, Big Data.  

 
1. Introduction 
Sharp association may be a elementary instrument for associate awe inspiring government that may be a 
sensible energy for the twenty first century. Improvement is that the key mainstay of shrewd association. 
Open affiliation amendment is associate innovative framework to fortify itself with accommodating, gift day 
and remodeled advancement. These days it's not possible for anyone to defend the vitality from ligature 
down sensible association that iskthe new type of thekpolitical framework, association and open affiliation 
[1]. The get-together ofkthe electronickprocess within the politicalhframework and real structure empower 
e-government. Sharp governmenthis that the stirred type ofke-government. Thevassociation structure 
employments progression for its problems from most up-to-date few years. The larger a part of the made 
nations are utilizing gift day improvement for swish running their open affiliation. there's a big precedent 
among the organization specialists, academicians, scientists, and authorities to utilize the pushed 
improvement for association structure obvious to everyone affiliation [2]. 2 or 3 changes starting at 
currently have been completed a shade at any given moment with improvement designation. These days 
tremendous data permits to create up every locale of state up to test through legitimate utilizing a expansive 
extent of knowledge. it's not simply fitting to open affiliation nonetheless furthermore exceptional elements. 
The case of utilizing data plus, knowledge amendment traditional plan that permits to create up another 
model. The word "sharp" is nowadays all around got a handle on within the field of headway, condition and 
pushed amendment [3]. it's to a good degree a indistinguishable articulation of astounding, loveable and 
quick and new grouping of\e-government and openlgovernment. within the fieldhof association, it proposes 
a pointy structures association a part of the structure. it's known with the online that accomplices people to 
knowledge and empowers people to concede plainly to the framework even from reaching to and coming up 
with from remote places. The sharp systems association interfaces real virtual challenges through a passed 
on system for higher correspondence to 1 another [4]. Regardless, it's not fraud data since it cannot take a 
selection with no different individual's data. It simply accomplices people to the info concentrated from 
dependably attempts for taking selection and arrange for future. On the opposite hand, synthetic learned 
capability carries on unco sort of a human being. 
These days, an infinite live of knowledge is formed every half in every day by virtue of utilization new 
motivated application and gadgets for dependably attempts. The analysts and framework creators of 
varioushdivisions arehutilizing the wellspring of big datalthat unremarkably created from;remote 
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purchasers, long vary social correspondence zones, remarkable government and personal areas, business 
programming, well ordered family unit contraptions and totally different shrewd gadgets. clear makes of 
affiliations have gotten advantages by utilizing huge data headways. Some stupendous businessband a 
monetary fund institution likelAmazon,;Walmart, Sears andkMorgan Stanleyklicitly got a handle on 
tremendous data enhancements and takes a goose at the obtaining direct of purchasers and giving 
associations as exhibited by research disclosures. a pair of structures association objectives like 
Facebook,;Google, Twitter,leBay are utilizing tremendousldata examination andmbuild up a game arrange of 
movement by measurement the guest's lead, inclinations and issue raise. Monstrous data advances are 
especially potential for open work environments for increasing their sensibility, limit, capacity, 
straightforwardness, and commitment. It conjointly connects with the fastest and error free strategy 
creating through knowledge sincerely solid framework. It may be gone regarding as a possible instrument 
for clearing up advanced social appliance for government amendment at any rate some examination still has 
request regarding the fate of the headways. Some professional raised the helplessness to the inconveniences 
and dangers of utilizing mammoth data for open part affiliations [5]. Some created nations starting at 
currently gotten a handle on big data movements for impressive association usually. Anyway meantime, 
open relationship of a generous piece of the nations are not founded to utilize huge data advances in an 
exceedingly full fledge. Since it needs an important theory for execution the movements notably to supply 
preface to the executives and commonplace data creation, gathering, and preparing. Once in an exceedingly 
whereas, badly designed utilization of goliath information could welcome inconveniences and dangers once 
all is alleged in done society sectors.  
Canny association offers a briefing to makelopen, participatory,land keen governmentnby utilizing goliath 
data progressions. nowadays,governments over the world;are confronting such infinite that reduce the 
cutoff, ability, and profit in their association framework. Massive information driven progression may well 
be an excellent reaction for these issues, inconveniences, and dangers [6]. no matter the trail that there are 2 
inverse social events of specialists, policymakers,land academiciankWHO displays their positive;and 
negativensuspicions about the peace,of mind of largendata progressions for sharp association. For adding to 
the current trade, this little bit of consider is gotten a handle on to deal with the examination questions: (a) 
what are the sections of sharp association and by what strategy will it get huge data advances? furthermore, 
(b) however do the traditional open work environments get profited from epic data degrees of progress and 
change into shrewd open affiliations? The article;portrays the setting of thekuse of huge datajadvances 
for;the adroit governmentkas creating survey inlits secondlsection. Next, it offers the system and 
estimation,kopportunity and keyjdrivers of giantjdata in\its thirdkand fourthlpiece freely. The fifth;piece 
delineates the keykdrivers, estimations, inconveniences and possibilities of sharp association below 
mammoth data movements. The last domain finishes the article with many suggestions. 
The data set away with Government workplaces is leverage both for the nation and the organization. This 
data which is a potential wellspring of chance conveys with itself various challenges and the organization 
workplaces like various diverse associations should have the ability to get the open entryway this colossal 
data shows and use it to make procedures sand pass on organizations to locals. In this paper the makers 
have endeavored to highlight the open entryways displayed to government bodies in association with the 
use of colossal data and some other creating instruments and advances which support better valuation for 
what this earth shattering yet unutilized information can tell us and moreover the potential perils it might 
show. 
The article examinations e-government advance in China. It gives a succinct chart of benchmarking 
contemplates and their evaluation of China, notwithstanding a significant examination of e-government 
exercises in China and of the changing specialist position found in the past two decades. On this reason, it 
considers the vitality of contemporary e-government activity for Chinese organization. The conflict is that e-
government is at present having near a confined impact on the Chinese open section. In any case, there are 
strong purpose behind great confidence about future progression. 
 
II. Review of Literature 
People typically speaking division will facilitate up effectively by obtaining monumental information 
progression in its general endeavors [7]. Desouzafand Jacoblproclaimed that large data will lighten up 
complexjsocio-politicaljproblems withkgovernment work environments by lessening dangers, dangers, and 
difficulties and refreshing profitability, capacity, and ease [6]. There,was anpositive basic relationship 
between;the educational power of association's data systeml(IS) businessklimits with high grounds 
nevertheless haskno basic influence on'the link betweenjthe ability ofkIT framework and high grounds. 
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Gasova;and Stofkova;[8] created relevancy thatkthere wasga solid relationship8between a urbanised 
knowledge course of action of association and its sections (applications, programming frameworks layers, 
segments, and so on.). He besides attracted 3 categories of data frameworks coordinationklike datalbased 
mostly mix, process-basedlcoordination, and association basedkmostly combine which particularly known 
with government's organization association. sylva et al. [9] targeting the inadequacy hypothesis of data 
Systems (IS) and raised that bafflement within which very little hurt will have uneven impact results 
correspondingly because the estimation of the entire framework which might instigate disproportioned 
money connected likewise, social harms. There are some key essential main thrusts like types of progress in 
IS headway, end-client applications, and the basic utilization of knowledge structures will lead associate 
unmatched manner to utilize associated house the information framework assets of an connection. There 
are particularly duty-bound wellsprings of data stream and access from a lot of formal sources in Asian 
country. They besides saw low getting ready rates created certified points of confinement to utilization of 
non-social sources and channels. Open affiliation will utilize the epic data progressions for unbelievable 
association and use the focal points very [10].lPathak et al.;[11] planned thatle-association will facilitate not 
simply ingwipingbout befoulment nevertheless in addition in putting in a solid relationship among 
government'and national.;Singh et al. [12] affected relevancy thatkopen relationship to will enhance their 
benefits notably within the success, structure, social security and alternative connected areas by tolerating 
prodigious data improvements. They in like manner endorse that e-association works out can create 
essential obligations to enhancing open associations. The inhabitants' e-status is security from because of 
change, the group action of probabilities for e-reinforce and[e-meeting, and group action of 
thought.gHolliday [13] makes relevancy thatke-association advancement is altogether distinctive in East 
additionally, geographical area, beautiful national qualities and insufficiencies as critical native most distant 
purpose relating to set up modification. Correspondingly, the ICT is being used by folks with everything 
taken into consideration divisions in Malaysia for headway of the chance of association particularly giving 
quality shopper associations and shopper fulfillment. Heeks [14] diagrams 3 key obligations of egovernance: 
enhancing government method (eadministration), accomplice nationals (e-occupants and eservices), what's 
a lot of, building outer relationship by analytic important examinations from nations, for instance, the 
Philippines, Honduras, Chile, and Asian country. As per Bertot;et al.][15], the/limit of monumental data;is 
to.make a lot of association among government, subjects, and differing work environments through 
egovernment associations, straightforwardness, commitment, and transparency. creating define displays 
that particular models have been created to illumine e-association nevertheless ponder explore on execution 
of mammoth data for sharp association likewise, sensibility of big data within the inside of the time spent 
sharp association is up to now5lacking. 
 
 
III. Methodology 
Research Design: Thiskexamination is abstract in nature;which usesla scientific composition'review. The 
examination primarily revolves around estimations,lkey drivers,lchallenges,gthreats and;odds of 
tremendous information use for adroit organization go into the open division.  
Wellsprings info and Search Strategy: an efficient composing reviewkhas beenkdone bynfollowing the goals 
oflthe examination all (figurell1). As incontestable by Rotherll[16], a productive composition summary is 
taken into account as a 1 of a form investigate work due to following associate intensive, and systematic 
method. The examination has been sure to the sensibility of large information for splendid organization 
visible to everybody associations however moreover applicablecfor the personal fragment. An expansive 
reviewkis finished by mistreatment net of,science, sciencekfacilitate, Scopusland Google specialist, web site 
and a pair catchphrases like "immense information, information, splendid, organization, government, open, 
the association" are wont to get the most recent analysis associated with the topicj[17]. Fifty-twoljournal 
articles, operating papers, andlbooks are evaluated to analysis the harmoniousness of large information for 
sharp organization and troubles, threatsoand odds of large data utilization go into the open half workplaces. 
The data amassing and examination for this examination are done\from February to]March 2018.  
Data Analysis: information is explored from completely differentlperspectives of presidency 
consideringlnumerous estimations also, pointers for vast information propels execution for splendid 
organization. a smart model has been created for large information utilization for splendid organization 
within the open half. 
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IV. Dimensions, Opportunity and A Key Driver of  Big Data for Smart Governance 
A. The Construct of Massive Information 
Colossal information could be a high volume, quick and high assortment of information that sometimes 
monetarily wise and innovative for growing data, correct elementary administration and most noteworthy 
yield [18]. it's without delay used as associate umbrella term to clear up diverse information connected 
technique.  
It will type and manage the info, having volume, speed, regard, variety, and truthfulness and redesigning 
new encounters by connection folks, society, industry, business, and government. 
Characteristics of large information  
� Value: usually vast information deals with a high volume of information that is formed by a person, 
distinctive personal and open affiliations. It can help folks by its distinctive usage of open affiliations. 
 � speed: Velocity of information suggests a gentle period of information from specific sources like 
distinctive government affiliations, long vary relative correspondence goals, besides, personal affiliations.  
� Variety: numerous varieties of information is delivered from diverse sources like substance, numeric, 
sound, video. These are the standard information compose ordinarily created over the net.  
� Volume: sometimes lots of information is created every day anyway considering regard, all information 
don't seem to be correspondingly basic. a pair of information could also be saving and basic for open 
prosperity. large information address distinctive troubles and offers a fitting strategy for essential 
administration that limits risk and troubles of individuals, society and open association.  
� Truthfulness: Veracity suggests the trust and nature of data designing. large information advancement 
ought to keep up the standard and trust of information which might help to require associate authentic call 
by the public chief.  
 
B. Employments of Massive Information  
Once all is claimed in done society half The capability of big information may be adequately employed by the 
government associations by mistreatment satisfactory strategy through the aggregation, change, and 
preparing information obtaining from numerous sources [12]. Tremendous information gives a stimulating 
chance to government associations to process it without ambiguity that facilitate to require a real call, 
perceiving degradation, criminal and troubles and risks in addition, taking a future call. it's not profitable for 
open division affiliations like government playing specialists, urban networks and occupants however what 
is more restorative administrations, and on-line life. Since the government encompasses a very important 
obligation to deliver and regulating learning. Government could be a purpose of convergence of each making 
and control learning [27]. on these lines, the governance body can manage it by dismembering large 
information through examination.  
 
C. Challenges Associated with Applying huge Information within the Public Division  
In spite of the manner that tremendous information has vast potential however within the in the meantime 
have a pair challengeslin its use. Government'associations need tokaddresslthese troubles advisedlyl[10]. a 
pair of information could also be mixed up and also the proportion of information is too sweeping which is 
able to be extended well ordered. affordable hardware and programming should be dead to manage a 
substantial live of information. Some attainable troubles for the organization associations are analyzed 
beneath which can look within the thick of and when utilization of vast information.  
 
1) Privacy and Security 
Individuals by and enormous association is focused around anchoring the assurance and security of the 
topic. that's the rationale the government association encompasses alstrict run and cleanlfarthest purpose of 
usingkpeople's data. Thelorganization workplaces ought to be well-kept open trust as a protected storage 
facility [12]. An extra layer of unconventionality could also be looked by the organization workplaces for 
data organization the software package engineers center to hackla lot of information fromkgovernment 
store.lGovernment office ought to bekalert on thiskissue. A couple governmentjhas openlinformation 
approaches which can cause a stimulating calamity of information by mistreatment dread based mostly 
unpleasant person or unconditional collecting for singularkgain or mistreatment for numerousjcountries 
interestg[29]. This securitygissue should be well-kept completely by thekgovernment association. 
Thekorganization should make sure the security of subject's information and can bekusedlfor call 
making,lfindingkcriminal, decreasing contamination andksocialKwelfare.kA protected structure ought to be 
created at the beginning of the tremendous information development execution. 
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2) Managing and Sharing Information  
Information has 3 crucial qualities viz  as certainable, available and usable. offered information is Associate 
in Nursing improbably fundamental instrument for growing smart economy. Security law ought to be united 
by the association relationship for party, managing, exploitation and leading data. office utilizes tremendous 
data examination for selecting a selection quickly. It ought to be sans devastate, total and accessible on date-
book for rapidly advantage. Some association operating environments utilize systematic game plans and 
information for maintaining data progression and straightforwardness within the association affiliations. 
These days different associations utilize open system that gathers instructional records are offered to folks 
once all is claimed in done. It broadens joint effort among totally different work environments nevertheless 
should be done below the security technique. crafty association needs Associate in Nursing anticipated 
stream of information which can be right, open, ascertainable and usable [3] 
 
3) Challenges known with Improvement  
Gigantic data movements were radiated a sway of being surprising in past barely any years. Regardless, 
currently it makes puts walk by endeavor in each bit. It is at the moment conceivable to manage, storeland 
dissecting a masshvolume ofjdata by virtue of the event of improvement. Bigdatakneeds increased rigging 
andlprogramming structure for use once all is claimed in done society zone for get-together, managing, 
investigating and anchoring data. The innovative inconveniences and dangers should be fastidiously 
administered by the overseeing body office for obtaining the total smart position from it. huge data 
improvements need inconsequential effort collection, memorykand cloud basedlstrategy with tip 
highkserver andlstage. Coursed problem solving is noteworthy among varied movements for large data use 
in folks with everything taken under consideration half. The association workplace can while not a 
substantial live of a stretch utilize it for adjustable procedure examination. Government affiliations should 
guarantee enough transmission restrain and interminable examination of data for taking a right selection on 
time by utilizing cloud condition. The association work environments should try with different within and 
out of doors working environments for data amendment and most remote purpose difficulties of technology. 
 
4) Challenges known with Aptitudes  
As Associate in Nursing in like manner new improvement, large data needs a social event of masterminded 
employees for managing and leading it.lSince itkneeds a dynamic data oflvarious controls, thiskbusiness 
faces akdeficiency of data examiner. The governmentloperating environments ought to recruit a person 
World Health Organization will manage the data exactly in light-weight of the style within which that a touch 
trip might welcome Associate in Nursing information calamity [12]. Be that because it might, the association 
operating environments face group action of expert data examiner which can hose the association 
relationship to urge a handle on this advancement. For obtaining a handle on and keeping up sharp 
association structure, a get-together of professional individuals is basic to the get-together, overseeing, 
managing in like manner, managing a huge data for serving to the association in each half and confining the 
hazard and risk against the government agencies. 
 
Elliptic- CurvelCryptography 
Elliptic- curvehcryptographyl(ECC) may be a thanks to accommodate open key cryptography obsessed on 
the mathematicalhstructure of elliptickbends over restrictedlfields. computer code needs littlerKkeys 
contrastedjwith non-EC cryptographyk(in light-weight of plain mathematician fields) to present 
proportional security. 
Elliptic bendskare relevantkfor key assertion, computerized marks,kpseudo-irregular generators and 
completely differentlerrands. in an exceedingly detour, they will be utilized for encoding by change of 
integrity the key concurrence with a stellate encoding plot. they're likewise utilized in an exceedingly few 
number resolution calculations obsessed on elliptic bends that havekapplications in 
cryptography,jforlinstance, Lenstrakelliptic-bend resolution.  
Open key cryptographyldepends onlthe refractoriness of sure numerical problems. Earlylopenkkey 
frameworks arejsecure expecting thatkit's arduous to issue a large range created out of a minimum of 2 
substantial prime variables. For elliptic-bend primarily based conventions, it's expected that finding the 
separate index of associate absolute elliptic bend part as for associate overtly acknowledged base purpose is 
infeasible: this can be the "elliptic bend separate index issue" (ECDLP). the protection of elliptic bend 
cryptography depends upon the capability to method some extent increase and therefore the failure to 
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register the number given the primary and item focuses. The extent of the elliptic bend decides the difficulty 
of the difficulty. 
 
Algorithm: 
ECC (elliptic curve cryptography technique will be used for encryption and decryption of data. 
The following are symbols we are used, 
E--> Elliptickcurve 
P--> Point on;the curve 
n--> Maximumklimit(prime number) 
Generation of keys: 
Keys will be used for the encryption and decryption. Here we are using publickkey forkencryption and 
private keykfor decryption.kWe have tokchoose a number ‘s’ within rangejof ‘n’. Usinglfollowing formula we 
can generatk the public key 

W=s*p 
Where s=The random number selected within the range(1 to n-1) 
P is point on curve. 
‘W’ is public key and ‘s’ is private key. 

 
Encryption 
Assume ‘x’ is the data that sensed by the sensor sent to the Geo-social 
network. Representlthis data on curve.kConsider’x’ as point ‘M’ on thehcurve ‘E’. Randomly select ‘k’ from[1-
(n-1)].Two cipher textskwill be generatedklet be m1 and m2 
M1=k*p 
M2=M+k*W 
 
Decryption: 
We havekto decryptKthe data send;by senor 
X=M2-s*M1; 
Wherekx is theloriginal message. 
 
Proof: 
X=M2-s*M1 
‘x’ cankrepresent ask‘M2-s*M1’ 
M2-s*M1=(x+k*Q-s*(K*P)  
(M2=x+K*Q & M1=K*p) 
=X+k*s*P-S*K*p   (cancel k*s*p) 
=x(original message) 
 
V. Estimations and Key Characteristics of sensible Association  
A. Estimations of Sensible Governance Publicly Sector 
Insightful association starting late shows up within the sure making that centers the appliance and progress 
of data and correspondence (ICT) progression within the open parts. it's the concept that for the foremost 
half begins from the practices of the astounding framework, smart town, and sharp areas, there are four 
estimations of astounding association viz key estimation, dealing with estimation, between institutional 
estimations and associated with neighborhood estimations.  
 
1) Strategic Estimations  
Key estimations basically center the farthest purpose of action to work the complicated political difficulties 
and enough location the inconveniences for staying faraway from any threat. There are 2 normal qualities of 
basic estimation like key affectability and quality ability [34]. Basic affectability centers affiliations capability 
to acknowledge any risk also, readied to deal with it. Open work environments should be done an 
examination of the conceivable risk, inconveniences, and dangers and make fitting move. Off kilter, this 
selection should be in context of the trustworthy knowledge. Obviously, asset flexibility is that the edge of 
state relationship to move apace and dispense a broad assortment of basic assets. The vantage task should 
be engineered au courant would like need and accomplishing for presidency objectives. quality ability in 
addition spins around human and cash connected assets for accomplishing governmentsktarget andkgoals. 
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Key affectability shouldkbe accomplished by traditional checking of thekordinarily accommodating 
estimation of dangers and difficulties proof base basic selection and fastest basic specialist. On the opposite 
hand, assets ability is assessed dependent on the versatile structure, freedom level of state and human asset 
association framework. 
 
2) Networking Estimation 
System estimation primarily spins round the correspondence among completely different foundations and 
regions which might contribute to accommodating basic activity subject to open definitive problems and 
reliable knowledge for accomplishing AN institutional anticipated result. Power sharing could be a basic 
piece of structures association estimations, at any rate it depends upon the position, fitness, and 
correspondence. There are 3 attributes of orchestrating estimations like helpful association, joint effort 
stage, and offers commitment. helpful association is an essential space of structures association estimation, 
which goes concerning as AN help among numerous accessories. Joint effort and coordinationkkare the vast 
undertakings ofllgovernment affiliations [35]. Marvelous association provideska office to a group all the 
connected assistants underneath association arrange. Shared responsibility could be a trademark of sensible 
association that interface with completely different accessories in making trust, sharing duties and 
commitments. helpful pro is refined by pioneer's ability show joint effort and obligation of associates. Joint 
effort stage is motivated by masterminding key system subject to accord, trust, data trade and accessory's 
commitment. Shared duty as for sharp association is master by building trust, shared commitment, and 
shared comprehension. 
 

 
 

Figure 1: Architecture of Proposed System 
 
Results & Analysis 
To analyze the proposed system we are using the dataset which can contains the various information like 
Environment & RTO information. We are analyzing the all data. The analysis is conducted based on the user 
searching for which particular event.  
 
VI. Conclusion 
This examination endeavors to appear into the honorableness of tremendous data movements for sharp 
association once all is claimed in done society work environments. It is basically controlled by the 
examination gap between the hypothetical uncertainty of tremendous data application and thusly its 
execution for sharp association within the open division. This examination endorses a wise model that clear 
up however data are collected from completely different sources and looked for when a development of the 
technique by maintaining a particular marker that clears up the estimation of the quality of the structure. It 
in addition clears up the lead to the wake of following a game-plan of methods. This examination uncovers 
that monstrous data has truth be told Brobdingnagian potential for fast association in folks once all is 
claimed in done zone despite however it's still in its shrouded stage. The government operating 
environments will while not lots of a stretch enhance its open association development, commonplace 
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heads, approach selecting selection, and other respect further associations to the national by holding 
associate large extent  with applying large information examination. Regardless, the security of the topic 
should be maintained out and out and require based mostly to limit the risks, dangers, and inconveniences. 
This examination in addition appearance into that the overall open segments affiliations are not fully 
masterminded to induce a handle on this headway in perspective of the inadequacy of the data, lack of 
protection, and group action of good thing about the administratorskand policymakers. It recommends that 
everykgovernment office ought to get a handle on the large data progression for decreasing corruption, risk 
and challenges and increasing capacity, commitment and simplicity which can facilitate to land up 
themselves immediate, reliable and hasslefree open affiliations. Information security alludes to the approach 
toward shielding data from unapproved access and data uncleanness for the duration of its lifecycle and we 
are using ECC algorithm to protect the data. Data security incorporates data cryptography, tokenization,land 
keyladministration hones thatkguarantee data over allkapplications and stages. 
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ABSTRACT: The data mining is a process of discovering relationships among data in datasets automatically. It 
is also used for predicting relationships in the results discovered. Data mining is widely used in various 
applications such as business organizations, e-commerce, and health care industry, scientific and engineering 
for predicting and discovering relationships among data. In the health care industry, the data mining is mainly 
used for Disease Prediction. The objective of work is to predict the diagnosis of heart disease with reduced 
number of attributes from MRI scanned images. The extracted fourteen attributes from MRI image is used in 
predicting heart disease. By using attribute reduction techniques, the fourteen attributes are reduced to six and 
by SVM classifier achieved an accuracy of 93% with all 13 attribute and J48 classifier achieved 87% with six 
attributes in the prediction of disease. 

 

  Keywords: Data mining, machine learning, Heart Disease detection.  

 
1. Introduction 
Heart disease is a set of diseases that affect the human heart and blood vessels. The symptoms of heart 
disease vary depending on the specific type of heart disease [7]. Detecting and diagnosing heart disease is a 
time consuming work which a professionally qualified medical expert can do with enough knowledge and 
experience. There are many factors like age, diabetes, smoking, overweight, diet of junk food etc. will 
increase risk of heart disease. A set of factors/parameters identified that causes heart disease or increase the 
possibility of heart disease.  
It is common now that many hospitals have management software to manage their healthcare and/or 
patient data [6]. These systems generate huge amounts of data as patient records. These data are rarely used 
for the support of clinical decision making [6]. These data are valuable and information is hidden in these 
data that are largely unused. To transform the stored clinical data into useful information that can enable 
healthcare practitioners to make intelligent clinical decisions supporting system is a challenging work. This 
factor motivated to do a research work on medical image processing. 
 Heart disease, detection using data mining is one of the challenging tasks [8]. The shortage of specialists and 
number of wrongly diagnosed cases has necessitated the need to develop a fast and efficient automatic 
detection system. The main objective of this work is to identify the key features from the medical data using 
the classifiers model and apply model to predict heart disease early.. 
 
II. Literature Survey 
Numerous works in literature related to diagnosis of Heart disease  
In 2014, M.A. Nisha R Banu B. Gomathy [2] has published a research paper “Disease Forecasting System 
Using Data Mining Methods." In that, the preprocessed data is clustered using clustering algorithms as K-
means to cluster relevant data in a database. Maximal Frequent Item set Algorithm (MAFIA) is applied for 
mining maximal frequent patterns in heart disease database. The frequent patterns can be classified into 
different classes using the C4.5 algorithm as training algorithm using the concept of information entropy. 
The result demonstrates that the designed prediction system is capable of predicting the heart attack 
successfully.  
In 2012, T. John Peter and K. Somasundaram [3] have presented a paper, “An Empirical Study on Prediction 
of Heart Disease is using classification data mining technique." In that research, the use of pattern 
recognition and data mining techniques is used for predictions of risk in the clinical domain of 
cardiovascular medicine is proposed here. Some limitations of the traditional medical scoring systems are 
that there is a presence of intrinsic linear combinations of variables in the input set and hence they are not 
skilled at modeling nonlinear complex interactions in medical domains. This limitation is handled in this 
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research by use of classification models which can implicitly detect complex nonlinear relationships 
between independent and dependent variables as well as the ability to detect all possible interactions 
between predictor variables. 
 In 2012, Feixiang Huang, Shenyang Wang, and Chine-Chung Chan[5] have presented a paper,” Predicting 
Disease by Using Data Mining Based on Healthcare Information System.” In that research, an author had 
proposed the data mining process to forecast hypertension from patient medical records with eight other 
diseases. Our focus on data mining is to extract hidden rules and relationships among diseases from a real 
whorl Healthcare Information System using Naive Bayesian and J-48 classifiers. 
 
III. System Design 
The proposed automatic system for heart disease detection consist of four stages, Pre-processing of input, 
Attribute Selection and Features extraction, Training the classifier and testing of trained model by test data 
as shown in Figure 1.  
 

 
 

Figure 1: Proposed System design 
 
The data-set used for training and testing is taken from UCI Machine Learning Repository. It consists of 573 
patients’ records and each record consists of 14 parameters. The data base is publicly available in the 
address http://archive.ics.uci.edu/ml/datasets/Heart+Disease [1]. UCI directory contains 4 databases 
concerning heart disease diagnosis. All attributes are numeric-valued.   
 
3. 1 Preprocessing and Attributes Selection: 
The attribute is a parameter used for the detection of heart disease. The proper selection of proper 
attributes is essential for the quality of the system being developed. The classification ability of the 
classifiers directly depends on the parameters selected.  
In this work, there are the 13 attributes that are being used. The relevant attributes used for the detection of 
heart diseases are listed below [1],  
1. Age: Age in years. It is the number one risk factor for heart disease. 
2. Sex: Sex or Gender is used to differentiate between Male and Female Patients. (1=Male, 0=Female). 
3. Chest Pain: Angina is chest pain or discomfort caused when your heart muscle doesn't get enough 

oxygen-rich blood. It may feel like pressure or squeezing in your chest. The discomfort also can occur in 
your shoulders, arms, neck, jaw, or back.It is caused due to theReduced blood flow, There are four types 
of chest pain considered 1 is typical angina, 2 is atypical angina, 3 is non-anginal pa,4 is asymptomatic. 

4. Blood Pressure: Blood pressure (BP) is the pressure of circulating blood on the walls of blood vessels. 
Used without further specification, "blood pressure" usually refers to the pressure in large arteries of 
the systemic circulation. Blood pressure is usually expressed in terms of the systolic 
pressure over diastolic pressure and is measured in millimeters of mercury (mmHg), above the 
surrounding atmospheric pressure Blood pressure that is low due to a disease state is 
called hypotension, and pressure that is consistently high is hypertension. The normal range of BP is 
120/80.Resting blood pressure (in mm Hg).  



5th National Conferance  on Emerging Trends in Engineering Technology & Applied Research  
 Organized by Dept. of CSE, ECE, EEE, ME, & Dept. of  CE, M. S. ENGINEERING COLLEGE,BANGALORE 

Special Issue                                                  IJRAR- International Journal of Research and Analytical Reviews   11 

5. Cholesterol:  It builds up in the walls of your arteries, causing a process called atherosclerosis, a form 
of heart disease. The arteries become narrowed and blood flow to the heart muscle is slowed down or 
blocked. The blood carries oxygen to the heart, and if not enough blood and oxygen reach your heart, 
you may suffer chest pain. If the blood supply to a portion of the heart is completely cut off by a 
blockage, the result is a heart attack. The normal range is 100mg/dL. 

6. Fasting Blood Sugar: Fasting Blood Sugar of above 100 increases risk heart disease by 300%. >people 
with a fasting blood sugar levelof100-125mg/dl had an adjusted nearly 300% increase higher risk of 
having coronary heart disease than people with a level below79mg/dl. It measures the sugar level in 
blood before food. 

7. ECG: ECG is used to access your heart rhythm, diagnose poor blood flow to the heart muscle, diagnose a 
heart attack and evaluate certain abnormalities of your heart, such as an enlarged heart. 

8. Thalalch: Heart rate is a familiar and accessible clinical variable. It is the maximum heart rate achieved. 
9. EXANG: Heart works harder when you exercise or experience emotional stress. It is an exercise induced 

Angina. It is the excessive heart rate. 
10. Old Peak: It is often a sign of myocardial ischemia, of which coronary insufficiency is a major cause. ST 

segment depression and T-wave changes may be seen in patients with unstable angina. It is a measure of 
ST segment. 

11. Slope of ST Segment: The ST segment shift relative to exercise-induced increments in heart rate, the 
ST/heart rate slope, has been proposed as a more accurate ECG criterion for diagnosing significant 
coronary artery disease. It is the segment abnormality. 

12. Thallium: A thallium stress test is a nuclear imaging test that shows how well blood flows into your 
heart while you’re exercising or at rest. This shows how well blood flows in your heart.  It values are 
normal-3, fixed defect-6, reversible defect -7. 

13. Vessels Colored: It shows the major vessels color by fluoroscopy, the values range from 0-3. 
14. Class: There are two value for class attribute representing the patient record have heart disease or not. 
 
3.2. Selection of Classifiers 
There are many well-known machine learning algorithms used classification purpose. The classifiers 
selected for classification of the patient records are J48, NAÏVE BAYES, PART and SVM.  
 
3.3 Issues and Challenges  
 Some of the challenges faced during the development of the system are as follows:- 
 The unavailability of the heart patient data set 
 Deciding the parameter for the detection of heart diseases 
 Selecting proper the parameters for Classification 
 Selecting the correct classifier to get best accuracy for a given input 
 
IV. Implimentation  
Weka is used for implementation. The java code is integrated with algorithm provided by Weka [11]. The 
input datasets are in arff (attribute relation file format). In this work the classifiers used as J48, NAVIE 
BAYES, SVM and PART to classify the patients having hearts disease and not by analyzing the attributes such 
as age, sex, blood pressure and blood sugar for chances of a patient getting heart disease etc. The data is 
analyzed and implemented in WEKA ("Waikato Environment for Knowledge Analysis") tool. It is open 
source software which consists of a collection of machine learning algorithms for data mining tasks [11]. 
Weka tool is a collection of machine learning algorithms for data mining techniques, written in Java [11]. The 
ten folds cross validation is used to minimize any bias in the process and improve the efficiency of the 
process. The source code for the   classifiers PART, NAVIE BAYES, SVM and J48 are taken from WEKA for the 
implementation of the system. The results show clearly that the proposed method performs well compared 
to other similar methods in the literature.  
    
The overall working procedure of the system is as shown below, 

Input: Heart disease data set in numerical format(arff format) 
Output: Classification of data set into patients with heart disease and normal 
Procedure: 

Step 1: Read the data set in arff format. 
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V. Results and Discussion 
5.1 Performance based on attributes selection 
Keeping in view the goal of this study to predict heart disease using classification techniques and have used 
four different supervised machine learning algorithms i.e., J48, PART, Bayesian Classifier and SVM (Support 
Vector Machine). Four machine learning algorithms used for this work and two types of data sets were 
considered, one with all 573 patients records each record contain 13 attributes, the other dataset is all 573 
records in which each records containing 8 selected attributes.  
The performances of the models in this study were evaluated using the standard metrics of accuracy, 
precision, recall and F-measure which were calculated using the predictive classification table, known as 
Confusion Matrix. ROC area was also used to compare the performances of the classifiers. The classification 
ability of the algorithm is tested by using 10 fold cross-validations. The table 5.1 summarizes the 
classification results of all categories of experiments.  
 
Table 5.1:  Performance of various classification algorithms 
 

Model Accuracy TP Rate FP Rate Precision F-Measure ROC Area 
J48 with all attributes 90% 0.902 0.102 0.902 0.902 0.946 

J48 with selected attributes 87% 0.878 0.131 0.879 0.8777 0.909 
Naïve bayes with all attributes 84% 0.843 0.849 0.849 0.847 0.902 

Naïve bayes with selected attributes 83% 0.839 0.173 0.839 0.837 0.889 
PART with all attributes 91% 0.911 0.88 0.911 0.911 0.964 

PART with selected attributes 84% 0.843 0.165 0.843 0.842 0.880 
SVM with all attributes 93% 0.811 0.088 0.911 0.911 0.964 

SVM with selected attributes 84% 0.846 0.160 0.846 0.846 0.843 
 
In table 5.1 it is clear that J48 tree classifier which was implemented on selected attributes achieved the 
highest accuracy (87%) while J48 tree classifier with all attributes came out to be a close second with 
classification accuracy of 90%. On the other hand, Naïve Bayes classifier implemented on both selected 
attributes and the whole set of attributes scored the lowest classification accuracy which are 84% and 83% 
respectively, The PART classifier implemented on both selected attributes and the whole set of attributes 
scored the classification accuracy of 91% and 84% respectively. The LibSVM classifier performed well with 
whole set of attribute 93% but with selected attribute achieved only 84%  

BufferedReader datafile = readDataFile("heart.arff") 

Step 2: Apply pre-processing techniques-Fill in missing values 

Step 3: Apply the features reduction technique to identify the most relevant features and store separately 

Step 4: Discard redundant features 

Step 5: Apply J48, Naïve Bayes, SVM, and PART on both data sets. Original feature set and reduced feature set 
Classifier[] models = {  new J48(), 
new PART(), 
new NaïveBayes(), 
new LibSVM()}; 

Step 6: Measure the performance. 
Step 7: Accuracy: It is the number of instances being correctly précised. 
Precision: It is the fraction of relevant instances among the retrieved instances. 
(Precision = TP/TP+FP) 
True Positive [TP]: The presence of disease is correctly predicted by the machine. 
True Negative [TN]: The absence of disease is correctly predicted by the machine. 
False Positive [FP]: The absence of the disease in the patient is predicted as present by the machine. 
False Negative [FN]: The presence of the disease in the patient is predicted as absent by 
the machine. 
Recall: It is the fraction of relevant instances that have been retrieved over the total amount of 
Relevant instances.  (Recall =  TP/TP+FN) 
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 The other performance measures used to compare the results are TP Rate (Sensitivity) and TN Rate 
(Specificity). Here again all the models scored well with a tight difference in performance. The TP Rate and 
FP Rate were (TP Rate, TN Rate) = (0.902, 0.102), (0.878, 0.131), (0.848, 0.162), (0.838, 0.173), (0.911, 
0.088), (0.843, 0.165), (0.911, 0.088), (0.846, 0.160) for J48 unpruned with all attributes, J48 pruned with all 
attributes, Naïve Bayes with all attributes, Part and LibSVM with all attributes, J48 unpruned with selected 
attributes, J48 pruned with selected attributes, Naïve Bayes with selected attributes, Part and LibSVM with 
selected attributes, respectively. 
From the table 5.1 SVM library LibSVM has the highest Accuracy that is 93% with all the attributes provided 
whereas J48 has the highest accuracy of 87% with the selected number of attributes. 
 
VI. Conclusion 
In this research work we have applied machine learning algorithms in heart disease detection. The work has 
been tested on a datasets collected from UCI Machine Learning Repository. The dataset consist of 573 
patient records and 13 parameters in each record. Four different classifiers were studied, and the 
experiments conducted to find the best classifier for predicting heart disease. Among the several classifiers 
SVM produced the best accuracy about 93% with an input of 573 patient’s records and 13 attributes in each 
record. The experimental results gained a precision of 91.1% for the diagnosis. The overall purpose is to 
study the various machine learning methods available to predict the heart disease and to compare them to 
find the best method of prediction. 
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ABSTRACT: With the expanding dimension of remote correspondence in the present condition, individuals 
frequently required QOS for sharing their information between the hubs. we propose a Secure QoS-Oriented 
Diffuse steering convention (SQOD) to overhaul the protected Quality of Service (QoS) directing in Hybrid 
remote systems. SQOD contain two inventions: 1.QoS-Oriented Diffuse Routing Protocol (QOD)- to lessen 
transmission delay, transmission time. And furthermore increment remote system transmission throughput. 2. 
Upgraded Adaptive Acknowledgment (EAACK)- actualize another interruption recognition framework for Cross 
remote systems. Explanatory and reproduction results dependent on the irregular way-point model and the 
genuine human versatility model demonstrate that QOD can give high QoS execution as far as overhead, 
transmission delay, portability flexibility, and adaptability  

 

  Keywords: Quality of Service, routing, cross wireless networks, delay, bandwidth, Cross wireless networks, multi-hop 
cellular networks, routing algorithms, quality of service  

 
1. Introduction 
The future advancement of remote systems has animated various remote applications that have been 
utilized in wide territories, for example, crisis administrations, instruction, trade, military, and excitement. It 
improved innovation and diminished costs, remote systems have increased substantially more inclinations 
over wired systems in the previous couple of decades. These days, individuals wish to watch recordings, play 
amusements, sit in front of the TV, and make long separation conferencing by means of remote cell phones 
―on the go.‖ The across the board utilization of remote and cell phones and the expanding interest for 
portable interactive media gushing administrations are prompting a promising not so distant future where 
remote sight and sound administrations (e.g., versatile gaming, online TV, and online gatherings) are 
generally sent. The rise and the imagined eventual fate of ongoing and interactive media applications have 
invigorated the need of high caliber of Service (QoS) support in remote and versatile systems administration 
situations. The QoS support decreases start to finish transmission deferral and upgrades throughput to 
ensure the consistent correspondence between cell phones and remote foundations. Crossover remote 
systems have been ended up being a superior system structure for the cutting edge remote systems, and can 
handle the stringent start to finish QoS prerequisites of various applications. 
Half breed organizes synergistically join foundation systems and MANETs to use one another. In particular, 
framework systems improve the adaptability of MANETs, while MANETs naturally set up self-sorting out 
systems, expanding the inclusion of the foundation systems. In a vehicle entrepreneurial access organize (an 
occurrence of half and half systems), individuals in vehicles need to transfer or download recordings from 
remote Internet servers through passageways (APs) (i.e., base stations) spreading out in a city. Since it is far-
fetched that the base stations spread the whole city to keep up adequately solid flag wherever to help an 
application requiring high connection rates, the vehicles themselves can shape a MANET to expand the 
inclusion of the base stations, giving ceaseless system associations. Portable Ad hoc Network (MANET) is a 
gathering of versatile hubs outfitted with both a remote transmitter and a collector that speak with one 
another by means of bidirectional remote connections either legitimately or by implication. Modern remote 
access and control by means of remote systems are ending up increasingly more mainstream nowadays. One 
of the real points of interest of remote systems is its capacity to permit information correspondence 
between various gatherings and still keep up their portability.  
Be that as it may, this correspondence is restricted to the scope of transmitters. This implies two hubs can't 
speak with one another when the separation between the two hubs is past the correspondence scope of 
their own. MANET takes care of this issue by permitting middle of the road standard connections to hand-off 
information transmissions. This is accomplished by isolating MANET into two kinds of systems, in particular, 
single-jump and multi-bounce. In a solitary jump arrange, all hubs inside a similar radio range discuss 
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straightforwardly with one another. Then again, in a multi-bounce arrange, hubs depend on other middle of 
the road hubs to transmit if the goal hub is out of their radio range. In opposition to the customary remote 
system, MANET has a decentralized system framework. MANET does not require a fixed foundation; in this 
manner, all hubs are allowed to move haphazardly. MANET is fit for making a self-arranging and self-keeping 
up system without the assistance of an incorporated framework, which is regularly infeasible in basic 
mission applications like military clash or crisis recuperation. Negligible arrangement and fast organization 
make MANET prepared to be utilized in crisis conditions where a framework is inaccessible or unfeasible to 
introduce in situations like characteristic or human-incited calamities, military clashes, and therapeutic 
crisis circumstances.  
In this paper, we center around the neighbor hub determination for QoS-ensured transmission. QOD is the 
main work for QoS steering in crossover systems. This paper makes five commitments. QoS-ensured 
neighbor determination calculation: The calculation chooses qualified neighbors and utilizes due date-
driven planning component to ensure QoS steering. Disseminated parcel booking calculation: After qualified 
neighbors are distinguished, this calculation plans bundle steering. It allots prior created parcels to 
forwarders with higher lining delays, while doles out more as of late produced bundles to forwarders with 
lower lining deferrals to decrease absolute transmission delay. . Portability based section resizing 
calculation: The source hub adaptively resizes every parcel in its bundle stream for each neighbor hub as per 
the neighbor's versatility so as to increment. 
 
II. Literature Review 
In writing a few writers proposed an asset arrangement technique in half breed systems demonstrated by 
and portable WiMax to give administration high unwavering quality.  
IntServ is a stateful model that utilizes asset booking for individual stream, and uses affirmation control [8] 
and a scheduler to keep up the QoS of traffic streams. In contrast, DiffServ is a stateless structure which 
utilizes coarse grained class-based contraption for traffic the executives.  
Lining planning calculations have been proposed for DiffServ to additionally limit parcel droppings and data 
transmission utilization [9]. Stoica et al. [10] proposed a dynamic bundle administration (DPS) model to give 
unicast IntServ-ensured administration and Diffservlike adaptability.  
In existing methodologies for giving ensured benefits in the foundation systems depend on two models: 
coordinated administrations (IntServ) and separated administration (DiffServ).Very couple of techniques 
have been proposed to give QoSguaranteed steering to half and half systems. A large portion of the directing 
conventions just endeavor to improve the system limit and dependability to in a roundabout way give QoS 
administration yet sidestep the imperatives in QoS steering that require the conventions to give ensured 
administration. Jiang et al. [11].  
proposed an asset arrangement strategy in half and half systems demonstrated by IEEE802.16e and 
versatile WiMax to give administration high unwavering quality. Ibrahim et al. [12] and Bletasa et al. [13] 
additionally attempted to choose "best" hand-off that has the greatest prompt estimation of a metric which 
can accomplish higher transfer speed effectiveness for information transmission. Ng and Yu [14] considered 
agreeable systems that utilization physical layer transferring procedures, which exploit the communicate 
idea of remote channels and enable the goal to helpfully "consolidate" signals sent by both the source and 
the hand-off to reestablish the first flag. 
 
III. Problem Definition 
The issue in the current framework is characterized in the terms of solid information conveyance of 
information transmission in exceedingly unique versatile mixture systems [20]. Consistently changing 
system topology makes customary remote steering conventions unequipped for giving attractive execution 
in the information exchange condition. Even with successive connection break in light of the hub versatility, 
real information parcels would either get lost, or learning long idleness before restoration of network. In 
Dynamic system topology the issues were  
 Visit interface break  
 Dormancy and Data misfortune   
 High portability  
 
Crossover remote system topologies as a rule uncover high connection thickness. Low-end item switches are 
normally utilized in many HWNs structures for financial and versatility contemplations. Versatile goals 
(hubs) make a difficult issue for QOS conventions. A few conventions managed the above issue by applying 
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district based throughput and postponement [21, 22]. Be that as it may, those frameworks neglected to 
manage the high portability in HWN condition. 
 
IV. Proposed Work 
In this paper we investigate fundamental calculation is Diffuse Adaptive Opportunistic Routing Algorithm [2] 
[13]. The general impact of sharp planning calculation performs well parcel transmission with the unusual 
remote medium than the EDF (Earliest Deadline First) need calculation. It incorporates following prospects.  
 
A. Broadcasting Algorithm for Opportunistic Routing 
In this calculation accept that there are pi set of neighbors and a hub I itself. Ri mean the arrangement of 
tolerating hubs results on account of transmission from hub I the steering choice whenever of occurrence 
depends on the tolerant outcome and included Re-transmission, choosing the following middle of the road 
or end hub. The decisions are made in a communicate mode embracing three strategies handshaking among 
hub I and its neighbor hubs.  
 
1. At time t hub I was sending a parcel. The arrangement of hubs pi who has effectively acknowledge parcel 
from hub I sending affirmation (ACK) bundle to hub I.  
2. The affirmation parcel of hub includes a direction message called as Approximated best grade (ABG).  
3. In third strategy the hub I announce hub k as the following sender pronounce end determination in a 
sending parcels.  
 
There are four constituents of the calculation: 1) Initialization State: Initialize every one of the hubs which 
are utilized in Cross remote system. 2) Packet Transmission State: This state turns out at time t in which hub 
I sending in the event that it has bundle for transmission. 3) Response and Recognition State: here pi speak 
to the arbitrary arrangement of hubs that have acknowledge the bundle transmitted by hub I. in this state 
effective acknowledgment of the parcel transmitted by hub I is recognized to it by every one of the hubs in 
the pi. The postponement for the affirmation state is little (not more prominent than the term of the 
schedule opening). Henceforth hub I infers pi by time t for every one of the hubs the ACK bundle of hub k to 
hub incorporates the ABG message. Upon Response and Recognition estimating irregular variable Nn is 
augmented. 4) Intermediate State: in this state hub I select directing procedure according to randomized 
strategy parameterized by sending likelihood. the hub I sending control bundle which having data. about 
directing choice sooner or later of occasions absolutely between two interims. endless supply of steering 
process the estimating variable is refreshed. 5) Adaptive Computing State: it is happen at time (t+1), in the 
wake of being finished with sending and intermediating, hub I update score transmitter. Hub I refreshes its 
ABG message for succeeding affirmation. 
 
B. Functioning of Opportunistic Routing Algorithm. 
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As indicated by Figure 1 following are principle elements of Algorithm, 
1. Procure the enrollment data of the hub. Execute hub login process.  
2. Hub is made. Acknowledge the record to be sent.  
3. Select the procedure where source, goal and way development is finished.  
4. The Downward Time (DT), Aliveness Time (AT) are held.  
5. On the off chance that the presence of hubs not exactly effective likelihood of information transmission, at 
that point select the elective way. The accompanying advances are led while working with calculation.  
 
C. Directing Analysis  
In this segment steering examination is made by various pioneering calculation plans [13]. At the point when 
hub begin to send parcel it will trigger the calculation for scanning the better sending hub for send the 
information. This includes choice of middle hubs that was gotten and recognized parcel data effectively. All 
hub to hub bundle transmissions are executed inside after course situations.  
1. Route Details.  
2. Route Maintenance.  
3. Data Transmission Flow. 
 
V. Simulation Approach 
In this area we give recreation thinks about in reasonable half and half remote setups. These reenactments 
perform under QoS-Oriented AEBR in a reasonable system. We initially dissect execution of sharp steering 
regarding the structure parameters and system parameters in a network topology of 16 hubs. This execution 
contrast and QoS Oriented AEBR proposed calculation. Our proposed calculation mimic in NS-2.35, in this 
we think about two arrangements of topologies. 
 
1. Grid Topology: we think about a lattice topology including 16 inside hubs to such an extent that the 
closest neighbors are isolated by separation D meters. 2 Random Topology: in this topology including 32 
inside hubs set in a zone 150×150 m2. We discover the execution under various source and different goal 
setting as the quantity of blemishes in the system is shifted. 
 
A. Network Simulation and Performance Evaluation 
In this paper we utilize suitable alternatives of the structure parameters which help to improve organize 
execution. The proposed calculation utilized after reenactment parameters. For estimation of proposed 
calculation ends three execution measurements are utilized.  
 
 
1. Parcel Delivery Ratio (PDR)  
It is the proportion of the absolute number of acknowledges parcels at the goal to the all out number of 
bundles sent by the source. It encourages us to record the no of fruitful bundle transmissions. 
 
PDR = Σ Received Packets at destinations/ Σ Sent packets by Sources. 
 
2. Routing Overhead (ROH) 
It is the ratio of Routing related packets in bytes to the total routing and data transmissions in bytes. Routing 
packets include information is the RREQ-Routing Request, RREP Routing Reply, RERR- Routing Error, AACK- 
Routing Acknowledgment. 
 
ROH = Σ Routing Transmissions/Σ Data Transmissions + Σ Routing Transmission. (5) 
 
3. Average End-to-End Delay (AED) 
It is the average end-to-end delay for all successfully received packets at the destination. 
 
AED = ΣN1 (T Received –T Sent)/ N (6) 
 
Where T Received = received time at final destination. T Sent = sending time of the packet from source and N 
= is the number of successfully received packets. 
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VI. Simulation Results 
In this section we display the comparative conclusions of Opportunistic routing algorithm and QoS- Oriented 
AEBR algorithm. 
      
A. Performance Comparison of Proposed Work under Cross Wireless Network 
 

 
 
Here we watch the proposed calculation results dependent on the improvement of the system execution. 
Graphically we are appearing in NS-2 recreation it is conceivable to watch every one of the three execution 
measurements assessed inside 50 and 70 hubs as for Time. Because of cut discovery module in this 
calculation we guarantee about our transmitted parcel never goes on fizzle whenever chose hub isn't in 
administration this strategy chooses elective way to next working hub and sending the bundle to next 
chosen hub. Consequently bundle misfortune transmission rate is limited and boost the throughput of the 
half breed remote system. All QoS parameters PDR, AED, ROH, bundle misfortune measure concerning Time 
in terms. 
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VII. Conclusion and Future Work 
In this paper QOD give QoS benefits in a dynamic arrangement organize situation. According to QOD 
convention The QoS-ensured neighbor choice calculation chose for the choice of neighbors for parcel 
transmission. The Opportunistic Routing Algorithm powerfully courses bundles with least overhead. Be that 
as it may, this astute plan does not give the instrument of disappointment hub identification. Our proposed 
calculation furnishes system to course the parcel with cut identification technique, which improves bundle 
conveyance proportion and system execution. Location of the disappointment set of hubs increment 
throughput proportion of crossover remote system. Additionally serves to lessens start to finish 
postponement of Network. As a future work, gathering the Advance shrewd plans together to improvement 
the execution of the proposed Algorithm QoS-Oriented AEBR will be examined. 
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ABSTRACT: Authentication plays an important role in securing online banking system, and many Banks and 
various services have long relied on username/password combinations to verify users. Remember usernames 
and passwords for many accounts will be heavy and inefficient task. Over the years, data breach reports have 
indicated that attackers have created many advanced techniques to steal user credentials that can pose a 
serious threat. In our proposed system we exploit dynamic authentication credentials along with user-centric 
access control to solve the static credential problem.  

 

  Keywords: authentication; securing; online banking; username/password; dynamic credentials ; data breach; 
attackers; static credential 

 
1. Introduction 
Traditional verification patterns such as the user-name/password combinations pose a serious danger to 
the online banking services, financial systems, and their users. To safeguard the online assets, information 
security plays a major role in providing appropriate levels of assurance of Confidentiality also known as 
Privacy, Authenticity, Integrity, and Non-Repudiation. These properties are sometimes referred to as PAIN 
as per the initial letters of each name. Most current verification systems assign or allow a user to choose a 
static and unique user id that acts as a label. This static label is typically attached to the user for a long time. 
Inopportunely, users tend to use the same user id in many different websites and systems. Furthermore, 
many users continue to use  the same password across online accounts and systems. According to study 
many users reclaim the same password across different websites. This common practice might lead to 
security risks such as insider attacks. Malicious administrators or insiders, who have access to username and 
password tables, can leverage the information to access other services and websites.  
This paper, will determine how smart personal device can enrich not only security but also user experience 
by proposing a one-time username authentication coupled with secure verification code for each login 
session. The user does not have to memorize many usernames or recall difficult passwords. The design and 
implementation of a novel scheme that incorporates encryption and signature without requiring users to 
remember usernames and passwords is explained in this paper.. This design provides a better level of 
security and moderates risks associated with bequest authentication method. Here , introduce the 
conception of user-centric admittance control, which can play a vital role in authentication and heighten 
security. In user-centric access control, users are in charge, and they can set their account permission for 
each login session.  
This strategy analyzes the correctness of the proposed authentication scheme and shows its efficiency and 
feasibility. In particular, it analyzes the security of the introduced authentication scheme from different 
angles: phishing attacks, password-related attacks, shoulder-surfing attacks, replay attacks, etc. and  shown 
how the  design obeys the One-Time Pad (OTP) property for the session key and verification code, which 
increases the security of authentication. Finally it will evaluate the performance of the proposed 
authentication scheme in terms of communication or computation overhead. 
The objectives of this study are to design a novel authentication scheme using dynamic usernames and to 
diminish the need for storing user's credentials at a centralized location. We envision that the new design 
should resist many attacks and issues such as key-logger attacks, shoulder-surfing attacks, data breach 
incidents, password reuse, and other human factors. 
Key-logger attacks are becoming more complex and could target static authentication schemes. A key-logger 
can be a plug-in hardware device or a software program that acts as a malicious process residing on the 
victim's computer. The primary goal of using key-loggers is to capture and observe every keystroke typed on 
the victim's computer, which certainly includes authentication information such as usernames and sensitive 
passwords. Generally speaking, key-logger software and hardware are not easy to detect, especially on 
public computers. Some sophisticated key-logger software is rooted in the operating system and does not 
show up in the task manager process list. Although many countermeasures could mitigate the risk of key-
logger attacks, many new issues, tools, and techniques are still evolving [22], [24], [39], [35], [14]. In 2011, 
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with 80% accuracy, researchers illustrated that it is feasible to capture keystrokes of a nearby computer 
utilizing the accelerometer found in many smart phones [32]. This result emphasizes the belief that there is 
no silver bullet solution to tackle the key-logger problem in a username and password system, and it is still 
necessary to improve the traditional authentication schemes. 
Shoulder-surfing is another issue that affects the security of traditional authentication schemes. Shoulder-
surfing attacks occur when attackers utilize direct observation techniques such as looking over someone's 
shoulder or using a hid-den camera to harvest sensitive information. Unfortunately, shoulder surfing is an 
effective way to target conventional authentication methods and get passwords, PINs, and other sensitive 
personal information. It is not hard to launch in practice as a shoulder-surfing attack does not require 
sophisticated knowledge or a high level of experience. Modern authentication schemes should consider the 
resistance of shoulder-surfing attacks and shrink the attack surface. 
Another major driver is the data breaches that have been becoming increasingly sophisticated and daring. 
Data breaches could have a grave impact on users and financial institutions. Many data breach incidents 
include the disclosure of usernames and passwords, and several leading experts consider data breaches as 
one of the biggest security problems faced by security professionals and system administrators. The 
consequences of a data breach are becoming more and more severe, and it is hard to estimate the damage on 
the breached organization and the users' accounts in many different online services. In October 2013, Adobe 
suffered a breach which resulted in the leak of more than 153 million customer records. Each client record 
contains an internal ID, an email address, a username, and an encrypted password, in addition to a password 
hint in plaintext [20]. Unfortunately, the password cryptography was poorly designed, and many were easily 
decrypted to plaintext. Another notable example was the data breach of 13 million user accounts from 
www.000webhost.com in March 2015. The leaked data contains names, email addresses, and even plaintext 
passwords. A malicious attacker could leverage these leaked credentials to target users' online banking 
accounts and perform malicious activities such as disclosing financial information or even transferring 
money overseas. 
The username/password combo is one of the biggest data breach problems based on a report from Verizon 
in 2014 [41]. The same report indicated that in 76% of the data breaches, attackers were able to gain 
accesses by using the stolen user credentials. According to the security firm Hold Security [38], a cyber-gang 
breached over 420,000 web and FTP sites to harvest more than 1.2 billion credentials; this incident could be 
one of the largest data breaches reported to the media. All previously mentioned breaches, attacks, and 
issues could lead to a serious problem called the domino effect of password reuse [25]. A domino effect is the 
result of one password le falling into the hand of a malicious user, who can then use it to infiltrate other 
online accounts. Another serious issue of the username/password combo is the large number of usernames 
and passwords a user should manage on the Internet. The growth of e-banking, e-commerce, and e-
government has led to a massive increase in the number of credentials handled by users. Tele-Sign research 
[40], for instance, reported that an active web user manages an average of 24 passwords on a daily basis. 
Unfortunately, the same study stated that 73% of the accounts use duplicate passwords. In addition, 68% of 
the surveyed participants indicated that they wanted online companies to provide a new security solution to 
secure their personal information. Users are thus poorly equipped on a cognitive level to deal with today's 
needs for multiple usernames and passwords, which leads to credential reuse on different accounts and 
systems. Human factors, such as writing usernames and passwords down or choosing passwords that are 
easy to remember, harmfully affect the security of traditional authentication schemes. These factors 
motivate us to design an authentication system that is more secure and easy to use. In our proposed design, 
users are not involved in creating usernames or choosing passwords; furthermore, users are not required to 
remember or manage a large number of passwords. 
 
II. Related Work 
A large number of schemes focus on the authentication in general [4], [11], [17], [21], [27]. Hiltgen et al: 
proposed two different authentication protocols for e-banking using short-time passwords and certificates 
[23]. 
Gorman categorized user authentication into three categories: knowledge-based (e.g., a password), object-
based (e.g., a car key-less entry), and ID-based (e.g., a anger-print) [19]. Brainard et al: [8] explored a fourth 
factor which is based on the concept of vouching for somebody you know. Recently, the authors in [3] 
proposed a secure authentication scheme using dual channels in rogue access point environments. Another 
line of research is more concerned with payment card verification [1], [2], in which the authors utilized 
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users smart devices in the cardholder verification for payment card systems. Marforio et al: [31] proposed 
using smart phones as practical and secure location verification tokens for payments at the point of sales. 
Google Authenticator or 2-Step Verification [18] is a software-based technique that provides a second layer 
of defense. The application generates two-step verification codes that can be used in addition to the account 
password. Another widely used technique is RSA Secure ID [9], which is software or hardware token that 
generates a new verification code (a six-digit number) at fixed intervals. The generated code is based on a 
seed that is specific for each token and registered with the authentication server. In order to complete 
successful authentication, the server's clock must be synchronized with the authentication token's built-in 
clock. Different from existing works, we exploit dynamic authentication credentials along with user-centric 
access control to solve the static credential problem. Our approach is to introduce one-time usernames 
utilizing user's smart devices and cryptographic primitives such as encryption, digital sig-nature, and 
hashing. The goal is to create a unique username and password set for each session such that various 
security vulnerabilities in conventional, static username and password systems can be tackled. 
 
III. Research Methodology 
3.1 Models 
A. System Model 
As shown in Fig. 1, our system model consists of two major entities: client and server. The client side 
includes the registered devices and the user's terminal. In the following, we briefly summarize the primary 
functions of each entity. 
Registered devices: A registered device is a smart personal device such as a smart watch or a Smartphone, 
and it is able to perform cryptographic operations. Each user needs to register a device with the server in 
order to get the server's services. A legitimate user should be able to get services from the server without 
providing a static username and password. In this paper, we assume that the user has already registered a 
smart device with the server. 
User's terminal: A user's terminal is an electronic device such as a laptop or a desktop and it is utilized to 
log in to the server to view or perform transactions. 
Server: The server belongs to an entity such as a bank, and it is connected with a hardware security module 
HSM that safeguards the private key and provides crypto-processing. The server distributes its public key 
and verification code to the clients and provides services. 
 
B. Threat Model 
In this paper, we assume the semi-honest model [28], in which the server and the clients correctly follow the 
protocol specification but both attempt to learn as much information as possible. Note that this adversarial 
model does not involve a powerful attacker who can control the device and access the private key - we leave 
this consideration in our future research. 
 
3.2. Design Goals 
Correctness: If both the client and server follow the protocol honestly, the client and server can achieve a 
correct authentication result. 
Security: The protocol can protect the privacy of the client's data. On one hand, given the encrypted 
message, the attacker cannot get the client's original input data. On the other hand, the correct result is also 
hidden from an attacker. 
Verification: The client's message and verification code must be successfully verified by the server. 
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Fig 1: System Architecture 
 
IV. Implemenations 
4.1 Algorithms 
AES Algorithm 
1. Derive the set of round keys from the cipher key 
2. Initialize the state array with the block data (plaintext). 
3. Add the initial round key to the starting state array. 
4. Perform nine rounds of state manipulation. 
5. Perform the tenth and final round of state manipulation. 
6. Copy the final state array out as the encrypted data (cipher-text). 
 
SHA-256 Algorithm 
1. Convert the String into bits  
2. Message the length of number of bits 
3. If the length of number of bits is less than N*32 bits then append  values of zeros, Final we get a message   

<data to be encrypted> 
4. Divide the entire <data to be encrypted> into 512 bit blocks. 
5. Initialize Chaining Variables. 
6. The chaining variables what have been used is done even for small letters. 
7. The entire 512 bits block is divided 16 sub blocks of 32 bits. 
 
V. Result Analysis 
This section, analyzes the security of the proposed authentication scheme under different attacks, and shows 
how the cryptographic primitives and security services utilized in our work can counter these attacks. We 
assume that the registered device has a secure environment to perform cryptographic computations and the 
authentication server is secured and is fully compliant with The Payment Card Industry Data Security 
Standard requirements PCI DSS [37]. 
 
A. Phishing Attacks 
Many phishing attacks are designed to steal credentials such as username and password by masquerading as 
a trustworthy-thy entity. The proposed authentication can help reduce the risk associated with phishing 
attacks. In fact, the proposed method is an anti-phishing technique since there is no static username or 
password. For each authentication session, there is always a new username and password. We consider the 
proposed design an anti-phishing authentication protocol for the following reasons: 
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In our scheme, a username is generated to be used within one session by the user, and it is valid for a limited 
time. 
Here use a secure channel for verification and a user-centric access control for authorization. In this scheme, 
there is no concept of username or pass-word update. Although the proposed method does not prevent 
phishing, it can help mitigate the risk associated with phishing attacks. 
 
B. Password-Related Attacks 
The proposed design provides protection against many password-related attacks such as shoulder-surfing 
attacks and direct observation attacks. The client is now prevented from using static usernames and 
passwords that can be recognized by using thermal imaging, or by identifying the pressed keys using a 
mechanical vibration analysis [2]. Issues such as using the client's birthday as the password, using the same 
password everywhere, or forgetting the password are avoided since we rely on a set of dynamic username 
and password that is unique for each login session. 
There is no doubt that there is a more subtle risk when a user chooses the same username and password for 
several servers. Some services and service providers might not be as trustworthy as others; a server 
administrator or internal employee with high privileges can access the username and password le and 
potentially gain access to user's accounts on other servers. Using the proposed design, the client's device can 
essentially generate a different set of username and password each time the client tries to authenticate. 
 
C. Shoulder-Surfing Attacks 
Using a static username and password combo also suffers from the shoulder-surfing attack, which is 
commonly used to harvest sensitive information, such as the password [2]. A malicious attacker using 
different direct observation techniques observes the victim and obtains its credentials. One straightforward 
method is to look over the victim's shoulder to capture a password. Shoulder-surfing attacks can also be 
performed long distance away with the aid of vision-enhancing devices. To prevent the risk of shoulder 
surfing, we use dynamic credentials that are generated and used once so that harvesting login information 
from victims provides no advantage to the attackers. 
 
D. Replay Attacks 
On the client side, a client updates its one-time username and its session key for each authentication request. 
Also, the ticket expires after it has been used or after a very short period of time. Time stamping along with 
the User Login List ULL provides an effective way of preventing a replay attack. Notice that the server 
generates a verification code that is valid for a very short time (e.g. 5 minutes), which is used only once to 
verify the client's identity. Thus we claim that the server can resist the replay attacks. 
 
E. Client Request Protection 
In this scheme, a client's authentication request is signed via a signature, which is secure and can guarantee 
the authenticity and data integrity of the client's message. The client's authentication request and signature 
are encrypted using the server's public key based on ECIES. Since ECIES is provably secure in the random 
oracle model, the confidentiality of the signed and encrypted messages can be guaranteed. 
 
F. Server Response Protection 
When the server receives the message that includes the ticket information, the server decrypts the message 
to get the client's request and signature. Then the server verifies the identity of the client. If it is an 
unauthorized user, the server discards the ticket; otherwise, the server waits for the user to login. When the 
user logs in using OTU, the server generates the verification code and encrypts it using the session key, then 
sends the encrypted verification code to the client. After receiving the encrypted verification code, only the 
client can decrypt it to get the verification code because k is the shared session key known only by the client 
and the server. Therefore during the response procedure, the confidentiality of the response message is 
ensured. 
 
G. One-Time PAD Property 
In the proposed protocol, the one-time username, session key, and verification code are updated for each 
login session; consequently, they have the property of One-Time Pad (OTP). It is well known that OTPs can 
guarantee confidentiality. Since the session key, one-time username, and verification code are randomly 
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generated by the registered device and the server, they are unrelated to any previous session key and 
verification code. Therefore, an adversary cannot decrypt the ciphered response to any request. 
 
VI. Conclusion 
The extraordinary growth of online banking and e-commerce systems has led to a huge increase in the 
number of usernames and passwords managed by individual users. Conventional static username and 
password protocols suffer from various security issues. Many users start using duplicated credentials over 
and over again in various accounts and systems. Leaking or compromising one account could cause an 
attacker to in l-trate other systems and endanger users' security and privacy. In this paper, we introduce a 
new authentication model that allows users to get rid of many issues such as memorizing usernames and 
passwords for many different websites and systems. The proposed authentication scheme paves the way for 
user-centric access control that helps minimize the risks of many attacks. 
There are several research directions that can be further explored in our future research. First of all, we 
would like to investigate using lightweight cryptographic techniques in our design. Second, we plan to 
scrutinize the design of different user-centric access control models. Also, we intend to study techniques for 
improving the authentication methods such as using visual decryption and visual signature verification. 
Finally, reporting on usability of the proposed authentication scheme should be further investigated in our 
future research. 
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ABSTRACT: The Objective of our project is to automatically control the railway gate at the level crossing, and to 
automatically control the railway track switching mechanism. Since there has been an enormous increase in 
accidents at level crossing, the above automations will reduce these accidents to a much greater extent. Project 
employs three Infrared (IR) sensors, one IR sensor is used to control the railway gate and the other pair of IR 
sensor is used to automatically switch the railway track. These IR sensors are used to sense the arrival of the 
train. A servo motor is used to control the track switching mechanism. A DC motor is used to control the railway 
gates at level crossing. As the entire system is automated so errors due to manual handling are overcome 
because the accuracy of automated operation is more than the manual operation. Our project is developed 
using raspberry pi. 

 

  Keywords: Infrared sensors (IR), servo motor, DC motor, Raspberry pi 

 
1. Introduction 
The railway system in India is the most common mode of transportation. Indian Railways has been in 
operation for over above 160 years and is operating over pan India with the network of 64,000kms which 
criss crosses all over of India. The railway tracks consist of several level crossings all over the India. Around 
29500 level crossings across India, 6449 or 22% are still not manned as of February of last year. Out of the 
6449, 3691 are on Broad Gauge, 1524 on Meter Gauge and 1234 on Narrow Gauge. Amongst the zones, 44% 
of the level crossings of Western Railways are still not manned. 
All business methodologies exude from this subject and Endeavour to accomplish Accident Free System. The 
railway gate monitoring is a challenging problem, and much research effort has been spent in the 
development of railway gate monitoring methods for use on in-service rails. From the study of the cause 
87.78% of the accidents, Indian Railways found that all the accidents were due to the human failure, Hence, 
there is a dire need to eliminate these factors by automating the Railway gates at level crossing. 
The other problem in the Railway system is that the separation of the tracks are being controlled by human 
which results is some non-accurate decisions which causes accident and delay of the trains. Sometimes there 
is delay because of giving pass to other trains, and the unavailability of the accurate location of the train 
causes huge time delay in train arrivals. 
 
II. Literature Review  
Michal et al [1] presented the possibility of using RFID technology by railway transport monitoring. This part 
of article describes the application of RFID technology in the railway industry of Slovak. Further, describes 
the principle of information system and design involved in electronic way-bill. The only related problem in 
the railway transit is about transferring many information such as waybill, technical condition of the wagon, 
date of the maintenance and repairs, etc. in spite of that, there is still chance of using RFID technology. The 
initiation of RFID technology amplify the idea of collecting data automatically. Wagon location tracking and 
car information collection will be much easier. 
The system comprises of microcontroller, motors, and sensors. The sensors installed on the track side near 
to the level crossing detect the train when it arrives. When the train is arriving from either side, the sensor 
detects the train and signal are then sent to control room. When the train arrives, at the same time IR 
transmitter senses and generates a signal; IR receiver receives the signal and generates an interrupt signal 
[2], [3], [4] and [5]. The motor rotates to the clockwise direction but it changes to the opposite direction 
when the interrupt signal is generated from the microcontroller ends. This system has the advantage of 
being cheap and simple with the disadvantage that it is slow and IR sensor gets affected by weather 
conditions [2]. 
In this study, gate closing and opening is controlled with the help of an android application using an android 
smart phone or a tablet. When the train is approaching the level crossing, an SMS is send from an android 
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application. The SMS is sent to the GSM modem whereby it’s being interpreted and further forward the 
command to the microcontroller. Then the microcontroller will feed the output signal to the motor and 
motor driver is switched on. Commands are received by microcontroller to open the gates through GSM 
modem from an android application which will forward the signal to the motor driver. The current status of 
the train is displayed on LCD about the closing and opening of gates [6], [7]. 
Kader [8] paper that comprise of the development of a prototype using microcontroller that united with 
other parameters such as power supply, light dependent IR sensors, force resistive sensor, and gate servo 
motor.  Microcontrollers operations are being programmed and works based on the hardware integration. 
The arrival and departure of the train is detected by two IR sensors placed before and after the level 
crossing. Signals generated by IR sensor are sent to the Microcontroller and this will configure the operation 
of the servo motor and it will rotate as required requirement (clockwise or anticlockwise). 
 
III. Methodology 
3.1 Block Diagram  
The System Architecture provides a holistic view of the System to be built. It describe the structure and 
organization of Software components, their properties and the connections between them. The architecture 
model process is concerned with establishing a basic structural framework for a System. It involves 
identifying the major components of the System and communications between these components. The 
System Architecture shown in the figure 3.1 has three components Client Side, Server Side and Web 
Interface. 
 

 
 

Fig 3.1: Block Diagram 
 
Project utilizes Three IR sensors and a counter, one IR sensor is placed near the level crossing to control the 
railway gate while the other pair of sensors are placed near the track switching module. 
 
3.2 Gate Controlling Unit 
Whenever the IR sensor is high the gate motor rotates in a particular direction and closes the railway gate 
and remains close until the counter sets to zero, once the counter sets to zero the motor again rotates and 
the gate is opened. The railway gate is opened and closed by a dc motor having rotations in forward and 
reverse direction by using 2 relays. Low torque DC motors having 30 rotations per minute.  
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Fig 3.2: Flow Chart 
 
3.3 Track switching unit:  
Same principle of operation of the IR sensors on track switching, we can easily monitor the track and create 
switching of the track if necessary. A pair of sensor is placed near the track switching junction in track 
switching mechanism.  
Considering a situation wherein there is a goods carrying train on the main line track and suppose a local or 
an express train is taking the same route taken by goods carrying train, in order to avoid any delay to the 
local train the track is switched to the bypass line track for the train to pass. A servo motor is used to control 
the track switching mechanism. The pair of IR sensor placed near the junction identifies the already 
occupied track and bypasses the other train. 
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Fig 3.3: Flow chart 
 
IV. Components and Description  
Raspberry pi: - We use centre tapped step down transformer to convert 230v AC to 12v AC and full wave 
rectifier to convert into DC(16V-18V),5V regulation is maintained to give to components using IC7805, dual 
comparator output’s is given to Raspberry Pi through GPIO’s (general purpose input output pins),it consists 
of ARM cortex-Quad core processor, 1GB RAM, 40 GPIO’S, Camera Serial Interface (CSI), Digital Serial 
Interface (DSI), 3.5Mh audio I/O 4USB ports, one 10/100 Ethernet, one HDMI, one micro SD cards IOT 
extendable up to 32GB. In memory card Raspberry an Operating System is loaded and python code is 
dumped. 
 

 
 

Fig 4.1: Raspberry pi 
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IR sensors: The IR sensor comprise of an IR transmitter and receiving section, transmitter section consists 
of an IR led with a current limiting resistor of 1Kg ohms which continuously emits photons on the receiving 
unit.  
 

 
 

Fig 4.2: IR sensors 
 

LCD: A 16x2 liquid crystal display is used to display the on and off condition of the sensor. 
 

 
 

Fig 4.3: LCD 
 
DC MOTOR: .DC motor used is a low torque motor having 30 rotations per minute for automatic railway 
gate control. DC motor used is a high torque motor having 10 rotations per minute for self-track switching. 
 

 
 

Fig 4.4: Dc motor 
   
V. Conclusion  
This paper has presented an automation approach for railways. Proposed system will prevent heavy loss of 
life using internet of things technology and IR sensor based system. And proposed system will improve the 
accuracy and reduce the errors due to manual handling of railway crossing gates. Proposed system will 
reduces delay in trains arrival because of self-track switching mechanism. It will also avoid collision between 
trains running on the track or standing on platforms. 
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ABSTRACT: Agriculture contributes to a major portion of India’s GDP. The water scarcity and high labour costs 
are the two major issues in modern agriculture. These issues can be resolved using agriculture task automation, 
which encourages precision agriculture. This paper discusses the design and development of an IoT based solar 
powered Agribot that automates irrigation task and enables remote farm monitoring on considering the 
abundance of sunlight in India. The Agribot is developed using an Arduino microcontroller. It harvests solar 
power when not performing irrigation. While executing the task of irrigation, it moves along a pre-determined 
path of a given farm, and senses soil moisture content and temperature at regular points. The data acquired at 
each sensing point from multiple sensors is processed locally to decide the necessity of irrigation and 
accordingly farm is watered. Further, Agribot acts as an IoT device and transmits the data collected from 
multiple sensors to a remote server using Wi-Fi link. At the remote server, raw data is processed using signal 
processing operations such as filtering, compression and prediction. Accordingly, the analysed data statistics 
are displayed using an interactive interface, as per user request. 

 

  Keywords: Internet of Things (IoT), Agribot,Wireless Fidelity (WiFi), Farm Monitoring, Data Analytics 

 
1. Introduction 
According to the recent statistics, the land used for crop cultivation in India is decreasing at an accelerating 
rate, due to outdated irrigation techniques and availability of water resources and these are the primary 
reasons for incoherent production. Hence, technological solutions for agriculture task automation are the 
need of the hour. In particular, simplified irrigation mechanisms reducing water wastage are very essential, 
which encourage precision agriculture.  
Technological solutions for irrigation and agricultural task automation are driven by electric power. 
Throughout a year India receives solar radiation on an average 3000 hours of sunshine (i.e. 4-7kWh of solar 
radiation per sq. meters). Hence solar driven technological solutions for agriculture task automation can 
yield better benefits for Indian environmental conditions.   
Many such technological solutions have been addressed in the literature that achieve agriculture task 
automation and help in remote monitoring the farm land. Some of them are discussed as follows. A smart 
irrigation controller is developed using PIC16F876A microcontroller, which transmits the data using XBee 
link to a remote server. However, the developed system can monitor moisture only at a single point. Hence, 
to monitor a given farm area, large number of sensors have to be deployed which increases the cost of the 
system. This XBee can communicate in a limited range of 50 m. The developed remote interface does not 
perform any signal processing operations to obtain useful statistics relevant for farm monitoring.   
A two cell overhead crane system is proposed for agricultural task automation. Specifically, tasks such as 
spraying fertilizer, irrigation, planting seeds have been proposed for automation by a solar driven crane 
system. However development of such systems require a large budget and in addition if such systems need 
to monitor the farm land, multiple sets of sensors need to be placed at various geographical points. An 
agricultural solution for the farmer based on Wireless Sensor Networks and GPRS technology is proposed 
using multiple sensors that sense the health of the plant along with environmental parameters. Using ARM 
processor, a smart GSM controlled weather based irrigation system is developed, which senses the soil 
moisture at a given geographical position and irrigates the farm based on prediction of rain. The amount of 
hardware required for forming a sensor network is large, because multiple sets of all the sensors are to be 
placed over a geographically spread farm area that needs to be monitored.  
Other than farm land automated irrigation system, automation can also benefit green roof irrigation to save 
water resources. Based on the solar radiation, soil moisture, humidity and wind speed, a micro controller 
based irrigation system is developed. The sensing system is based on a single node rather than multiple 
points. Hence for a complete roof garden, several sensor nodes are required, agricultural robots can also be 
used for irrigation and agricultural task automation. In this paper, we develop an Agribot, capable of 
irrigating the form, harvesting solar power while not irrigating and also monitoring the farm from a distant 
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node. At the distant node, after proper analysis of raw data obtained from different data transmissions at the 
farm, useful data statistics are obtained and displayed according to user interest.   
The benefits of the Agribot that are developed have better efficiency in water usage compared to manual 
irrigation, achieved via direct soil moisture and humidity measurements at various geographical positions in 
the farm. It is worth noting that the developed Agribot irrigates the farm not based on a single point data like 
in the automated systems, but irrigates based on averaged data obtained at each point. As the Agribot can 
move around the farm, there is no necessity of installing multiple sensors at various geographical points in 
the given farm. The data collected at various geographical points at various times in a day are transmitted to 
the cloud. Hence historical data is available over the entire farm under supervision, which by appropriate 
analytics can be used for prediction of future data. To aid in prediction, we employ filtering of the raw data 
to remove noise in the measurements and also compression of the data to aid in large data storage.  
A single set of sensors can help in complete farm monitoring unlike the need for dedicated sensors at various 
positions in a fixed automation systems. Further maintenance of sensors at many positions in the farm is not 
a convenient solution in agriculture. Hence Agribot has immense scope for utilization in farm monitoring 
systems.  
The developed prototype of the Agribot in this paper forms a low cost system due to the incorporation of a 
screw rod methodology and only a single set of sensors, which can virtually sense and transmit data from 
multiple locations in a given farm. The model developed is based upon Arduino Mega AT2560 processor. The 
battery incorporated can be recharged using renewable solar energy using two solar panels. Hence while not 
irrigating the farm land, the Agribot is capable of harvesting the solar power.  
 
2. Design and Implementation of Agribot 
The Agribot based automated irrigation system is controlled using ATmega2560 micro controller 
programmed on Arduino platform. The Agribot is commanded to move on the contour of the rectangular 
field. There are two principle factors required to choose the measure of water required to irrigate the field 
are soil moisture content and temperature of surrounding environment. Hence, two sensors soil moisture 
(YL-69) and temperature sensor (LM-35) are utilized to assess the required water for irrigation. These 
sensors collect the data on the contour of the rectangular field with the help of screw rod mechanism. The 
data is processed in Arduino micro controller. The Agribot processes and evaluates the data according to 
which it irrigates the soil near the sensing point uniformly.  
Further the data collected from Arduino is transferred to cloud (Thing-Speak) by using ESP8266 module. 
This raw data includes the information of soil moisture sensor and temperature sensor. The data here 
represent the state of the soil. The primary analysis  is that the work deals with the filtering, prediction and 
compression aspects of the raw data collected. The system has three major parts that are; sensing, control 
section and the output section. The soil humidity is detected using YL69 soil sensor (a resistance type 
sensor) and LM35 temperature sensor. The control unit was achieved using ATMega2560 microcontroller 
based on Arduino platform. The output of the control unit was used to control the irrigation system by 
switching it on and off depending on the soil moisture content and surrounding environment temperature. 
The hardware connected to the Agribot comprises of various components required to drive the Agribot. 
Here two H bridges are used to drive the DC motor of the wheels of Agribot, another H bridge is used to run 
the screw rod mechanism to sense the soil moisture.Relay is used to drive the pump. Solar panels are used to 
convert solar energy into usable electrical energy using boost convertor. The LM7805 IC regulator is used to 
convert 12 V DC supply into 5V DC supply which is used to drive the relay. The block diagram of the 
developed Agribot is shown in Figure 1.  
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The details of various sensors and associated components used in the developed Agribot are discussed as 
follows:  
A)YL 69 Soil moisture sensor 
This YL-69 sensoris made of two electrodes, which enable the sensor to read the moisture content around it. 
A current is passed across the electrodes through the soil and the resistance to the current in the soil 
determines the soil moisture. If the soil has more water, resistance will be low and thus more current will 
pass through.  
 
B) LM 35 Temperature Sensor 
The LM35 are precision ICbased temperature sensing devices with an output voltage linearly proportional to 
the Centigrade temperature.LM35 sensor has 3 pins namely Vcc which is given to supply, ground which is 
given to ground of the controller and output pin given to one of the analog pins of controller. The LM35 
device does not require any external calibration or trimming to provide typical accuracies of ±¼°C at room 
temperature and ±¾°C, over a full −55°C to 150°C temperature range. The device is used with single power 
supply, or with dual supply.   
 
C) DC Motors and IC drivers 
DC motors are used by the Agribot to move and also help the on board sensors to reach the soil while 
sensing measurements are being collected. A DC motor in simple words is a device that converts direct 
current (electrical energy) into mechanical energy. The DC motors are driven by L293D, which is a dual H-
bridge motor driver IC. Motor drivers act as current amplifiers since they take a low-current control signal 
and provide a higher-current signal. This higher current signal is used to drive the motors. L293D contains 
two inbuilt H-bridge driver circuits. In its common mode of operation, two DC motors can be driven 
simultaneously, both in forward and reverse direction.  
 
D)Relay 
A relay is used by the Agribot to carry out the task of irrigation. The relay module is an electrically operated 
switch that allows you to turn on or off a circuit using voltage and/or current much higher than a 
microcontroller could handle. 
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3. Working 
The Agribot is programmed to move forward for 10 seconds. It stops at the first plant position and with the 
help of the screw rod the soil moisture sensor is placed in the soil for 5 seconds and the values from both 
sensors are stored in two different arrays in the micro controller and then the soil moisture sensor is 
returned to its initial position. The Arduino micro controller takes the average of the sensor readings and 
transmits these values to the cloud using WiFi module ESP8266 that is interfaced with the Arduino. Thus the 
Agribot acts as an IoT device.   
The Agribot moves to its next sensing point and the above procedure repeats. The agribot was programmed 
to move along the contour of a rectangular area, with each side of the rectangle having two sensing points. 
After completing a revolution around the rectangular field,the values from each sensing point are compared 
with the threshold value that is set based upon on the season and crop that is being cultivated and the 
duration for which the Agribot has to irrigate the plant is calculated. Once the values are being calculated the 
Agribot starts its second revolution around the considered rectangular path. If the soil moisture value is 
greater than 750 and less than 1023 and temp is greater than 30, water will be supplied for 5 seconds. If the 
soil moisture value is less than 750 and greater than 500 and temp is less than 30, water will be supplied for 
3 seconds. If the soil moisture value is less than 450, no water supply takes place along one side of the 
rectangle, the robot moves further for 5 seconds and the same process repeats for remaining sides. In short 
if the value of sensors is less than threshold .The motor are directed to move in forward direction and water 
the area near sensing point.  If the sensor value is above the threshold the pump does not water that area 
and just passes that area. The flow chart representing the above mentioned working of the Agribot is shown 
in Figure 2.  
 

 
 

Figure 2: Flow chart of Agribot working 
 
In the developed model of the Agribot, there are 5 DC motors. Four are used to propel the Agribot and one is 
used for driving the screw rod mechanism. The screw rod mechanism helps the on board sensors of the 
Agribot to reach very near to the soil, while sensing measurements are done and helps them return back to 
their initial positions while not sensing. 
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4. Data Modelling and Analytics 
The received raw data was analysed as a model in three dimensions which includes time of sensor data 
collection, the position at which the data is collected and the number of days for which the data was 
procured. The data representation of the collected data for a single day is  
 

 
 
The model in (1) represents the data collected for a single day as M×N matrix, with representing the 
ithgeographical sensing position and representing the ithtime sample. For a span of D consecutive days, the 
data is modelled as a three dimensional matrix of order M×N×D. The obtained 3 dimensional matrix of the 
raw monitored data is visually displayed as per user requirements and choices. The choices include  
1. Display data monitored at different positions and days  
2. Display data monitored at a single position for all days  
3. Display data to be monitored for one position for one day  
4. Display entire variation of monitored data for all position  
5. Display the entire variation of monitored data for 1 day  
 
Other than the raw data display, it is also processed via filtering. Filtering is the process of smoothening the 
raw data and removal of the outliers that are present due to non-reliability of the sensors used. The filtering 
used in this context includes Moving Average, Gaussian filtering and Transform domain filtering. The moving 
average filtering is given by 
 

 
 
In (2), N is the length of the filter and (i) is the filtered data based on the average of raw data samplesx(i). 

Gaussian filtering involves the raw data to be filtered by Gaussian curve fitting, while transform domain 
filtering incorporates Discrete Fourier Transform (DFT) based smoothening by removing the higher 
frequency components. To store a large amount of historical data corresponding to the farm monitoring, 
compression of data is essential for storing large data in a limited memory space. Data compression is also 
known as source coding, which is accomplished via DFT. The raw data is first transformed to the frequency 
domain by use of DFT and a specific number of higher frequency components are discarded and inverse DFT 
(IDFT) is performed on the resultant data, which forms the compressed data.  
 
Prediction is the process in which the future probable data is calculated using the preceding data. Prediction 
helps in taking decisions about the irrigation necessity in advance. It helps in avoiding the Agribot to not 
start its sequence of operations which are otherwise executed, provided such an analysis driven interrupt is 
programmed via the micro controller. For prediction, Weiner filtering based optimal method can be utilized. 
Accordingly, the autocorrelation values (k ) can be found using the biased estimate 

 

 

 
(1) 
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The prediction block diagram using Weiner approach is shown in Figure 3.  
 

 
 

Figure 4.1: Wiener based Prediction Filter 
 

In Figure 3,x(n) represents the input random process, d(n)is the desired output, (n) is the obtained output 

and e(n) is the estimated error. The error is fed back continuously to the FIR filterW(z). After each iteration, 
the error reduces and this continues till the error becomes negligible. The resultant Wiener filter coefficients 
are  
 

 
 
In (4),  is the autocorrelation matrix of x(n) and  is the cross correlation vector of x(n) and d(n), given in 

(5) and (6) respectively. 
 

 
 
Other than Weiner prediction, transform domain based prediction can also be used. In transform method the 
raw data is first transformed to the frequency domain by use of DFT. The intended amount of data for 
prediction is obtained by increasing the net size of the data and IDFT is performed to get back the data in 
time domain. By assuming that P values are to be predicted, the DFT is performed on the original data, when 
DFT is performed the length considered is the length of the raw data in time domain. Then IDFT is 
performed with the original input size.  
 
5. Results 
The Agribot prototype is tested for its working on a small rectangular area for its operation described in the 
flow chart of Figure 2. The Agribot prototype is shown in Figure 4. The irrigation set up and the solar panel 
based harvesting system are also shown in Figure 5 and Figure 6 respectively.  
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Figure 4: Prototype of developed Agribot 
 

 
 
The raw data is transferred0 to the cloud and the related graphs on think speak server are shown in Figure 
7. On the humidity, soil moisture and temperature data available in the cloud server,  
 

 
 

Figure 6: Solar panel and the Harvesting System 
 
The performance of these signal processing operations is evaluated using Mean Square Error (MSE). The 
comparison of various filtering approaches is shown in Table 1. Similarly comparison of various prediction 
and compression approaches are shown in Table 2 and Table 3 respectively.   
 

 
 

Figure 7: Raw data at the cloud server 
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Table 1: Performance of Filtering approaches 
 

 

Temperature Humidity Soil moisture 

Moving Average 5.5755 13.3350 4.5378e+03 
Gaussian Filter (stdev=0.33) 1.2797 2.0959 385.5362 

Transform domain 5.5193 7.4447 680.0712 
 

Table 2: Performance of Prediction approaches 
 

 
Temperature Humidity Soil moisture 

Weiner optimum filter (tap=4) 29.2758 61.7643 8.2573X103 
Transform domain (tap=4) 0.149 0.6811 15.3695 

 
Table 3: Performance of Compression approaches 

 

 
Temperature Humidity Soil moisture 

25/50 6.8107 11.2840 2.1659X103 
30/50 6.5583 10.3619 1.7653X103 
40/50 5.8480 8.3808 964.9429 
45/50 5.5193 7.4447 680.0712 

 
From Table 1, it can be understood that the Gaussian filter provides best smooth approximation of the 
obtained sensor raw data curve with least MSE. However, it should be noted that standard deviation of the 
Gaussian curve is to be tuned properly. From Table 2 it can be seen that the transfer domain prediction 
provides better approximation with regard to the future data when compared to Weiner prediction. This 
may be due to the mean value of the data that was not removed from the raw data while using Weiner 
method of prediction. The compression method implemented is a lossy method. The deviation of the 
compressed value from the original value of the raw data increases with the increase in the number of 
values discarded from the original value, as seen from Table 3.   
The time domain results of temperature, humidity and soil moisture obtained after Gaussian filtering are 
shown in Figure 8. The solid lines represents filtered data while the data with circular markers indicates the 
original data. The plots of transform domain compression and transform domain prediction (last 4 values 
are predicted) are shown in Figure 9 and Figure 10 respectively.  
 

 
 

Figure 8: Gaussian Filtering 
 

MSE  
Compression ratio  

MSE  
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Figure9: Transform domain compression with ratio 45/50 
 
It should be noted that the data processing and signal processing operations shown in this section are in 
time domain. However the same can be done in spatial domain. Thus the data model in (1) enables spatio-
temporal processing and analysis. Spatial data analysis can help in identifying points in the farm that can 
retain more water and points that have scarcity of water. This can help in controlling the next irrigation 
cycle by making the Agribot not visit those places with more water, helping it to be a smart enabled system. 
However this implementation requires analysis driven interrupt to the microcontroller. Such an 
implementation requires better processing hardware where the edge node (Agribot) and the cloud have a 
two way communication, which forms the future scope of this paper.  
 

 
 

Figure 10: Transform domain Prediction 
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ABSTRACT: Mobile ad hoc networks (MANET) are dynamic, decentralized and infrastructure less network, 
where a node can join the network and leave the network at any time. MANET are widely used in military 
communication, mobile conferencing and emergency communication since they are flexible and simple. Every 
node in the network is autonomous hence they act as host as well as router. Due to this nature of MANET, where 
any node can join or leave the network without any permission, security is the main challenge in such networks. 
One of the major security issues in MANET is Black hole attack. During the process of discovering route the 
malicious node acts as if it has the route to the destination and takes all the packets into it and does not forward 
to the desired destination, instead it drops all the packets. In this paper, I propose a technique to mitigate the 
black hole attack using perceptron.  

 

  Keywords: MANET, AODV Routing Protocol, Ad hoc network, Black hole  

 
1. Introduction 
MANET is a multi-hop wireless temporary communication network of mobile nodes equipped with wireless 
transmitters and receivers. MANET has many practical applications. However, MANET is mainly vulnerable 
due to its fundamental characteristics, such as dynamic topology, open medium, distributed cooperation, 
and constrained capability. Routing plays a major character in the security of the entire network. Thus, 
operations in MANET added some new security issues in addition to the ones already present in fixed 
networks. According to the criterion that whether attackers disrupt the operation of a routing protocol or 
not, attacks in MANET can be classified into two classes: passive attacks and active attacks [3] - [5]. In a 
passive attack, the attacker does not interrupt the operation of a routing protocol but only attempts to 
determine valuable information by eavesdropping to the routing traffic. The active attacks involve actions 
performed by modification, adversaries and deletion of exchanged data to attract packets destined to other 
nodes to the attacker for analysis or just to disable the network. Some typical types of active attacks can 
usually be easily achieved against MANET, such as, Denial of Service (DoS), impersonation, disclosure, 
spoofing and sleep deprivation. Most significant networking operations include routing and network 
management. Routing protocols can be classified into proactive, reactive and hybrid protocols, depending on 
the routing topology. Proactive protocols are typically table-driven. Examples of this type include DSDV, 
WRP. Reactive or source-initiated on-demand protocols, in contrary, do not periodically update the routing 
information. It is propagated to the nodes only when necessary. Example of this type includes DSR, AODV 
and ABR. Hybrid protocols make use of both reactive and proactive approaches. Example of this type 
includes TORA, ZRP. Security is a major concern in all forms of communication networks, but ad hoc 
networks face the greatest challenge due to their inherent nature. As a result, there exist a slew of attacks 
that can be performed on an Ad hoc network.  
 
Security Goals 
To providing a safe networking environment some or all the following service may be essential.  
 
Authentication  
This service confirms the identity of node or a user, and to be able to thwart impersonation. In wired 
networks and infrastructure based wireless networks, it is conceivable to implement a central authority at a 
point such as a router, base station, or access point. But there is no central authority in MANET, and it is 
much more hard to authenticate an entity. Authentication can be providing using encryption along with 
cryptographic hash function, digital signature and certificates.  
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Confidentially  
Keep the information sent unreadable to unauthorized users or nodes. Since  MANET open medium in 
nature any node within the direct transmission range can obtain the data. One way to preserve information 
confidential is to encrypt the data, and another technique is to use directional antennas. It also ensures that 
the transmitted data can only be retrieved by the intended receivers.  
 
Integrity  
Ensure that the data has been not reformed during transmission. The integrity service can be provided using 
cryptography hash function along with some form of encryption. When dealing with network security the 
integrity service is often provided implicitly by the authentication service.  
 
Availability  
Ensure that the proposed network security services listed above are available to the intended parties when 
required. The availability is typically enduring by redundancy, physical protection and other non-
cryptographic means, e.g. use of robust protocol.  
 
Non-repudiation  
Ensure that parties can prove the transmission or reception of data by another party, i.e. a party cannot 
incorrectly reject having received or sent certain data. By producing a signature for the message, the entity 
cannot later deny the message. In public key cryptography, a node A signs the message using its private key. 
All other nodes can verify the signed message by using A’s public key, and A cannot deny that its signature is 
attached to the message. 
 
Access Control  
To prevent illegal use of network services and system resources, access control is tied to authentication 
attributes. In general, access control is the most commonly thought of service in both network 
communications and individual computer systems. 
 
II. AODV Routing Protocols  
The AODV routing protocol is an version of the DSDV protocol for dynamic link conditions. Every node in an 
ad hoc network has routing information about route to the particular node, which has been stored in a table 
called routing table. Before sending a packet by a node, it searches in its routing table to determine whether 
a route to the destination is already available. If so, it uses the route in the routing table to send the packets 
to the destination. If a route is not available or the previously entered route is inactivated, then the node 
initiates a route finding process. The node which needs a route broadcasts a RREQ (Route REQuest) packet. 
Every node that receives the RREQ packet first checks if it is the destination for that packet and if so, it sends 
back an RREP (Route Reply) packet. If it is not the destination, then it searches in its routing table to 
determine if it has got a route to the destination mentioned in RREQ. If not, it relays the RREQ packet by 
broadcasting it to its neighbors. If its routing table does contain an entry to the destination, then the next 
step is the comparison of the ‘Destination Sequence’ number in its routing table to that present in the RREQ 
packet. This Destination Sequence number is the sequence number of the last sent packet from the 
destination to the source. If the destination sequence number present in the routing table is lesser than or 
equal to the one contained in the RREQ packet, then the node communicates the request further to its 
neighbors. If the number in the routing table is higher than the number in the packet, it denotes that the 
route is a ‘fresh route’ and packets can be sent through this route. This intermediate node then sends a RREP 
packet to the node through which it received the RREQ packet. The RREP packet gets communicated back to 
the source through the reverse route. The source node then updates its routing table and sends its packet 
through this route. During the operation, if any node identifies a link failure it sends a RERR (Route ERRor) 
packet to all other nodes that uses this link for their communication to other nodes. This is illustrated in Figs. 
1a and b. Since AODV has no security mechanisms, malicious nodes can perform many attacks just by not 
behaving according to the AODV rules. A malicious node M can carry out many attacks against AODV. This 
paper provides routing security to the AODV routing protocol by eliminating the threat of ‘Black Hole’ 
attacks.  
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Fig. 1a- Propagation of RREQ. Fig. 1b- Propagation of RREP. 
 
III. Black Hole Attack  
In MANET, with AODV protocol, the black hole node assumes to have fresh enough route towards the 
destination demanded by the nodes and takes up the network traffic. When the source node transfers the 
RREQ message to some destination, the black node instantly responds with RREP message with the highest 
sequence number and the message is taken as it is imminent from the destination or from the node with the 
fresh towards the destination. The source node then prepares to sending the data packets to the black hole 
node with the faith that the packets would reach the destination [12]. 
 

 
 

Fig 2 – Black Hole Attack 
 
As shown in the above figure 2, the destination sequence number be 32-bit integer being associated with 
each route and is utilized for deciding the exact route freshness. The node N3 would transfers that to the 
node. As the node N1 with the node N2 doesn’t have the route towards the node D, it will again send the 
RREQ control message. RREQ control message has been send the Node N3 being expected to be taken by 
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node M. Therefore, the node M produces the false RREP control message and transfers it to the node N3 with 
improved destination sequence number transferred to node S. Though, in AODV, as the destination sequence 
number is more, the route from the node would be taken be fresh and therefore, node S will start 
transferring the data packets to node N3 [13]. 
 
IV. PERCEPTRON 
The perceptron is an procedure for learning a binary classifier called a threshold function: a function that 
maps its input x (a real-valued vector) to an output value f(x) (a single binary value): 
 

 
 
where w is a vector of real-valued weights,  w.x is the dot product where m is the number of inputs 

to the perceptron, and b is the bias. The bias shifts the decision boundary away from the origin and does not 
depend on any input value. The value of f(x) (0 or 1) is used to x as either a positive or a negative instance, in 
the case of a binary classification problem. If b is negative, then the weighted combination of inputs must 
produce a positive value greater than |b| in order to push the classifier neuron over the 0 threshold. 
Spatially, the bias alters the position (though not the orientation) of the decision boundary. The perceptron 
learning algorithm does not terminate if the learning set is not linearly separable. If the vectors are not 
linearly separable learning will never reach a point where all vectors are classified properly. The most 
famous example of the perceptron's inability to solve problems with linearly non separable vectors is the 
Boolean exclusive-or problem. A perceptron schematically can be show as in fig 3.  

 

 
 

Fig – 3 Perceptron 
 
In this module, perceptron inference system (FIS) is defined for identifying malicious behavior of node. It 
includes three performance parameters of each node as an input like packet delivery ratio (PDRN), packet 
forwarding ratio (PFRN) and residual energy (REN) of node. These inputs are mapped in single output 
weather it is malicious node or normal node. output of the perceptron is 1 If the summation of these 
performance parameter is less than the predefined threshold. Thus, malicious node can be identified by 
using the above said parameters. 
 
V. Conclusion 
The perceptron is generally used as a classifier and it classifies the malicious nodes from the legitimate 
nodes based on the performance parameter packet delivery ratio (PDRN), packet forwarding ratio (PFRN) 
and residual energy (REN). The black hole attack in the MANETs decrease the performance of the network. 
To improve the performance of MANET by mitigating the black hole node, the above proposed perceptron 
based black hole attack mitigation technique is adopted.  
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ABSTRACT: This paper designates the usage of IoT hardware and theetiquettes to shape a smart device which 
helps factory employees and other workers. Gear isa wearable glove , that can be used in several work places 
where power tools arepersistently used. This planned system is manufactured around a micro-processor 
performing as a central server, where as many sensor devices are interfaced with the  microcontrollers, acts as 
amedia for data transfer and carry outseveral tasks. One of the microcontroller will perform like a master and 
controls the other different microcontrollers attached to different sensors. The master holds an LCD display 
screen and few keys, which can regulate the list of options shown on the display screen. To control the other 
sensor devices, and record the information in real time. Gloves comprise of safety functionalities such that 
manual workers are not capable to usehazardous power tools deprived of wearing proper gear. Gloveperforms 
like a security aspect in such a way that each tool will have limited access, according to the level of proficiency 
of the employee. The glove can also control the access to the tools which are being used actively during a 
particular time-frame. The entire data is actively logged by the central server and different other sensors like 
temperature sensor, heat sensor and vibration sensors can be closely attached and supervised by a master glove. 
Also system has an additional capability of examining tone of the employees so that  the user gets troubled and 
screams in pain, the scrutiny function can categorize the pain and request for medical aidconsequently. A simple 
curve based camera component is used together with the central server to save and live-stream the taken video 
when any power tool is turned On. This system multiplies the value of security of anemployee in a factory. 

 

  Keywords: IoT, temperature sensor ,MQTT, Node, Factory.  

 
1. Introduction 
Initially industrial uprising, power tools became a very significant part of the factory . All day, lots of people 
go for work and run potentially life frightening machines[1] . According to openly available information, 
thousands of people are wounded in power tool related disasters every year[3]. This consequences in a vast 
loss of valuable work force and additional resources[2]. 
The awareness ofInterconnected Machines is an interesting one and can be applied to large and small scale 
machines to expand the efficiency and productivity in factories. It is believed that the above-mentionedplans 
can go from one hand to other hand and  we can generate thesolutionwhich helps the protection in factories 
and increase efficiency that would be provided by the IoT. 
 
2. Problem Statement 
Many hardware solutions occur to protect and rise the level of protection in any power tools or machineries. 
A set of security and vulnerability rules are positioned in workspace to bound such problems. But the 
existing technology aims only at safeguarding the machineries and devices, it will not influence on human 
faults which is the main issue in this instance. The tools aren’t access-locked and any user, regardless of 
skillset, can use them. If suitabledefending measures are not in useextremely, they can lead to severeharms. 
The planned solution is an IoT  system will implement a wearable that associates to any kind of machinery 
and authorize the access based on proper andsafetools has been worn out. We  use sensor devices on these 
apparatus and send theinformation to  Raspberry Pi. On the Raspberry Pi, we will check if the machine, for 
which access is being ask for, is free to be used and if all the proper gear is being used by the person 
requesting access and based on this information, the Raspberry Pi will control a relay that will power the 
machine. 
 
3. MQTT 
MQTT[Message Queue Telemetry Transport] is an ISO standard (ISO/IEC PRF 20922) publish-
subscribebased 
”lightweight” messaging protocol for using on top of the TCP/IP protocol[7] and also it is designed for links 
with remote places where a ”small code footprint” is essential or the network bandwidth is inadequate. The 
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publish-subscribe messaging formneeds a message broker[10]. The broker is accountable for issuing 
messages to the interested customers based on the subject of a message. 
MQTT is anextremely secure IoT protocol, which is used to implement the smartest device. Itneeds a 
”Broker” or one centralized server that acts as the communication link between all the connected devices in 
the system. Raspberry Pi is a microprocessor, which runs as a broker. MQTT has  very small footprint due to 
the data packet sizes are lesser and transmission of data will take lesser time other than IoT protocols and 
consumes very less power during procedures. Where as HTTP on a gigabit network needsroughly 5,100ms 
per demand [6], MQTT’s typical publish-subscribe potential is 120ms per loopback request[8]. Though, it is 
reliant on the obtainability of Wi-fi or persisted internet, due to this it has  low range and can only be used in 
a confinednetwork in one remote institution. 
 

 
 

Fig. 1: MQTT broker-client working 
 
This type of environment is favorable in this scenario where the actions of the power gears are not shared 
outside the work space. 
It has some modes of practice. It uses the PUBLISH role to send information to one of the network and use 
the SUBSCRIBE role to listen to the network and receives the transferred data. It devours less power and it is 
used in QoS 2 method, the data received is very secure and not broken. QoS 2 method increases the total 
time of procedures, but rises the security of  system. Due to the lesser size of the information, the total 
increase in time is precise low and the feature of the system is not hindered. MQTT is the most safe and 
beneficial protocols, which improves the excellence and the simplicity of a system[9,10]. 
 
4. Method 
The wearable can be covered ofsome type of protective gear. A display monitor on the wearable device and 
buttons lets the workers to select which machine he wishes to work with. This data and the information 
from sensors on the protective gear authorizes the Raspberry Pi to dodecisions. A self-built capacitive 
devicelocated on the gear decides us to show if it is worn or not. The wearable is provided on one part of 
protective gear. Any additional piece of cautious defensive gear isrequired to wornfor a certain machine 
which will have a capacitive sensor. This information is observed by a microcontroller, performs as a MQTT 
Client, then it sends this information to the server through the Raspberry Pi, as a MQTT Broker. 
Simultaneously, allmachineries in the factory will  have several sensors comprising of temperature, 
humidity, pressure etc, it willfrequently sends the information to broker. This data can be used by the 
company for reviewing and it can be used by the companies to progress the proficiency of its factoryfloor. 
Reliant on the obtainability of the necessary machines,the broker prints this information on wearable. 
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Fig. 2: Block diagram for SWAG 
 

 
 

Fig. 3: A Raspberry Pi 3 model B 
 
If all the required conditions are met, the broker authorizes the microcontroller inside the machine to turn 
on the device. 
This way, the system ensures that the person working with the machine has the proper equipment on. 
Additionally, the machines have RFID readers placed in them. We will use these and RFID stickers to ensure 
that no tool is running while unattended. This is an extra dimension of security that will ensure safety in the 
workplace. 
 
5. Hardware Resources and Features  
A. Raspberry Pi 3 
Raspberry Pi is a credit card sized microprocessor, based on ARM7 design. It has a BroadCOM SOC and can 
perform tasks in which basic microcontroller’s cannot do due to speed or storage issues.The 3rd generation 
of Raspberry Pi maintains the inbuilt Bluetooth and Wi-Fi chip, it doesn’t needspare hardware. The wifi 
connects entire components of the system in a Local Area Network (LAN).  
The Raspberry Pi host the MQTT broker every time, and the IP address of the RPi is used as the dominant 
host address. It connects a servo motor via its GPIO pins and a Pi-Cam Module, to save the video on every 
user trigger. 
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Fig. 4: The NodeMCU with the ultrasonic sensor and RFID scanner 
 
B. ESP 8266-01 
ESP8266 is a less powered microcontroller developed by “Espressif System”, itconcentrates in constructing 
low power communication devices such as the Bluetooth and WiFi chipsets. It is a very low powered device, 
which has an in-built wifi chip, which is beneficial to get connected to the LAN. The 01 version of this 
microcontroller has only 2 usable GPIO pins on board and it can be used to create standalone sensor-
transmitter pairs. 
The ESP-8266 requires a 3.3v input and has a low current draw, due to which it can be deployed easily and 
can work for a long time at a stretch. The Low number of GPIO can be interfaced with a shift register to 
accommodate more number of sensors. This setup is very cost-friendly and its implementation decrease the 
overall power consumption. 
 
C. Node MCU 
NodeMCU is microcontroller Unit based on the 12E version of the Esp-8266. It has an extended number of 
GPIO pins and features an on-board digital-analog converter (DAC) so that it can read analog sensor values. 
Unlike the 01 version of the ESP board, the NodeMCU can run at a higher processing frequency, and support 
multiple modules and sensor integration. In S.W.A.G, each microcontroller unit is connected to the broker, 
but it is also connected to multiple sensors and switches that can control the system [Fig 2.]. 
 
6. Innovation and Related Work 
The system gets Connected Machines to a whole different level. Safety at the working place is the topmost 
significance for any company. By means of the power of IoT and the standard protocol MQTT, a product is 
established, that not only safeguards safety of personnel working with large machines, butalso the 
machineries themselves. This targets to bring revolution to the daily lives of people. 
 

 
 

Fig. 5: The drill 
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Fig. 6: The smart watch with various machine options to choose from 
 
There is a enormous demand for safety products and good ones at that. The manufacturing industry faces a 
large number of accidents and fatalities every year[3]. This is a revolutionary product for the manufacturing 
industry. This product is aimed to cut down accidents due to improper protective gear. 
 
7. Emotional Analysis Using Machine Learning 
Another dimension of safety is provided by looking for markers signifying that the worker is injured. For 
this, the system releases sounds in the nearby using a microphone linked to the current raspberry pi. The 
sounds are caught for every 5 seconds to lessen the load over the raspberry pi. The sound is then transferred 
to the Google speech-to-text service by using a modest API call. The API returns the text of the words spoken 
in the backgrounds. 
This sentiment of the text is then picked up using another API. This is the IBM’s Watson API called the Tone 
Analyzer, it returns several sentiments like joy, anger,sadness etc. and the score related with each one of 
these. Then this is  lastly used by our individual logistic regression machine learning procedure to decide if 
the factory employee is in pain and needs some immediate help[13]. 
Lastly, if the algorithm predicts that the worker is in pain, the system calls an ambulance and informs a 
predefined user(meant to be the factory floor manager) and this person is meant to rush to the assistance of 
the injured worker. This is done through the Twilio API. 
 
8. Current Technologies 
There have done a few challenges at structuring devices for factory labors like an Australian SmartCap, that 
processes brain action to detect weakness. AIG, meanwhile, apparentlyspent in Human Condition 
Safety(HCS), a company which do wearable devices can monitor the labors in factory. Though, there has no 
important product that openlyobserves the physical security of the factorylabors by inspecting if correct 
safety gear has been done. 
 
9. Improved Security 
Meanwhile MQTT is  TCP based protocol, by default, it won’t use an encoded communication. To add a level 
of safety, we can use TLS(Transport Layer Security). TLS and SSL afford an encoded communication network 
between client and a broker[16]. Both are cryptographic protocols usedfor a handshake mechanism to 
convert various constraints, they set up  communication network and no invader can snoop any portion of 
the communication. Servers offer a X509 certificate, naturallydelivered by the trusted authority, in which 
customers use to recognize the server. Port 8883 is thedistinct port just for safe MQTT connections. 
This security originates at a price. Subscribers and brokers should have hardware competences for the 
additional processing. This is particularlychallenging for the client, meanwhile they are usually small, less 
powered microcontrollers[17]. 
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10. Conclusion 
There is a bulky market for  products like this. Companies are observing to ensure a superior sense of safety 
at their factories. A safe, inexpensivesubstitute is precisely what they are viewing for. But, the manufacturing 
industry is not the only place for using Smart Work-Assistance Gear. Anybody who use any kind of power 
tool that needsdefensive gear to be worn out and can use this product.Thus, this product is meant at big 
industries as well as the daily consumer. 
Being simple to practice and cost effective, it is guaranteed that its approval rate is extraordinary. 
Smart Work-Assistance Gear is an advanced product that it will certainlymodernizesecurity at the factory. 
By using skills like the IoT, information analytics and RFID’s , we have guaranteed that the manufactured 
device will progress the standard of the factory. 
 

 
 

Fig. 7: The number of deaths recently due to machine related accidents 
 
 
Appendix A 
Injury and Cost Approximation 
Every year, it is estimated thatmassive 124,000 accidents associated to power tools takes place and that has 
been noted that the extremedamages takes place for adults of the age in the middle of 35-44 years[3]. Then 
the year 2002, the amount of power tools linkeddamages have improved by closely double, and it has rushed 
by at least 84% throughout the year 2014-15.[3,4] . S.W.A.G purposes to control this number by dropping the 
human fault and decreasing the risks of accidents. It is appealed that with the increase of industry 4.0, extra 
amount of people will be working with power gears due to the rise in thecustomer markets and a population 
boom. Application of a successful anti injury system in a work ecosystem can surelydecline the complete 
injuries and protect companies lots of dollars on worker insurance. 
This number straightlyarguments towards a vast market of power gears that is in rotation today. It is 
expected that, by 2020 the Power gearsmarketplace will be at 34 Billion Dollars worldwide[15]. This 
expectation just goes to spectacle how the costs linked to injuries will radically increase. This is anenormous 
drawback for the power tool industries and factories. 
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ABSTRACT: Over the past decade there has been a very rapid change in the industry of networking: by the 
principal of Soft-ware Defined Networking (SDN) paradigm which separates the control plane and forwarding 
plane to support virtualization. The perspective of SDN goes well beyond server virtualization at every aspect of 
network infrastructure and management. Security concerns here are about a greatly expanded attack footprint 
that includes the control plane and the data plane. So the security needs to be everywhere within a software-
defined network (SDN) and to be built into the architecture, as well as delivered as a service to protect the 
availability, integrity, and privacy of all connected resources and information. In this context, to overcome its 
existing limitations in terms of network management and enhance the security features, using Trusted Platform 
Module (TPM) we propose to integrate hardware-based signature security mechanisms directly on top of the 
SDN controllers and Virtualized Network Applications. 

 

  Keywords: SDN, TPM, Control plane, Forwarding plane. 

 
1. Introduction 
An exponential growth in computer networking technology has created the necessity for a scalable 
networking architecture. The concerns with traditional computer networks are diverse; traditional 
networking protocols are static, whereas the applications that run on top of these networks are distributed 
in nature. This in turn makes the networking architecture complex and harder to manage. The increasing 
complexity makes it difficult for network administrators to implement routing and administrative policies. 
As a result, network management becomes harder and the quality of service for the network suffers. To 
overcome these issues, it is imperative to move to software-defined networks. The Software-Defined 
Networking (SDN) is an emerging network architecture where the network control is decoupled and 
separated from the forwarding mechanism and is directly programmable. In SDN, there is a logically 
centralized controller that has a network-wide view and controls multiple packet-forwarding devices (e.g., 
switches) that can be configured via an interface (e.g., ForCES and OpenFlow).The diagram in Figure.1 
illustrates the de-coupling of control and data planes in a Software Defined Network. 
 

 
 

Figure 1: Architecture of a Software Defined Network 
 
The logic of the network is implemented in the centralized control plane, and the network switches are 
reduced to forwarding elements. This provides an abstracted view of the network to the higher-layer 
applications. For an instance, an OpenFlow switch has one or more forwarding tables that are controlled by 
a centralized controller, thus realizing programmability in the control plane. Forwarding tables are used to 
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control packets (e.g., forwarding or dropping). Therefore, according to the controller policy that manages the 
forwarding tables, an OpenFlow switch can act as a router, switch, NAT, firewall, or exhibit similar functions 
that depend on packet-handling rules. Due to its decoupled nature, SDN is believed to be a new networking 
technology that simplifies today’s network operation and management and also enables network 
innovations and new network designs. Because of the potential benefits of SDN in the current Internet and 
future Internet architectures, such as information centric networking, it has gained considerable attention 
from the community.However, this decoupling also leaves the network open to several vulnerabilities. These 
vulnerabilities pose a threat to the widespread implementation and adoption of software-defined networks. 
Thus, it is crucial to address these security flaws to ensure the progression to software-defined networks. 
 
II. Problem Statement 
The decoupling of data and control planes in software-defined networks has its own limitations. These 
include threats such as Denial of Service (DoS) attacks, information disclosure and man-in-the-middle 
attacks. These threats can compromise the confidentiality, integrity and availability of the data in the 
computer networks. To prevent this, a network intrusion detection system can be implemented as a 
middlebox at the OpenFlow controller. The Intrusion Detection system can analyze the data at the controller 
to detect any suspicious traffic flowing through the network. However, malicious applications and 
compromised nodes can find a workaround for this, and hence a more comprehensive solution is essential. 
Thus, additional mechanisms are necessary to ensure the networks are inherently secure. In our approach, 
we include these mechanisms as a key factor by exchanging of hardware-based signature on the messages 
for authentication, encryption, and forensicsbetween the controllers and the Trust-oriented Controller 
Proxy (ToCP). Integrating these techniques with the TPM (Trusted Platform Module)will significantly 
enhance the security of SDN Controllers and Virtualized Network Applications and make the system more 
trustworthy. 
 
III. Objective  
The main objective of the Project is to provide more optimized, secured and trust support environment for 
SDN Controllers and Virtualized Network Applications. This also aims at achieving: 
 To obtain an Enhanced Security & Trust Support  
 High security level  
 Improved Performance & Scalability of the System  
 Secured and protected Controller  
 To Create a Robust Policy Framework  
 Conduct Forensics and Remediation  
 
IV. Existing System  
Existing work on security mechanism attempts to deal with this possible lack of trust in the SDN controller 
or in their applications. Existing approach consists in not relying on a single controller but on several 
‘redundant’ controllers that may also run in different execution environments. The network configuration 
requests coming from these controllers are then compared and, if deemed sufficiently consistent and then 
trustable, they are actually sent to the network. Existing approach has been implemented in an intermediary 
layer (based on a network hypervisor) inserted between the network equipments and the controllers. 
Experimentations have been performed showing the feasibility of the approach and providing some first 
evaluations of its impact on the network and the services. 
 
Limitation of Existing System 
 Due to Environmental disasters, loss in the information 
 Lost productivity 
 Critical risk (DDoS attack) that a hacker takes over the network control by exploiting the SDN network 

programmability 
 Secure level is low 
 Lack of Trust Support  
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V. Proposed System   
In proposed system, we attempt to enhance security and build resilient and trustworthy system by 
integrating the hardware-based signature on the messages for authentication, encryption, and forensics 
between the controllers and the Trust-oriented Controller Proxy (ToCP) using TPM (Trusted Platform 
Module). The security implementations such as network administrator control, enhanced authentication 
mechanism, reduced overhead on controller and automated alert system are the benefits that are provided 
by the system. Moreover, the implementation allows network administrators to specify pre-defined rules to 
automatically respond in case of malicious traffic. 
 
Advantages of Proposed System 
 Enhanced Security & Trust Support  
 Secure level is high 
 Improved Performance & Scalability of the System 
 Secured and protected Controller 
 Can Create a Robust Policy Framework 
 Conduct Forensics and Remediation 
 
VI. Scope Of The Project  
This Project makes these primary contributions: 
 Firstly, we thoroughly evaluate the vulnerabilities of existing SDN Controller and Virtualized Network 

Applications. We observe that security measures to prevent attacks. 
 Secondly, we integrate hardware-based signature on the messages for authentication, encryption, and 

forensics between the controllers and the Trust-oriented Controller Proxy (ToCP) using TPM (Trusted 
Platform Module) for enhancing of the security of SDN Controllers and Virtualized Network Applications 
and make the system more trustworthy. 

 
VII. Research Methodology   
 Designing of  Algorithms and models 
 Develop Hardware interface and integrate with software interface 
 Comparison of proposed technique with existing methods and choose the effective technique for the 

optimal performance. 
 
VIII. System Design   
Several attack vectors on SDN systems can be anticipated.  The SDN security concerns commonly includes 
attacks at the various SDN architecture layers.  Let’s take a look at the anticipated attacks that could occur at 
these layers.  Following figure.2 illustrate a typical SDN architecture and where attackers could come from. 
 

 
 

Figure.2. SDN architecture along with the attackers from where they could come 
 
 



5th National Conferance  on Emerging Trends in Engineering Technology & Applied Research  
 Organized by Dept. of CSE, ECE, EEE, ME, & Dept. of  CE, M. S. ENGINEERING COLLEGE,BANGALORE 

Special Issue                                                  IJRAR- International Journal of Research and Analytical Reviews   59 

Attacks at Data Plane Layer 
Attackers could target the elements of a network from within the network itself.  An attacker could 
theoretically gain unauthorized physical or virtual access to the network or compromise a host that is 
already connected to the SDN and then try to perform attacks to destabilize the network elements.  This 
could be a type of Denial of Service (DoS) attack or it could be a type of fuzzing attack to try to attack the 
network elements. 
 
Attacks at Controller Layer 
It is obvious that the SDN controller is an attack target.  An attacker would try to target the SDN controller 
for several purposes.  If the attacker wants to instantiate new flows, he can do it either by spoofing 
northbound API messages or by spoofing southbound messages towards the network devices.  If an attacker 
can successfully spoof flows from the legitimate controller then the attacker would have the ability to allow 
traffic to flow across the SDN at their will and possibly bypass policies that may be relied on for security. An 
attacker might try to perform a DoS of the controller or use another method to cause the controller to fail.  
The attacker might try to attempt some form of resource consumption attack on the controller to bog it 
down and cause it to respond extremely slowly to Packet_In events and make it slow to send Packet_Out 
messages. 
 
Attacks at SDN Layer 
Attacking the security of the northbound protocol would also be a likely vector.  There are many northbound 
APIs that are used by SDN controllers.  Northbound APIs could use Python, Java, C, REST, XML, JSON, among 
others.  If the attacker could leverage the vulnerable northbound API, then the attacker would have control 
over the SDN network through the controller.  If the controller lacked any form of security for the 
northbound API, then the attacker might be able to create their own SDN policies and thus gain control of 
the SDN environment. 
Often times, there is a default password that is used for a REST API which is trivial to determine.  If an SDN 
deployment didn’t change this default password and the attacker could create packets toward the 
controller’s management interface, then the attacker could query the configuration of the SDN environment 
and put in their own configuration. 
 
IX. Conclusion  
We provided an overview of programmable networks and, in this context, examined the emerging field of 
Software-Defined Networking (SDN). We look at the history of programmable networks, from early ideas 
until recent developments. In particular we described the SDN architecture in detail as well as the OpenFlow 
[70] standard. We presented current SDN implementations and testing platforms and examined network 
services and applications that have been developed based on the SDN paradigm. We concluded with a 
discussion of future directions enabled by SDN ranging from support for heterogeneous networks to 
Information Centric Networking (ICN). 
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ABSTRACT: Now a days Security becomes a major issue the in world. Today’s threat landscape is vibrant. The 
proliferation of disruptive technologies like social, mobile, cloud and big data has been increasingly impacting 
protection tactics. These technologies will continue to add to the complexity and drive the security needs of the 
IT infrastructure and information resources. In this paper, we explore the survey on various security attacks and 
real time example for the Data Breaches that happened in the recent iworld. 
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1. Introduction 
IT isecurity iis ia iset iof icybersecurity iapproaches ithat iprevents iunauthorized iaccess ito iorganizational 
iassets isuch ias inetworks, icomputers iand idata. iIt imaintains ithe iintegrity iand iconfidentiality iof 
isensitive iinformation, iblocking ithe iaccess iof isophisticated ihackers. iInformation isecurity istates ito 
ithe iprocesses iand itools idesigned ito iprotect isensitive ibusiness iinformation ifrom iattack, iwhereas iIT 
isecurity idiscusses ito isecuring idigital idata, ithrough icomputer inetwork isecurity. 
Cryptography imeans iprocess iof ihiding ithe iinformation. iConfidentiality imeans ikeeping ithings 
ihidden. iIn iIT ithis imeans ikeeping ithe idata ithat iyou ihave ihidden isafely ifrom iunwanted ieyes. iOne 
ipopular imethod iof iconfidentiality ithat ievery iday iused iis iPassword iprotection. iIntegrity imeans 
ikeeping iour idata iaccurate iand iuntampered. iThe idata ithat iwe isend ior ireceive ishould iremain ithe 
isame ithroughout iits ientire ijourney. iAvailability imeans ithat ithe iinformation iwe ihave ireadily 
iaccessible ito ithose ipeople ithat ishould ihave iaccess iit. 
Security iattacks iare idesign ito isteal iall ikinds iof ithings ifrom iuser, itime iand imaterials. 
  
II. Essential Iterms iof Security 
The ifollowing iare ithe iTerm iused iin ithe iSecurity. 
a) Risk: ithe ipossibility iof isuffering ia iloss iin ithe ievent iof ian iattack ion ithe isystem. 
b) Vulnerability: iA iflaw iin ithe isystem ithat icould ibe iexploiting ito icompromise ithe isystem. 

iVulnerability ican ibe iholes ithat iyou imay ior imay inot iaware iof iit. iFor iexample iwhile iwriting ior 
icreating ia iWeb iApps iand ienable ia idebug iaccount ifor itesting iduring idevelopment ibut iforget ito 
idisable iit ibefore ilaunching ithe iapp. iAn iAttacker ican ipotentially idiscover iproblem ithis iis icalled 
ias iZero-day ivulnerability.[1] iZero-day ivulnerability ithat iis inot iknown ito isoftware ideveloper ior 
ivendor ibut iit iis iknown ito iattacker. 

c) Exploit: isoftware ithat iis iused ito itake iadvantage iof ia isecurity ibug ior ivulnerability. iAttacker 
iwill iwrite iup iexploits ifor ivulnerabilities ithat ifind iin ithe isoftware ito icause iharm ito isystem. 

d) Threat: ithe ipossibility iof idanger ithat icould iexploit ia ivulnerability. iThreats iare ijust ipossible 
iattackers, isort ilike iburglars. 

e) Hacker: iA ihacker iin ithe isecurity iworld iis isomeone, iwho iattempts ito ibreak iinto ior iexploit ia 
isystem. iThere iare itwo itypes iof iHackers, iBlack ihat iand iwhite ihat. iBlack ihat iis ian iattacker iwho 
itry ito iget iinto isystem ito ido isomething imalicious. iWhite ihat ihackers iwho iattempt ito ifind 
iweakness iin ia isystem. iIt ialert ithe iowner iof ithose isystem iso ithat ithey ican ifix iit ibefore 
isomeone ielse idoes isomething imalicious. 
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III. Literature iReview 
The iliterature isurvey idescribes ithe ibackground iwork idone ion ivarious itechniques iand iconcepts 
irelated ito ithe iresearch. iThis iprovides ithe inew iideas, iinformation, idata iand ievidence ito ifulfil ithe 
icertain iaims ior iviews iof ithe inature iof ithe itopic. 
Andreea iBendovschi. iet ial.,[1] iin ithis ipapers ithe iauthor idiscussed iabout ithe iCyber iattacks ioccurred 
iin iinternational ilegislation iand ihistorical ifacts, iand iperform ian ianalysis iof iattacks ireported iin iall 
iaround ithe iworld iover ithe ilast ithree iyears iin iorder ito idetermine ipatterns iand itrends iin icyber-
crime. iIn ithe ipaper, iAreej iEssa iet ial., iauthor idiscussed iabout ithe icyber iphysical isystem iand ihow iit 
iplays ia imajor irole iin ithe iindustries. iThe iCyber iPhysical iSensors iSystem i(CPSS) isecurity ithreats 
iand ivulnerabilities iwere isightseen iin ian ielaborated imanner. iComprehensive icase istudies iwith 
iexamples ito iillustrate ithreats iand ivulnerabilities iwere ipresented ialong iwith isolutions[2]. iThe ipaper, 
iGeluvaraj iet ial., idiscussed ithe iconcept iof iArtificial iIntelligence iand iMachine iLearning irelated 
iattacked iin ithe icybercrime. iThey iwere iexposed ithe iconcept iof ifuture iattacks iin ithis ifield i[3]. iThe 
iAuthor iSuneeta iMohanty iet ial., iin ithe ipaper iof iCIA iTriad iAccountability iin iCloud icomputing, 
idiscussed iregarding i ithe imajor isecurity iissues ilike iConfidentiality, iIntegrity iand iAvailability. iThey 
iaddresses ithe iavailability iissues[4]. i 
 
IV. Types of Attacks 
An iAttack, iwhich iis ian iactual iattempt iit icausing iharm ito ia isystem. iCommon iattacks ithat iencounter 
iin iaround ithe iworkplace iare iViruses, iWorms, iAdware, iSpyware, iTrojans, irootkit, ibackdoor, iBotnets. 
iIn ithis iViruses iare ibest iknown itype iof imalware iand iit iworks isame ias iviruses iin ihuman ibody. 
a) Virus: iComputer iviruses iattaches iitself ito isome isort iof iexecutable icode ilike ia iprogram. iWhen 

iprogram iis irunning, iit itouches imany ifiles iand ieach iof iwhich iis ito ibe iinjected iwith iviruses. 
iThe ivirus ireplicates iitself ion ithese ifiles iand iit idoes imalicious iwork ion ifiles. i[5] 

b) Worm: iworms iare ialso isimilar ito iviruses iexcept ithat iinstead iof ihaving ito iattach ithem ionto 
isomething, iit ispreads ilike inetwork. iThe iworms iwould ispread ivia iE-mail, iit ispread iby istealing 
ie-mail iaddresses iin ivictim’s icomputer iand ichat iclients. 

c) Adware: iit iis ione iof ithe imost ivisible iforms iof imalware. iThat imost iof ius isee iit ievery iday. 
iAdware iis ia isoftware ithat idisplays iadvertisements iand icollect idata. 

d) Trojan ihorse: iA imalware idisguises iitself ias ione ithing ibut idoes isomething ielse. iA icomputer 
iTrojan ihas ito ibe iaccepted iby ithe iuser, imeans ithe iprogram ihas ito ibe iexecuted iby iuser. 

e) Spyware: iIt iis ithe itype iof imalware ithat imeans ito ispy ion iyou. iWhich imean imonitoring 
icomputer iscreen. iKey ipresses, iwebcam, ireporting ior istealing iall iof ithe iuser iinformation ito 
ianother iparty. 

f) Key ilogger: i iIt iis ia icommon itype iof iSpyware ithat iis iuses ito irecord ievery ikeystroke iof ithe 
iuser. iIt icaptures iall ithe iconfidential iinformation iof ithe iuser ilike ipasswords. iRansomware iis ia 
itype iof iattack ithat iholds ithe iuser idata ior isystem ihostage iuntil iuser ipay isome isort iof iransom. 
iA irecent icase iof iransomware iwas iWannaCry iransomware iattack iin iMay i2017[7].  
The imalware itook iadvantage iof ivulnerability iin iolder iwindows isystem, iinfecting ihundreds iof 
ithousands iof imachines iacross ithe iworld. iMost inotable iattack ithat ishutdown ithe isystem ifor 
iNational ihealth iservices iin iEngland, icausing ia iHealth irelated icrises. iSome imalware ican iutilise 
isomeone imachine ito iperform ia itask ithat iis icentrally icontrolled iby ithe iattacker. iThese 
icompromised imachines iare iBots. 
Collection iof ione ior imore ibots iare icalled ias inetwork iof idevices ithat iis iBotnet. iThese iare 
idesign ito iutilise ithe ipower iof ithe iInternet iconnected imachines ito iperform isome idistributed 
ifunction. iFor iexample iMining iof iBitcoins, iit irequires ia imachine ito iperform isome icomputation 
ithat itakes iup imachine iresources. i 

g) Backdoor: iA iBackdoor iis ia iway ito iget iinto ia isystem. iThis iis iother imethods ito iget iin ia 
isystem iin isecret iway ito ientry ifor iattacker. iBackdoor iare imost icommonly iinstalled iafter ian 
iattacker ihas igain iaccess ito isystem iand iwants ito imaintain ithe iaccess. 

h) Rootkit: iIt iis ialso ia imalware. iit iis ia ikit ifor iroot, imeaning ia icollection iof isoftware ior itools 
ithat ian iadmin iwould iuse. iIt iallows iadmin ilevel imodification ito ian ioperating isystem. iA irootkit 
ican ibe ihard ito idetect ibecause iit ican ihide iitself ifrom ithe isystem. i iThe irootkit ican ibe irunning 
ilots iof imalicious iprocess ibut iit iwould inot ishow iup iin itask imanager ibecause iit ican ihide iits 
iown ipresence. i 
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i) Logic ibomb: iA iLogic ibomb iis ia itype iof imalware ithat’s iintentionally iinstalled iafter icertain 
ievent ior itime ihas itriggered. iIt iwill irun ithe imalicious iprogram. iThere iis ia ipopular ilogic ibomb 
icase ihappened iin i2006. 

 
j) Network iattack: iA iNetwork iattack iis isimple iconcept ibut icause ilots iof idamage. iThat iis ia iDNS 

icache ipoisoning iattack. iDNS iworks iby igetting iinformation iabout iIP iaddresses iand inames ito 
imakes iit ieasier ito ifind ia iwebsite. iA iDNS icache ipoisoning iattack iworks iby itricking ia iDNS 
iserver iinto iaccepting ia ifake iDNS irecord. iThis iwill ipoints ito icompromise ithe iDNS iserver. iIt 
ithen ifeeds ithe iuser iwith ifake iDNS iaddresses iwhen iuser itries ito iaccess ilegitimate iwebsite. iIt 
iwill ispread ito iwhole inetwork. iIf iother iDNS iservers iare igetting itheir iDNS iinformation ifrom 
icompromised iserver ithey iwill iserve ithose ibad iDNS ientries ito iother ihosts[4]. 
The ifamous inetwork iattack iis iMan-in-middle iattack. iIn iwhich iattack itakes iplace ibetween itwo 
ihosts. iA icommon iMan-in-middle iattack iis ia isession ihijacking ior icookie ihijacking. iCommon 
iexample iis ilog iinto ia iwebsite iand iforgets ito ilogout. iAnother iway ia iMan-in-middle iattack ican 
ibe iestablished iis ia irogue iaccess ipoint iattack. iA iRogue iaccess ipoint iis ian iaccess ipoint ithat iis 
iinstalled ion ithe inetwork iwithout ithe inetwork iadministrator’s iknowledge. iA ifinal iMan-in-middle 
imethod iwill icover iis icalled ian iEvil itwin. iThe ipremise iof ian iEvil itwin iattack iis ito iconnect ito ia 
inetwork, ithat iis iidentical ito iuser inetwork. iThis iidentical inetwork iis icontrolled iby ithe iattacker 
ionce iconnected iattacker iwill iable ito imonitor itraffic. 

k) Denial iof iservice i(DoS) iAttack: iDoS iAttack iis ithat itries ito iprevent iaccess ito ia iservice ifor 
ilegitimate iusers iby ioverwhelming ithe inetwork ior iserver. iDoS iattacks iare ithe imalicious iattempt 
ito iextract ithe isystem ior inetwork iresources iunavailable ito iusers.[5] iPing iof iDeath i(PoD) iis ia 
ipretty isimple iexample iof iDoS iattack. iIt iworks iby isending ia imalformed iPing ito ia icomputer. 
iAnother iexample iof iping iflood iwhich isends itons iof iping ipackets ito ia isystem. iIt isends iICMP 
iecho irequests, isince ia iping iexcepts ian iequal inumber iof iICMP iecho ireplies. iSYN iflood iis ilike ia 
iping iflood, iin iTCP iconnection ia iclient isends ia iSYN ipackets ito iserver ithat iclient iwants ito 
iconnect. iServer isends iback iSYN-ack imessage ithen ithe iclient iin iack imessage. iIn ia iSYN iflood 
ithe iserver iis ibeing ibombarded iwith ithe iSYN ipackets. i iThe iserver iis isending iback iSYN-ack 
ipackets ibut iattacker iis inot isending iack imessages ithis imeans ithat ithe iconnection istays iopen 
iand iis itaking iup ithe iservice iresources. iOther iusers iwill ibe iunable ito iconnect ito ithe iserver, 
iwhich iis ia ibig iproblem. iThese iattacks iare icarried iout iin ia isingle imachine. i[5] 
iA iDoS iattack iusing imultiple isystems iis icalled ia idistributed iDenial-of-Service iattack ior iDDoS. iIn 
iDDoS iattacker ineed ia ilarge ivolume iof isystems ito icarry iout ian iattack iand ibotnet iattackers 
iusually ihelp ithem. iIn iOctober i2016, ia iDDoS iattack ioccurred ithe iDNS iservice iprovider, iDYN 
iwas ia itarget iof iDDoS. iFake iDNS ilookup irequests ialong iwith iSYN ifloods ithat ibotnets ito 
iperforming ioverloading itheir isystem. iDYN ihandled ithe iDNS ifor imajor iwebsites ilike iReddit, 
iGitHub, itwitter ietc. 

 
l) Client iside iattack: iA icommon isecurity iexploit ithat ican ioccur iin isoftware idevelopment. iThat 

iruns irandomly ion iweb iis ipossibility ifor ian iattacker ito iinject imalicious icode. iThese itypes iof 
iattacks iare icalled iknown ias iInjection iattacks. iThis iattacks ican ibe imitigated iwith igood isoftware 
idevelopment iprinciples ilike ivalidating iinput iand isanitizing idata. I 
The itwo imost icommon ithreats iwhich iare iused ito isteel iuser iinformation ifrom ithe iweb 
iapplication iare iSQL-injection iattack iand iCross iSite iScripting i(XSS). iThese iare iused ito isteel 
iuser’s idata iby iinserting imalicious icode ito iinject iinto i iweb iapplications ias ia iuser iinput.[9] 
iCross iside iscripting ior iXSS iattack iare ithe itype iof iInjection iattack, iwhere ithe iattacker ican 
iinsert imalicious icode iand itarget ithe iuser iof ithe iservice. iXSS iattacks iare ia icommon imethod ito 
iachieve ia isession ihijacking. iIt iwould ibe ia isimple ias iembedding ia imalicious iscript iin ia iwebsite 
iand iuser iunknowingly iexecutes ithe iscripts iin itheir ibrowser. iThe iscript icould ithen ido 
imalicious ithings ilike isteal ia ivictims icookies iand ihave iaccess ito ilog iinto iwebsite. iAnother itype 
iof iinjection iattack iis ia iSQL iinjection iattack iunlike iin iXSS iattack iit ialso itargets ia iuser, ibut iit 
itargets ientire iwebsite, iif ithe iwebsite iis iusing ia iSQL iDB. iAttacker ican ipotentially irun iSQL 
icommands ithat iallow ithem ito idelete iwebsite idata, icopy iit iand ithen iother imalicious icommands 
i[6]. 
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m) Password iAttacks: iA icommon iattack ithat ioccurs ito igain iaccess ito ian iaccount iis ia ipassword 
iattack. iIt iutilizes isoftware ilike ipassword icrackers ithat itry iand igives iuser ipasswords. iA 
icommon ipassword iattack iis ibrute iforce iattack, iwhich ijust icontinuously itries idifferent 
icombinations iof icharacters iand iletters iuntil iit igets iaccess. iThis iattacks ican ibe iprevents iby 
iusing ithe iCAPTCHA iimage. iIt iprevents ithese iattacks ifrom iexecuting. I 
Another itype iof ipassword iis ia iDictionary iattack. iThis iattack idoesn’t itest iout ibrute iforce 
icombinations ilike iABC1 ior iabc1 iinstead iit itries iout iwords ilike ifootball, inames iof iperson. iThe 
ibest iway ito iprevent ia ipassword iattack iis ito iutilise istrong ipasswords. 

 
n) Deceptive iattack: iSocial iengineering iis ian iattack imethod, iwhich irelies iheavily ion iinteraction 

iwith ihumans iinstead iof icomputers. iIn ithis isocial iengineering iattackers iuse ideceptive 
itechniques ito igain iaccess ito ipersonal iinformation. iA ipopular itype iof iattack iis iphishing, iit 
iusually ioccurs iwhen ia imalicious ie-mail iis isent ito ia ivictim idisguised ias isomething ilegitimate. 
iOne icommon iphishing iattack iis ian ie-mail isaying iyour ibank iaccount ihas ibeen icompromised, 
ithen igives ia ilink ito iclick ion ito ireset ipassword. iWhen iuser igo ito ithe ilink, iit ilooks ilike ibanks 
iwebsites ibut iactually iit’s ia ifake iwebsite. iAnother ipopular isocial iengineering iattack iis ie-mail 
ispoofing. iSpoofing iis iwhen ia isource iis imasquerading iaround ias isomething ielse. iAnother 
ipopular iattack ithat ican ioccurs ioffline iis icalled iTailgating. iWhich iis iessentially igaining iaccess 
iinto ia irestricted iarea ior ibuilding iby ifollowing ia ireal iemployee iin. iin imost icorporate 
ienvironments, ibuilding iaccess iis irestricted iwith ia ikey icard ior isome iother ientry imethod. 

 
 
V. Recent Data Breaches Occurred in the World 
4.1 Data Breaches occurred in the 21st Century 
The ifollowing itable idescribes ithe iData iBreaches ioccurred iin i21st icentury iin ithe iworld. iThis itable 
igives ithe iinformation iabout ithe iImpact iof ispecific iData iBreaches iand idetails iof ithe iData ibreaches.  
 
Table i4.1: Description of Security Data Breaches 
 
Sl.no Data iBreaches Description 

1 Blur 

In iJanuary i2, i2019, i iThe iBlur iannounced ia ibreach iwhen ian 
iunsecured iserver iexposed ia ifile icontaining i2.4 imillion iuser inames, 

iemail iaddresses, ipassword ihints, iIP iaddresses, iand iencrypted 
ipasswords. iThe ipassword imanagement icompany iprevail ion itheir 

iusers ito ichange itheir iBlur ilogin icredentials iand ienable itwo-factor 
iauthentication. 

2 
DiscountMugs.com 

 

January i4, i2019: iOnline iretailer iof icustom imugs iand iapparel, 
iDiscountMugs.com iwas ihacked ifor ia ifour-month iperiod iin ithe ilatter 

ihalf iof i2018. iThe icompany iannounced ithat iit ihad idiscovered 
imalicious icard iskimming icode iplaced ion iits ipayment iwebsite. 

iHackers iwere iable ito isteal ifull ipayment icard idetails ilike ia i(number, 
isecurity icode, iand iexpiration idate), inames, iaddresses, iphone 

inumbers, iemail iaddresses, iand ipostal icodes. 

3 
BenefitMall 

 

January i7, i2019: iU.S. iprovider iof ipayroll, iHR, iand iemployer iservices, 
iBenefit iMall iannounced ia idata ibreach ithat ioccurred iafter ian iemail 

iphishing iattack icompromised iemployee ilogin icredentials. iThough ithe 
iexact inumber iof irecords iexposed ihasn’t ibeen ireleased, ithe iemails 

imay ihave iincluded icustomer inames, iaddresses, iSocial iSecurity 
inumbers, idate iof ibirth, ibank iaccount inumber, iand iinformation ion 

ithe ipayment iof iinsurance ipremiums iare icaptured. 

4 

 
Managed iHealth 

iServices i(MHS) iof 
iIndiana 

 

In iJanuary i11, i2019: iThe ipersonal ihealth iinformation iof i31,000 
ipatients iof iManaged iHealth iServices iof iIndiana ihas ibeen iexposed, 

ifollowing ia iphishing iattack. iNames, iinsurance iID inumber, iaddresses, 
idates iof ibirth, iand imedical iconditions iare iamong ithe ipotentially 

icompromised idata. 
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5 
Fortnite 

 

In iJanuary i16, i2019: iA iflaw iwithin ithe ionline ivideo igame iFortnite 
ihas iexposed iplayers ito ibeing ihacked. iAccording ito ithe isecurity ifirm, 

iwho idiscovered ithe ivulnerabilities, ia ithreat iactor icould itake iover 
ithe iaccount iof iany igame iplayer, iview itheir ipersonal iaccount 

iinformation, ipurchase iV-bucks iin-game icurrency, iand ieavesdrop ion 
igame ichatter. iFortnite ihas i200 imillion iusers iworldwide, i80 imillion 

iof iwhom iare iactive ieach imonth. i[6] 

6 

Oklahoma 
iDepartment iof 

iSecurities 
 

In iJanuary i17, i2019: iMillions iof igovernment ifiles, iincluding irecords 
iof ipertinent ito iFBI iinvestigations, iwere ileft iunprotected ion ian iopen 
istorage iserver ibelonging ito ithe iOklahoma iDepartment iof iSecurities 
i(ODS). iThe ioldest irecords iexposed idated iback ito i1986 iand iranged 
ifrom ipersonal idata ito ilogin icredentials iand iinternal icommunication 

irecords. 

7 
BlackRock iInc. 

 

January i22, i2019: iin iBlackrock i20,000 ifinancial iadvisers ihad itheir 
iinformation ileaked iby ithe iworld’s ilargest iasset imanager, iBlackRock. 

iThe icompany iposted iconfidential isales idocuments irelated ito iadvisers 
iwho iwork iwith iBlackRock’s iiShares iunits. iNames, iemails, iand iassets 

imanaged iby iadvisers iwere iamong ithe iinformation iexposed. i[6] i 

8 
Rubrik 

 

January i29, i2019: iIT isecurity iand icloud idata imanagement iprovider, 
ithe iRubrik iexposed ia imassive idatabases icontaining icustomer 

iinformation iincluding inames, icontact iinformation, iand iother idetails 
irelated ito icorporate iaccounts. iThe idata ileak iwas idiscovered ion ian 
iunprotected iAmazon iElastic isearch iserver ithat ididn’t irequire ia 

ipassword. i[7] 

9 
Catawba iValley 
iMedical iCenter 

 

February i4, i2019: iPatients iof iNorth iCarolina-based iCatawba iValley 
iMedical iCenter ihave ihad itheir inames, ibirth idates, iSocial iSecurity 

inumbers, iand iPersonal iHealth iInformation i(PHI) iexposed iin ia icyber 
iattacks. iThree iemployee iemail iaccounts iwere ihacked iin ia iphishing 
iscam ibetween iJuly iand iAugust i2018. iAn iestimated i20,000 ipatients 

ihave ibeen iimpacted. i[7] 

10 
Rush iUniversity 
iMedical iCenter 

 

In iMarch i4, i2019: iAlmost i45,000 ipatients iof iChicago-based iRush 
ihealth isystem iwere iexposed iin ia idata ibreach. iNames, iaddresses, 

ibirthdays, iSocial iSecurity inumbers, iand ihealth iinsurance iinformation 
iwere icompromised iafter ian iemployee idisclosed ibilling idocuments ito 

ian iunauthorized ithird iparty. i[7] 

11 
Facebook 

 

March i21, i2019: iFacebook ihas iadmitted ithat isince i2012 iit ihas inot 
iproperly isecured ithe ipasswords iof ias imany ias i600 imillion iusers. 

iThese ipasswords iwere istored iin iplain itext iand iable ito ibe iaccessed 
iby imore ithan i20,000 iof ithe icompany’s iemployees. iIf iyou iuse 

iFacebook, ichange iyour ipassword. i[8] 

12 
Facebook 

 

April i2, i2019: iTwo ithird-party iapplications iwhich ihold iFacebook 
idatasets iwere ileft iexposed ito ithe ipublic ionline. iOver i540 imillion 
irecords, iincluding iaccount inames, iFacebook iID, iand iuser iactivity 

iwere iexposed ithrough iCultura iColectiva. iThe isecond iapplication, iAt 
ithe iPool, idisclosed ipasswords ialong iwith iinformation iregarding 

iphotos, ievents, igroups, icheck-ins iand imore. i[9] 

13 
Microsoft iEmail 

iServices 
 

April i15, i2019: iIn ia istatement ito iTechCrunch, iMicrosoft iadmitted ia 
idata ibreach iof iits inon-corporate iemail iservices, iincluding i@msn.com, 

i@hotmail.com, iand i@outlook.com. iThe ibreach, iwhich ilasted ifrom 
iJanuary i1 ito iMarch i28, i2019, iallowed ihackers ito iaccess iemail 
iaccounts iby imisusing iMicrosoft’s icustomer isupport iportal. i[9] 

 
14 

EmCare 
 

April i20, i2019: iAs imany ias i60,000 ipatients iand iemployees iof 
iFlorida’s iEmCare ihave ibeen inotified iof ia idata ibreach iafter ia ithird 
iparty igained iaccess ito iseveral iemployees’ iemail iaccounts. iThose 

iemail iaccounts icontained ipersonal iinformation iincluding inames, idates 
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iof ibirth, iage, iclinical iinformation, iand isome iSocial iSecurity iand 
idriver’s ilicense inumbers. i[9] 

15 
Bodybuilding.com 

 

April i22, i2019: iThe ilargest ionline iretailer iof ifitness isupplement, 
iBodybuilding.com iannounced ia idata ibreach ithat ipotentially isqueezed 

iits i7 imillion iregistered iusers. iThe icompany ihas isince iforced ia 
ipassword ireset iand inotified iits icustomers. iThe iinformation ithat 

icould ihave ibeen istolen iby ihackers iincludes inames, iemail iaddresses, 
ibilling/shipping iaddresses, iphone inumbers, iorder ihistory, ibirth idate, 

iand iinformation iincluded iin iBody iSpace iprofiles.[8] 

16 
Uber 

 

In ithe iyear i2016: iPersonal iinformation iof i57 imillion iUber iusers iand 
i600,000 idrivers iexposed. iThe ihackers iwere iable ito iaccess iUber’s 

iGitHub iaccount, iwhere ithey ifound iusername iand ipassword 
icredentials ito iUber’s iAWS iaccount. iThose icredentials ishould inever 

ihave ibeen ion iGitHub. 

17 
 

Equifax 

In iJuly i29 i2017, iEquifax, ione iof ithe ilargest icredit ibureaus iin ithe 
iU.S., isaid ion iSept. i7, i2017 ithat ian iapplication ivulnerability ion ione 

iof itheir iwebsites iled ito ia idata ibreach ithat iexposed iabout i147.9 
imillion iconsumer. iThe ibreach iwas idiscovered ion iJuly i29, ibut ithe 

icompany isays ithat iit ilikely ito istarted iin imid-May. 

18 Marriott iInternational 

Date: i2014-18, iin iMarriott iInternational, i500 imillion icustomers 
idetails iare ihacked. 

November i2018, iMarriott iInternational iannounced ithat icyber ithieves 
ihad istolen idata ion iapproximately i500 imillion icustomers. iThe ibreach 

iactually ioccurred ion isystems isupporting iStarwood ihotel ibrands 
istarting iin i2014. iThe iattackers iremained iin ithe isystem iafter 

iMarriott iacquired iStarwood iin i2016 iand iwere inot idiscovered iuntil 
iSeptember i2018. 

 
 
 

19 

Yahoo 
 

Date: i2013-14 
Impact: i3 ibillion iuser iaccounts 

Details: iIn iSeptember i2016, ithe ionce idominant iInternet igiant, iwhile 
iin inegotiations ito isell iitself ito iVerizon, iannounced iit ihad ibeen ithe 
ivictim iof ithe ibiggest idata ibreach iin ihistory, ilikely iby i“a istate-

sponsored iactor,” iin i2014. iThe iattack icompromised ithe ireal inames, 
iemail iaddresses, idates iof ibirth iand itelephone inumbers iof i500 

imillion iusers. iThe icompany isaid ithe i"vast imajority" iof ithe 
ipasswords iinvolved ihad ibeen ihashed iusing ithe irobust ibcrypt 

ialgorithm. i[8] 

20 
eBay 

 

Date: iMay-2014 
Impact: iin ithis ibreach iabout i145 imillion iusers icompromised 

Details: iThe ionline iauction igiant ireported ia icyber-attack iin iMay 
i2014 ithat iit isaid ito ibe iexposed inames, iaddresses, idates iof ibirth 

iand iencrypted ipasswords iof iall iof iits i145 imillion iusers. iThe 
icompany isaid ihackers igot iinto ithe icompany inetwork iusing ithe 

icredentials iof ithree icorporate iemployees, iand ihad icompleted iinside 
iaccess ifor i229 idays, iduring iwhich itime ithey iwere iable ito imake 

itheir iway ito ithe iuser idatabase. i[9] 
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Figure 1: Biggest of the Data Breaches of the 21st Century 
 
In iFigure1, iit ishows ithe istatistics iof ithe iData ibreaches ioccurred iin idifferent icompanies iduring ithe 
i21st icentury. i 
 
VI. Conclusion 
IT iSecurity ithe imajor iThreat iin irecent ia idays. iIt ican ibe idefined iin iterms iof iNetwork iSecurity, 
iInternet iSecurity, iEnd ipoint iSecurity, iCloud iSecurity iand iApplication iSecurity. iIn ithis iPaper, iwe 
iexplore ithe isurvey iof iall idifferent itypes iof iattacks iand iData iBreaches ioccurred iall iaround ithe 
iworld iin idifferent iindustries. i 
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ABSTRACT: Wireless sensor networks are a challenging field of research when it comes to security issues. Using 
low cost sensor nodes with limited resources makes it difficult for cryptographic algorithms to function without 
impacting energy consumption and latency. Intruders could try to penetrate the network, capture nodes or take 
control over particular nodes. It is important to revoke and renew keys that might be learned by malicious 
nodes. We propose several secure protocols for key revocation and key renewal based on symmetric encryption. 
All protocols are secure, but have different security levels. We implemented SKDH protocol on cooja simulator 
and analysed their performance . Symmetric key offers equivalent security with smaller key sizes resulting in 
faster computations, and also provides less energy consumption. 

 

  Keywords: Wireless Sensor Network; Symmetric Key; SKDH 

 
1. Introduction 
Wireless sensor network  are a group of sensors for monitoring  and recording physical conditions of 
environment and are able to collect and disseminate data in areas  and communicate nowadays sensors are 
using in many applications where ordinary networks are unsuitable for environmental and/or strategic 
reasons. In these networks, a large number of sensor nodes are deployed to monitor a vast field, where the 
operational conditions are most often harsh or even hostile. Since these networks are usually deployed in 
remote places and left unattended, they should be equipped with security mechanisms to defend against 
attacks such as node capture, physical tampering, eavesdropping, denial of service, etc. Unfortunately, 
traditional security mechanisms with high overhead are not feasible for resource constrained sensor nodes. 
various security schemes which are optimized for these networks with resource constraints .Minimization 
for consumption of energy in WSNs is realized in different phases of their design. In the first phase, the 
hardware itself is designed to consume less power. In the second phase, sensor nodes are made to remain 
asleep as long as possible. In this paper, we propose a scheme for energy efficient secure communication 
between pairs of sensor nodes in a WSN essentially using symmetric key cryptography. The scheme makes 
use of a key generation technique to reduce the frequency of key renewals and symmetric key-based  Diffie-
Hellman key renewal scheme to reduce the energy consumed during key renewals. 
 
II. Related Work 
A Wireless Sensor Network(WSN ) which collects a data and monitors conditions  which consists of sensor 
nodes which sense data and  communicate with each other using wireless only, and it is usually deployed 
over inaccessible regions to collect information from the environment. In [1] the use of wireless sensor 
networks is essential for implementation of information and control technologies in precision agriculture. 
We present our design of network stack for such an application where sensor nodes periodically collect data 
from fixed locations in a field. Our design of the physical (PHY) layer consists of multiple power modes in 
both the receive and transmit operations for the purpose of achieving energy savings. In addition, we design 
our MAC layer to use these multiple power modes to improve the energy efficiency of wake-up 
synchronization phase. Refer[2] One more related work on Wireless sensor networks are comprised of low 
power devices with fixed energy stores. They often require long term operation for successful deployment 
so it is important to efficiently manage and track their energy usage. To effectively accomplish this across 
distributed networks requires methods which have low energy cost with minimal error in [2][3] refer.    
 
III. Proposed System 
In  proposed scheme for energy efficient secure communication between pairs of sensor nodes essentially 
using symmetric key cryptography ensuring authenticity and integrity of messages. Firstly, we make use of a 
key generation technique to reduce the frequency of key renewals and symmetric key-based Diffie-Hellman 
key renewal scheme to reduce the energy consumed during key renewals. We have carried out the 
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simulation of the proposed scheme using Cooja simulator for Contiki 3.x operating system, and the 
simulation were presented.                                                              
 

 
 

Fig1. Block Diagram for Secure Communication System. 
 
Encryption Algorithm  
The algorithm takes the plaintext and converts it into an unreadable format. Once it's encrypted, you'll need 
a key to unlock it. 
 
Key 
The key holds the information on all the switches and substitutions made to the original plain text. In 
symmetric encryption, the key is actually bundled with the algorithm; in this sense, the decoder ring is not 
universal. The changes and substitutions depend on the key, and vice versa because the sender and recipient 
share the key. 
 
Cipher Text 
The Cipher text is the text that is now scrambled and ready to be sent. It may look like a random stream of 
data, and is unreadable. 
 
Decryption Algorithm 
In the decryption algorithm, the secret key (the decoder ring) is applied to the Cipher text. It converts it back 
to plaintext, basically performing the encryption in reverse. 
 
IV. Methodology 
[1]. Key Generation Algorithm 
The proposed scheme (denoted as KeyGenSC) essentially consists of two components, viz., a SKDH key 
renewal algorithm using symmetric key encryption, and an authenticated encryption scheme for message 
transfer between pair of nodes A and B using keys derived from shared secret key between A and B. 
Input: 
k : Master key of 16 bytes. 
r : Key generation tag of n bytes (Bn−1Bn−2....B1B0),  
where byte Bi = bi7bi6bi5bi4bi3bi2bi1bi0 
n : Number of bytes in r. 
nKeys : Number of keys to generate. 
Output: km, 
ke : Two keys used for authentication and encryption respectively. 
r : Updated value of r for next call to KeyGen. 
Variables: m1, m2 : Some temporary variables. 
loc1, loc2 : Locations in m1, m2 respectively. 
Begin loc1 = (b03b02b01b00)10 of r.  
loc2 = (b03b02b01b00)10 of r + 1.  
Fill from 0th to (loc1−1)th bytes in m1 with bit b00 of r.  
Fill from (loc1 +1)th to 15th bytes in m1 with bit b(n−1)7 of r. 
For i = 0 to n−1 m1[loc1 + i] ← Bi of r. 
IF (nKeys = 2)  
THEN Fill from 0th to (loc2 −1)th bytes in m2 with bit b00 of r + 1. 
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Fill from (loc2+1)th to 15th bytes in m2 with bit b(n−1)7 of r + 1. 
For i = 0 to n−1 
 m2[loc2 + i] ← Bi of r + 1. 
ENDIF 
km = Ek[m1].  
IF(nKeys = 1) THEN ke = NULL. Increase r by 1. ELSE ke = Ek[m2].  
Increase r by 2.  
ENDIF 
return (km,ke).  
End. 
 
[2]. Key Renewal Scheme Using SKDH 
                                           

 
 

Fig2. Key renewal scheme using SKDH 
 
Symmetric encryption realizes one one onto (bijective) mapping. from the set of all n-bit numbers to the 
same set of n-bit numbers. Typically, n is equal to 64 or 128. This bijective mapping gives rise to cycles in the 
set of n bit numbers., i.e., if an n-bit number is encrypted many times using the same key k, one would get 
back the number after some number of encryptions.  
1.Node A calls KeyGen(k,r,4,2) to get two keys km, ke.  
2. Node A chooses a random number α from Z+ asits secret and a random message g from Z+ and then it 
computes ca = Eα ke[g] such that c 6= g, for every 1 ≤ i ≤ α, where c = Ei ke[g]. 
3. Node A computes da = MACkm[ca] and send g || ca || da || r to Node B. Note that, for any positive integer i, 
Ei k[g] = Ek[Ei−1 k [g]]. 
4. Similarly Node B calls KeyGen(k,r,4,2) to get two keys km, ke. 
5. Node B chooses a random number β from Z+ asits secret and computes cb = Eβ ke[g], such that c 6= g, for 
every 1 ≤ i ≤ β, where c = Ei ke[g] and g 6= Eα+β ke [g]. 
6. Node B computes db = MACkm[cb] and sends cb || db to Node A. 
7. Node B computes Eβ ke(Eα ke[g]) = Eβ+α ke [g] = Eα+β ke [g]. 
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V. Experimental Results 
Fig3. Represents the simulation screen. It demonstrates the communication between the sensor nodes and 
also the communication using the lines to represent the data follow. 
                                                                                                                                                                                                                                                                                                    

=  
 

Fig 3. Communication between the sensor nodes 
 
The below fig4.Represents the simulation screen for key establishment in onehop 
 

 
           

Fig 4. Key establishment in onehop 
 
Conclusion 
In this paper, we have proposed a key generation based secure communication scheme, termed KeyGenSC, 
for communication between a pair of sensor nodes A and B. We have  proposed a symmetric key-based 
Diffie-Hellman (SKDH) key renewal scheme which consumes much less energy. We have also carried out the 
simulation study of the proposed scheme in the Cooja simulator for Contiki 3.x operating system, and the 
simulation results shows that the proposed scheme consumes comparatively less energy than the basic 
secure communication scheme, and at the same time provides better security. 
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ABSTRACT: Explainable AI (Artificial Intelligence) is an analytical or logical concept which can be implemented 
practically within an Artificial Intelligence (AI) System so that the understandability of the system will get 
increased for the users as well as the developers. 

 
1. Introduction 
In this modern era of technological advancement, its quiet observable that how our technology is getting 
dominated towards the application based Artificial Intelligence (AI) Systems. As the system have the merits 
like self-learning, memory enhancements, etc. It also comes with the boons that the programmers are able to 
develop an AI system but they are unbale to predict the functionality or working of the same AI when AI has 
grown its skills learning from the incidents experienced by the system. It will surely work properly but after 
certain advancement in the AI System, it will be harder to understand the functionality of the system.  
In basic AI application, let’s assume an example of any of the Video Streaming Servers, they use to store 
user’s data and fetch it further to improvise the skill and further recommend you videos which falls under 
your interest based on your search/watch history available in the system.  
If we consider some of the advanced AI systems such as AI based weaponry, that recognizes the enemy and 
eliminates the same and in the similar fashion the memory will get enhanced as it will learn from its 
mistakes as well as previously performed actions. Further on this system can might malfunction and the 
developer as well as the user won’t be able to recognize and rectify the reason of the malfunctioning, as 
there is not any existence of any such database in the system that is predictable enough to make user and the 
developer understand the reason behind the error caused. 
 
II. Analyzing the Problem 
One might not be able to understand what I am actually talking about or trying to visualize. The reader might 
think what this paper is actually about if there exists an AI it will be explainable right? Yeah you are right 
that the developer or the user will be knowing what that code is actually, but this paper is not dealing with 
that segment of the thought. This paper is about whether the AI is self-explainable or not? And the answer is 
NO. Then the question arises then what is the use of this, for sure the AI self-explainibility is not essential 
enough because as I stated above the programmer will be able to understand what the code is about to do 
(or say what to do). 
 
What is the use of AI to be self-Explainable?  
If we are working with an AI system and it is learning from the past experiences, we can understand the 
working of the AI system till some extent of the functionality , but after that limit that AI will work (no 
objections) but the developer itself won’t be able to understand how actually the AI is working so for that we 
need to treat the AI as a brain which surely can learn from the past mistakes , and can explain its views on its 
functioning. For example if I got less marks in my exam and I have my point that my answer is correct then I 
will further approach with the reason and the source reference that how my answer is actually correct in 
same way the AI will also explain itself with the reason why this particular step was performed instead of 
any other possible action . 
The problem can also be analyzed with another example , assume we have a sample data of a building and 
we have three test objects from 3 different locations where the same architectural design have different 
significance , test object one states the given sample is a School , test object two says the given sample is of a 
Hospital and similarly test object three states that the given sample is of a Hostel. All three of them are 
correct at there places. But we as user/developer aren’t knowing which one is correct, that’s what I was 
actually trying to visualize that we might have different opinion for the same problem but that’s actually not 
correct, there will be something else happening inside the system, which the system should explain by its 
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own that what’s actually happening , which can be achieved by getting towards the advancement and a 
productive approach towards the Self Explainable AI. 
 
III. Solution 
AI under an AI. 
As we came across various analytical and observable problem in the above-mentioned segment. There exists 
a solution for the same i.e. In an Artificial Intelligence (AI) system the developer can implement an algorithm 
into any of the AI System, Lets say Progress Tree, which will be storing the data in a sequential manner 
which can be further translated into Understandable programming transcript which will help user as well as 
the developer to understand as well as trace the working of the operations performed by the AI System. 
In other words, we can also take the reference of any of the programming language like approach that all the 
threads or functions available in a programming language are under a main () function i.e. the main 
controlling body of the particular problem-solving code. 
In similar way we can also write an algorithm or say develop another AI which will actually looking into the 
AI system which will actually be tracing the primary AI system, and further the host AI (i.e. looking into the 
primary AI) can be used to observe to see how the Primary Self Learnable AI actually works. 
On further elaboration of the same concept we can also approach the solution like after the execution of each 
of the step the AI system is storing the changes made into a tree named Progress Tree. It will be actually 
sequentially storing the data and further the data segments can be extracted to understand the working of 
the Primary AI system, in this way the gap between the AI system and the human will be reduced so that 
more application based enhanced AI systems can be made which can be trustable enough. 
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ABSTRACT: iDeep learning iis  a subfield of imachine ilearning iwhich iuses iartificial ineural inetworks ithat iis 
iinspired iby ithe istructure iand ifunction iof ithe ihuman ibrain. iDespite ibeing ia ivery inew iapproach, iit ihas 
ibecome ivery ipopular irecently. iDeep ilearning ihas iachieved imuch ihigher isuccess iin  many  applications 
iwhere  machine ilearning ihas ibeen isuccessful iat icertain irates. iIn iparticular iIt iis ipreferred iin ithe 
iclassification iof ibig idata isets ibecause iit ican iprovide  fast and  efficient  results. In  this  study,  we  used  
Tensorflow, ione iof ithe imost ipopular ideep ilearning ilibraries ito iclassify iMNIST idataset, iwhich iis 
ifrequently iused iin idata ianalysis istudies. iUsing  Tensorflow, iwhich iis ian iopen isource iartificial 
iintelligence ilibrary ideveloped iby iGoogle, iwe ihave istudied iand icompared ithe ieffects iof imultiple 
iactivation ifunctions ion iclassification iresults. iThe ifunctions iused iare iRectified iLinear iUnit i(ReLu), 
iHyperbolic iTangent i(tanH), iExponential iLinear iUnit i(eLu), isigmoid, isoftplus iand isoftsign. iIn ithis iStudy, 
iConvolutional iNeural iNetwork i(CNN) iand iSoftMax iclassifier iare iused ias ideep ilearning iartificial ineural 
inetwork. iThe iresults ishow ithat ithe imost iaccurate iclassification irate iis iobtained iusing ithe iReLu 
iactivation ifunction. 

 

  Keywords: Deep Learning;  Tensorflow;  CNN;  ReLu;  Softmax  Classifier.  

 
1. Introduction 
Big idata iis ia iterm ithat iwe ican iuse ifor idata isets iwith ilarge, idiverse iand icomplex idata istructures 
ithat iare idifficult ito ianalyze ior ivisualize iusing itraditional icomputing imethods iand iapproaches. iThe 
iwidespread iuse iof ithe iInternet ihas icaused ifrequent iuse iof isocial imedia iand iincreased idata 
iproduction isuch ias iphoto, ivideo, itext isharing iand iinternet ilog irecords, iwhich iin iturn iresulted iin 
ithe iformation iof ivery ilarge idata isets icalled ibig idata. i i i 
The iterm ibig idata idoes inot ionly iexpress ithe idata icollected ifrom ithe iinternet isources ibut ialso ivery 
idifferent itypes iof idata iproduced iby ivarious isources isuch ias imobile iphones, iclimate isensors ietc. iIt 
iis inot ipossible ito iexpress ithe iterm ibig idata iand ibig idata ianalysis iwith ia isingle idefinition. 
iHowever ibig idata ianalysis ican ibe idefined ias iproviding iusability ifor ithe idata ireceived ifrom ivarious 
isources ithrough ithe iuse iof idata imining ioperations. iThe ifact ithat ithe isize iof ithe idata iand ithe itime 
iit itakes ito iprocess iit, iis ianother isignificant iaspect iof ithe ibig idata. iThere iare i5 icomponents icalled 
i5-V ifor ibig idata. i 
These icomponents iare ivariety, ivelocity, ivolume, iverification iand ivalue. i i 
In iaddition ito ithe imachine ilearning iapproaches iused iin ithe ibig idata ianalysis, ideep ilearning 
iapproaches iare ifrequently iused itoday. iIn irecent iyears, istudies iusing ideep iartificial ineural inetworks 
ihave ibeen isuccessful iin imany icompetitions. i i i 
Deep ilearning, iwhich iis ibecoming imore ipopular ievery iday, ican ibe iregarded ias ia ilearning itechnique 
ion iartificial ineural inetworks. iWhile iclassification imethods iin iclassical imachine ilearning iapproaches 
iare iconsidered ito ibe i0 ior i1, ideep ilearning ican iprovide inumerical iresults ibetween i0 iand i1 ias 
iwell. iThus, imore iaccurate ianswers ican ibe iobtained ifor ithe icurrent iproblem, iand ifaster iand ihigher 
iaccuracy ivalues ican ibe iachieved iin iclassification iapproaches. i i i 
By iusing ia iCNN iin ideep ilearning, ia imodel iclass ican ibe icreated ito ienable ipowerful iand ioften 
icorrect iassumptions iby ichanging ivarious iparameters. iThere iare iseveral ilibraries iused iin ideep 
ilearning istudies.  
In ithis istudy, iclassification iwas imade iusing ithe iTensorFlow ilibrary. iTensorFlow iis ian iopen-source 
isoftware ilibrary ideveloped iby ithe iGoogle ifor inumerical icomputation, iwhich iis inow iwidely iused iby 
imany ilarge icompanies. iTensorFlow iprovides ian iinterface ifor iexpressing imachine ilearning 
ialgorithms iand ian iapplication ifor iexecuting ithese ialgorithms. i i 
A icalculation iexpressed iusing iTensorFlow ican ibe icarried iout iwith ilittle ior ino imodification iin ia 
iwide irange iof iheterogeneous isystems, ifrom imobile idevices isuch ias iphones iand itablets, ito ilarge 
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iscale idistributed isystems iof ihundreds iof imachines, iand ito ivarious icomputing idevices isuch ias iGPU 
icards. i 
In ithis istudy, ithe iMNIST idataset iwas iused ito imeasure ithe iperformance iof ithe iTensorflow ilibrary. 
iMNIST iis ian iabbreviation iof i"Modified iNational iInstitute iof iStandards iand iTechnology" iand iis ia 
ilarge idata iset iconsisting iof ihandwritten inumbers iwidely iused ifor itraining iof iimage iprocessing 
isystem. i 
In ithis idataset, ithere iare i60.000 ifigures ifor itraining iand i10.000 ifigures ifor ithe itest. iFigure i1 
ishows ithe inumbers iwritten iwith idifferent ihandwritings. iEach ipicture iconsists iof i28x28 ipixels. i 
 

 
 

Figure I: MNSIT datasets figures 
 
Methodology 
Implementation iis ithe istage iof ithe iproject iwhen ithe itheoretical idesign iis iturned iinto iworking 
isystem. iThus iit ican ibe iconsidered ito ibe ithe imost icritical istage iin iachieving ia isuccessful inew 
isystem iand iin igiving ithe iuser, iconfidence ithat ithe inew isystem iwill iwork iand ibe ieffective i 
 
The ifollowing iare ithe imethods iwhich iare isupposed ito ibe iimplemented ito icarry iout iour iproject. i 
1. Consider ithe iimages icontained iin ithe iMNIST idata iset iare istored iin ithe iIDX ifile iformat iid ithe 

ifirst iphase. i 
2. The iparameters ifor ithe iTensorFlow iLibrary ifor ideep ilearning iis ithe isecond iphase iare ispecified. 

iFor ithis istudy, i100,000 iiterations iwere iprocessed. i i 
3. In idetermining ithe iweights iin ithe ithird istage, i5x5 iconvolutional ilayer iand i32 ioutputs iwere 

iselected. i 
4. In ithe ifourth istep, ithe iperformance iof ithe iclassifier iwas imeasured iduring ithe iselected iiteration 

iby iselecting idifferent iactivation ifunctions. i5. iFinally igetting ithe iresults ibased ion ithe iactivation 
ifunctions ithe inumbers ican ibe iclassified i 
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Figure II: Proposed System 
 
Results and Discussions  
Deep ilearning iapproaches iare iincreasing iin itheir ipopularity ievery iday. iDeep ilearning iprovides ifast 
iand ieffective isolutions iespecially iin ithe ianalysis iof ibig idata. iIn ithis istudy, ia iclassification itask iwas 
icarried iout ion ithe iMNIST idata iset iwhich iis iwidely iused iin ideep ilearning iapplications. iTensorflow 
iwas iused ifor ithis ipurpose. i i i 
Different iactivation ifunctions iwere iselected iin ithe isystem ito itest ithe iaccuracy iof ithe iclassification 
iof ithe isystem. iReLu, ieLu, itanH, isigmoid, isoftPlus iand isoftsign iactivation ifunctions iwere iused ifor 
ithis ipurpose. iSoftMax iis iused ias ithe iclassifier ifunction. iIt ihas ibeen iobserved ithat ithe ibest 
iaccuracy iis iachieved iwhen ithe iReLu iactivation ifunction iis iselected. iIn ithe istudy iconducted iwith 
iReLu iactivation ifunction, i98.43% iclassification iaccuracy iis iobtained ion ithe itest idata. i i i 
The iincrease iin ithe inumber iof iiterations ishowed ian iincrease iin ithe iaccuracy ivalues, ibut ithe itotal 
iclassification itime iis ialso iincreased. iIn isubsequent istudies iwe iaim ito iincrease iaccuracy iby iapplying 
idifferent ineural inetwork iarchitectures. i i 
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ABSTRACT: In this paper, we present our preliminary experiment to show that Social Rank improves the quality 
and variety of automatically identified news topics. Mass media sources, from traditional days, used to give 
information about the daily events. In modern technology along with mass media, social media like Twitter, 
Face book and so on, are introduced in which it provides enormous amount of user generated data. Sometimes 
user generated data may contain noise which has to be filtered in order to match with other news media. 
However even after the unwanted words are removed, information overload in the remaining data may still 
exists hence, it is convenient to prioritize to get better result. In order to achieve prioritization, information 
must be ranked based on its important considering three factors. First, the prevalence of any particular topic in 
the news media, and it can be considered as the media focus (MF) of a topic. Second, the prevalence of the 
specific topic in social media based on user interest which indicates its user attention (UA). Last, the interaction 
between the social media users who is describing as, this topic indicates the strength of the community and the 
topic, and it can be called as the user interaction (UI) towards the topic. Let us propose or invent an supervised 
framework Social Rank which helps to identifies news topics that is applicable in both social media and the 
news media, and then it ranks them by relevance using the above three factors such as  MF, UA, and UI. 

 

  Keywords: Information filtering, Social computing, Topic Identification, Topic Ranking, Social Network analysis. 

 
1. Introduction 
Social media like Twitter plays very important role by giving information about the events that is occurring 
in our day to day life. Various people from different places give positive or negative tweets for an Event 
based on their opinion. There are few Events or posts whose popularity increases based on the users views 
and positive comments. We are considering three factors Media Focus, User Attention and User Interaction, 
in order to identify the ranking for various events. Media Focus (MF) is used to identify the specific tweet 
which is given by the user and that specific tweet is focused more. User Attention (UA) can be defined as, 
there are huge numbers of tweets given by different users for a single Events, User attention will be more on 
the Events which has high popularity. User Interactions are the likes or dislikes of the Users. 
 The news media and social media are quite different in which news media  presents professionally verified 
occurrences of events, while social media presents the interests of the audience in various events, and thus 
provide popularity of the events. Social media services like Twitter, Face book can also provide supporting 
information to a particular news media topic. Hence valuable information of different events in which these 
two media sources intersect each other. But sometimes, even after the removal of unimportant content, 
there is still information overload in the remaining news-related data, which must be prioritized for 
efficiency. 
 
II. Background 
Here we are using Ranking algorithm to differentiate positive and negative tweets and rank based on that. 
Ranking is done by identifying the keywords which is previously stored in the Database. Keyword 
Extraction, Topic Identification, Topic Ranking is also done in order to achieve accuracy. 
1. Topic Identification: It is a method for detecting topics such as LSA [1] and PLSA [2]. LDA is a generative 
probabilistic model that can be applied to different tasks, including topic identification. PLSA(Probabilistic), 
is a statistical technique, which can also be applied to topic modeling. In these approaches, however, some 
information is lost, which helps in identifying prevalent topics and is an important characteristic of social 
media data. Furthermore, LDA and PLSA only discover topics from text corpora; they do not rank based on 
popularity or prevalence. 
2. Topic Ranking: In this concept there are several means by which this task can be executed, traditionally 
being done by estimate and recognize how frequently and recently a topic has been reported by mass media. 
The weight age of a topic increases when it becomes more popular and  it comes down over time unless it 
remains popular. 
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3. Keyword Extraction: In order to perform key extraction, many unsupervised and supervised methods 
have been proposed. Unsupervised methods for keyword extraction solely on implicit information found in 
individual texts or in a text corpus that is group of text and it is learnt by its own experience. Supervised 
methods make use of training datasets that have already been classified. Keywords are extracted from the 
database in order to rank the topic and give accurate result. 
4. Social Network Analysis: In this method User Attention is considered. Their method counts the amount of 
times a site was visited at the time of a particular period, which represents the UA of the topic to which the 
site is related to User Attention. On the other hand, website usage statistics provide the initial proof of 
attention, additional data are needed to collaborate it. We employ the use of social media like twitter, face 
book etc., as a means to estimate UA. When a user tweets about a particular topic, it signifies that the user is 
interested in the topic and it has captured her attention more so than visiting a website related to it. 
  
III. Algorithms 
PageRank Algorithm 
PageRank algorithm was given by Lawrence Page and Sergey Brin. It is given by 
Formula: PR(A) = (1-d) + d (PR(T1) / C(T1) + ... + PR(Tn) / C(Tn)) where 
 
• PR(A) represents PageRank of page A, 
• PR(Ti) represents PageRank of pages Ti which link to page A 
• C(Ti) represents the number of outbound links on page Ti 
• d represents damping factor which can be set between 0 and 1. 
 
Naïve Bayes Algorithm 
Bayes theorem provides a method of calculating the probability P(c|x) from P(c), P(x) and P(x|c). Look at the 
equation below: 
P(c/x) = P(x/c) P(c)/P(x) 
 
• P(c|x) represents the posterior probability of class (c, target) given predictor (x, attributes). 
• P(c) represents the prior probability of class. 
• P(x|c) represents the likelihood which is the probability of predictor given class. 
• P(x) represents the prior probability of predictor. 
 
IV. System Design 
1. Register with Location with lat and login using GMap and Login, View Your Profile with location 
2. Search Friend and Find Friend Request 
3. View all Your Friends Details and Location Route path from Your Location 
4. View all your time line tweets with Social rank, rating and give tweet 
5. Create tweet for News like Tweet name, tweet uses, Tweet desc(enc),tweet image 
6. View all your tweet with re tweet details, Social rank, rating 
7. Search tweet and list all Tweets and view its details and give re tweet, give rank by hyper link 
8. View all your friends Tweets and give Tweet. 
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Architecture Diagram 
 

 
 
Results 
 

 
 

Fig 1.5: All User Tweet Details 
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Fig 1.6: Re-Tweets Count in chart Fig 
 

 
 

1.7: All Tweet Scores in Chart 
  
Conclusion 
As future work, we intend to perform experiments and expand Social Rank on different areas and datasets. 
Furthermore, we plan to include other forms of UA, such as search engine click-through rates, which can also 
be integrated into our method to provide even more insight into the true interest of users. Additional 
experiments will also be performed in different stages of the methodology. For example, a fuzzy clustering 
approach could be employed in order to obtain overlapping TCs. Lastly, we intend to develop a personalized 
version of Social Rank, where topics are presented differently to each individual user. 
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ABSTRACT: Lung cancer is one of  the major cause of cancer-related deaths in the world as seen so far and 
predicting its state (i.e., malignant or benign) is also a problem to take into consideration which helps in 
improving medical process of diagnosing lung cancer and curing it. As machine learning and deep learning 
progress has a deep impact on healthcare, can use its algorithm for diagnosis of lung cancer, and train the 
machine with the dataset for our machine or an interface to detect and identify the state of lung cancer. Thus , 
those dataset are processed using data cleaning and extraction method for getting an accurate dataset of each 
stages of cancer detection technique. 
The dataset are divided as training data and test dataset, this  taken will be for healthy patients and  for 
malignant patients ,and the test data will be taken for both type of patients. Machine learning algorithm like 
Random Forest and SVM classifiers evaluates those datasets for identifying the stages of cancer and it helps the 
patient to know that his cancer is malignant or benign state. In this project we are helping the patient to know 
their stage of cancer.  

 

  Keywords: Machine learning, Deep Learning, Random Forest Algorithm  

 
1. Introduction 
According to earlier surveys, cancer-related medical expenses and labor loss cost annually 10,000 billion 
dollars all over the world which is very high amount. Lung cancer related death is much more than any other 
cancer-related deaths, due to late detection of the stage and environmental conditions, such as air pollution, 
working conditions, life-long smoking habits has been taken as instance. For instance Lung cancer is one of 
the common cancers and cause of cancer related deaths world-wide. It accounts for 13 per cent of all new 
cancer cases and 19 percent of cancer related deaths worldwide. There were 1.8 million new lung cancer 
cases estimated to occur in 2012 according to the surveys. In India, lung cancer constitutes 6.9 per cent of all 
new cancer cases and 9.3 per cent of all cancer related deaths in both genders 225,000 new cases were 
detected in the United States in 2016, and 4.3 million new cases has been found in China in 2015. Like other 
types of cancers, early detection is reviewed to be the best strategy to save lives.  
As the volume of data is growing proportionally with the increase in population, there is a greater need to 
extract  the knowledge from the data. Machine Learning contributes much towards this and finds its 
application in  various diverse fields including the healthcare industry. Machine Learning is the process of 
sifting through historical data thus providing an insight into the patterns from large dataset and helps to 
incorporate the pattern in everyday activity. Machine Learning helps in medical diagnosis to extract the 
underlying pattern of the disease. Researchers are suggesting that applying Machine Learning techniques in 
identifying effective pre-diagnosis of the disease can improve practitioner performance. Lung cancer being a 
disease which is highly dependent on historical data can make use of machine learning for its early 
detection. Researchers have been investigating on applying various Machine Learning techniques on lung 
cancer dataset for early diagnosis 
of lung cancer. 
 
Methodology 
Data Acquisition and Preprocessing 
The primary data collected from the online sources remains in the raw form of statements, digits and 
qualitative terms. The raw data contains error, omissions and inconsistencies. It requires corrections after 
careful scrutinizing the completed questionnaires. Data Preprocessing is a technique that is used to convert 
the raw data into a clean dataset.  
Inaccurate data (missing data) - There are many reasons for missing data such as data is not continuously 
collected, a mistake in data entry, technical problems with biometrics and much more. 
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The presence of noisy data (erroneous data and outliers) - The reasons for the existence of noisy data 
could be a technological problem of gadget that gathers data, a human mistake during data entry and much 
more. 
Inconsistent data - The presence of inconsistencies are due to the reasons such that existence of 
duplication within data, human data entry, containing mistakes in codes or names.  
 
Feature Selection and Data Preparation 
Feature engineering is the process of using domain knowledge of the data to create features that make 
machine learning algorithms work. If feature engineering is done correctly, it increases the predictive power 
of machine learning algorithms by creating features from raw data that help facilitate the machine learning 
process. 
The process of organizing data into groups and classes on the basis of certain characteristics is known as  the 
classification of data. Classification helps in making comparisons among the categories of observations. It 
can be either according to numerical characteristics or according to attributes. So here we need to visualize 
the prepared data to find whether the training data contains the correct label, which is known as a target or 
target attribute. 
 
Model Construction and Model Training 
The process of training an ML model involves providing an ML algorithm (that is, the learning algorithm) 
with training data to learn from. The term ML model refers to the model artifact that is created by the 
training process. The training data must contain the correct answer, which is known as a target or target 
attribute.  
The learning algorithm finds patterns in the training data that map the input data attributes to the target and 
it outputs an ML model that captures these patterns. 
 
Model Validation and Result Analysis 
In testing phase the model is applied to new set of data. The training and test data are two different datasets.  
The goal in building a machine learning model is to have the model perform well. On the training set, as well 
as generalize well on new data in the test set. Once the build model is tested then we will pass real time data 
for the prediction. Once prediction is done then we will analyze the output to find out the crucial 
information.  
 
Implementation using Machine Learning Techniques 
Random Forest 
RFs is a decision support model that makes use of a Decision tree Network in the forest and the classifier is 
based on Decision Tree with independence assumptions between predictors. This provides a method of 
calculating the posterior probability, P (c x), from P(c), P(x), and P(x c). RFs classifier accepts that the effect 
of the value of a predictor (x) on a given class (c) is independent of the values of other predictors in the 
forest. This assumption is called class conditional independence survivability and recommending further 
treatment is the aim of the work which results in better treatment for people diagnosed with lung cancer. In 
order to establish this, the challenge is to find how efficiency can be achieved for prediction of lung cancer 
survivability using RFs technique that can help for further treatment. 
 
3. Dataset and Technology 
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Results 
 

 
 

Figure 1.1: Diagnosis of lung cancer at various stages 
 

 
 

Figure 1.2: Accuracy between Random Forest and Naïve Bayes 
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Conclusion  
Currently, it is performed by experienced medical professionals; professionals must often search through 
many similar cases before finding the desired label or class. This process of manual recognition is slow and 
posses a degree of subjectivity which is hard to be quantified. Our proposed strategy focuses on a novel 
machine learning procedure for early stage lung cancer detection using sample data collected from various 
peoples, thus overcoming the existing problem. By utilizing Random Forest algorithm, we will make our 
model in order to increase the performance and accuracy. Different existing data mining procedures and its 
application were considered or explored. Utilization of machine learning algorithms was connected in 
various medical datasets. Machine learning strategies have diverse power in different medical data sets and 
results additionally shifts in light of the procedures has been utilized for the prediction. 
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ABSTRACT: Wireless Sensor Network is an emerging trend and have become increasingly popular across broad 
range of fields. These are normally designed to perform a set of high level of information processing tasks. 
However the greatest issue in wireless sensor networks is secure communication for which key management is 
primary objective and the resource constraints of wireless sensors. Key management is fundamental to security. 
The Elliptic Curve Cryptography allows one to reach same level of security as traditional public key 
cryptography. In the proposed scheme, we make use of a key generation technique to reduce the frequency of 
key renewals. We have carried out the simulation study of the proposed scheme using Cooja simulator with 
Ubuntu operating system and the simulation results show that the proposed scheme consumes less energy than 
the basic secure communication scheme. 
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1. Introduction 
Wireless sensor network consists of a large number of sensor nodes that are able to collect and disseminate 
data in areas where ordinary networks are unsuitable for environmental and/or strategic reasons. In these 
networks, a large number of sensor nodes are deployed to monitor a vast field, where the operational 
conditions are most often harsh or even hostile. These networks are usually deployed in remote places. 
Wireless Sensor Networks rely on the uninterrupted availability of the wireless medium to interconnect 
participating nodes. However, the open nature of this medium leaves it vulnerable to multiple security 
threats. Anyone with a transceiver can eavesdrop on wireless transmission, inject spurious messages or jam 
legitimate ones. Some common challenges towards wireless security are: wireless nature of communication, 
Resource constraint, Large and dense WSN, Lack of physical infrastructure, Unknown network topology 
prior to deployment, High risk of physical attack to unattended sensors, Adverse and hostile operating 
conditions. Elliptic Curve Cryptography (ECC) has a beautiful history being studied by mathematicians over 
the centuries. ECC has been used to solve varied range of problems. It is a public key cryptography 
technique. In public key cryptography, each user has a pair of keys, public key and private key, to establish a 
secure communication. It has emerged as a solution for wireless sensor network as it offers same level as of 
RSA, but, with smaller keysize and lesser computational overhead. ECC’s faster calculation, shortest 
processing time, lower power and memory consumption is leading to increasing interest.   
   
RELATED WORK  
The aim of this paper [1] is first to explore actual trends of ECC based implementation in different platforms 
through a review of a number of works. Secondly, to identify and gather the criteria and corresponding 
metrics used to evaluate the performance of these implementations. In Reference [2] study and application 
of ECC on a popular WSN operating system, TinyOS, has been carried out. Practical implementation of the 
ECC operations has been performed using Tiny ECC library. Tiny ECC has been used to develop custom 
security protocols on a TinyOS. In this paper [3] a key distribution protocol was designed to securely 
provide authenticated motes with secret system keys with ECC based cryptographic functions. Reference [4] 
describes some important aspects of sensor networks including sensor node architecture, different remote 
sensing applications and characteristics of sensor networks. In Reference [5] issues and security mechanism 
of WSN is discussed. WSN presents extreme resource limitations, mainly available memory space and energy 
resource both limitation represent great obstacles for the integration of traditional security techniques. 
Reference [6] explains an improved energy efficient access control scheme for WSN based on ECC.  In  
Reference [7]  Wangates proposed a public key implementation access control scheme based on ECC. 
Reference [8] the intent of this paper is to investigate the security related issues and challenges in WSN. The 
more dependency on the information provided by the network has been increased, the more the risk of 
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secure transmission information over the network has increased. For secured transmission several 
cryptographic techniques are used which are well known.   
  
PROPOSED SYSTEM  
In the proposed work, we enhance our system in security and performance. Specifically, we present an 
advance scheme to support stronger security by elliptic curve cryptography in C language without library 
functions or built in frameworks with DiffieHellman key distribution algorithm forming an Elliptic curve 
Diffie-Hellman protocol(ECDH). Security analysis demonstrates that our system is secured in terms of the 
definitions specified in the proposed security model which uses Contiki operating system, an open source 
operating system and a powerful tool box for building complex wirelss systems and it is simulated on Cooja 
simulator, which is a network simulator specifically desgined for WSN.  
  

 
 

Fig 1: Architecture for Secure communication 
  
KEY ENCRYPTION AND DECRYPTION SCHEME  
[A] Key Establishment Module  
Elliptic Curve Cryptography (ECC) is an approach to public-key cryptography, based on the algebraic 
structure of elliptic curves over finite fields. An elliptic curve is a planar algebraic curve defined by an 
equation of the form:   y2 = x3+ax+b  
Where ‘a’ is the co-efficient of  x and ‘b’ is the constant of the equation. In general, an elliptic curve looks like 
as shown below.   

 

 
 

Fig 2: Elliptic Curve 
  
The curve is non-singular that is, its graph has no cusps or self-intersections. Elliptic curves could intersect 
at most 3 points when a straight line is drawn intersecting the curve. As we can see that elliptic curve is 
symmetric about the x-axis, this property plays a key role in the algorithm. The Diffie-Hellman algorithm is 
being used to establish a shared secret that can be used for secret communications while exchanging data 



5th National Conferance  on Emerging Trends in Engineering Technology & Applied Research  
 Organized by Dept. of CSE, ECE, EEE, ME, & Dept. of  CE, M. S. ENGINEERING COLLEGE,BANGALORE 

Special Issue                                                  IJRAR- International Journal of Research and Analytical Reviews   87 

over a public network using the elliptic curve to generate points and get the secret key using the parameters. 
For the sake of simplicity and practical implementation of the algorithm, we will consider only 4 variables 
one prime P and G (a primitive root of P) and two private values a and b. P and G are both publicly available 
numbers. Users (say Alice and Bob) pick private values a and b and they generate a key and exchange it 
publicly, the opposite person received the key and from that generates a secret key after which they have the 
same secret key to encrypt.  
 

 
 

Fig 3: ECC-DH Algorithm 
 
Example:  
Step1: Alice and Bob get public numbers p=23, g=9  
Step2: Alice selected a private key a=4 and Bob selected a private key b=3  
Step 3: Alice and Bob compute  public values  
Alice: x=(9^4 mod 23)=(6561 mod 23)=6  
Bob: y=(9^3 mod 23)=(729 mod 23)=16  
Step 4: Alice and bob exchange public numbers  
Step 5:Alice receives public key y=16 and Bob receives public key x=6  
Step 6:Alice and bob compute symmetric keys  
Alice : ka=y^a mod p=65536 mod 23 =9  
Bob:  kb=x^b mod p=216 mod 23=9  
Step 7: 9 is the shared secret  
  
[B] AES Encryption and Decryption  
In Encryption we are going to encrypt the data from the user as a plain text and generate the cipher text. The 
key of size 128-bits is used. In Decryption it performs the inverse operation of decryption module. It uses the 
same key, which was used for encryption to decode the data.  
  

AES Encryption Algorithm AES Decryption Algorithm 

Aes_Enc_Dec(buf,shared_dec,0) 
{ 

//Input : plain text 
//Output: cipher text 

Step1 : Start 

Aes_Enc_Dec(buf,shared_dec,0) 
{ 

//Input: plain text 
//Output: cipher text 

Step1 : Start 
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Step2: //Input from  user-plain text, 
Print plain text, 

Strcpy shared key to shared_enc, 
Print shared_enc 

Step3: //Dividing the string of plain text into16 byte block 
and encrypting each block. 

1<- 0; 
n <- strlen(state);   q <- n/16; 

if  (n%16 is greater than 0) then   q <- q+1; 
end if 

for  i <- 0 to q 

Step2: k<- 0; 
L<-0; 

Step3: //Getting cipher text as input and   
decrypting it 

for  i <- 0 to q   for  j <- 0 to 16 
buf[j] <- encry[k];   k <- k+1 

end for 
call aes_enc_dec(1);   for j<- 0 to 16 

decry[1]<- buff[j]; 
1 <- 1+1;   end for 

for  j <- 0 to 16   buf[j] <- state[k];   k <- k+1 
end for 

call aes_enc_dec(0);   for j<- 0 to 16 
encry[1]<- buff[j]; 

1 <- 1+1;   end for 
end for 

Step4: Print cipher text 
Step5: End 

} 

end for 
Step4: Print plain text 

Step5: End 
} 

  
Key Agreement Between Hops  
[A] Key Agreement by Single-Hop  
 Wireless and short range message exchange between adjacent nodes with no intermediate node on the 
communication node is known as one-hop.   
 

 
  

Fig 4: Single Hop 
  
[B] Key Agreement by Multiple-Hop  
 It is also called as ad-hoc, wireless network use two or more wireless hops to convey information from a 
source to destination.  
 

 
 

Fig 5: Multiple Hop 
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 The communication from node A1 to node An+1 in n hops takes place as shown in the Figure. The 
predetermined path is A1 → A2 → .... Ai .... An → An+1. The key agreed between A1 and An+1 is k and ki is the 
key agreed by nodes Ai and Ai+1, where i = 1,2,....,n (n > 1). To establish ki, nodes Ai and Ai+1 follow the ECC 
based Diffie-Hellman algorithm. The ciphertext c is passed from node A1 to node An+1 as described below.   
1. Node A1 does the following:   

1.1 c = E k[m].   
1.2 c1 = c || t where t = MAC k[c]   
1.3 t1 = MACk1[c1]   
1.4 Node A1 forwards c1 || t1 to the next node A2.   

2. An intermediate node Ai does the following on receiving ci−1 || ti−1 from node Ai−1:  2.1. Parse the 
cipher received and verify that if ti−1 equals to di−1 where           di−1 =MACki−1[ci−1].  2.2. If this 
verification passes, then   

i. ci = ci−1  ii. ti = MACki[ci]  iii. Forward ci || ti to the next node Ai+1.  2.3. If this verification fails, then it 
discards the message.   
3. An+1 does the following on receiving cn || tn from node An:   

1.1 Parse the cipher received from An and verify that if tn equals to dn where dn =  MACkn[cn].   
1.2 If this verification passes, then   

i. cn = c || t where t = MACk[c]   
ii. Parse the cipher cn and verify that if t equals to d where d = MACk[c].   
iii. If this verification passes, then compute the message as m = Dk[c].   
iv. If this verification fails, then discard the cipher received.  3.3. If this verification fails, then discard the 
message.  
  
Conclusion  
The key size and the computational time are the major issues of concern in wireless Sensor. To reduce the 
key size and optimize the complexity of calculations; we use ECC with Diffie-Hellman key exchange 
algorithm. The ECCDH protocol developed along with Advance Encryption Standard provides effective 
security. The reduced key size helps to overcome the resource constrains and the overhead imposed on 
functioning of wireless sensors.  
  
Reference  
1. Nejmeddine alimi, Younes Lahbib, Mohsen Machhout and Rached Tourki on “Elliptic key Cryptography 

Implementations and evolution” 2016.  
2. Najmus Saqib And Ummer Iqbal Security in “Wireless Sensor Network using ECC” 2016 IEEE 

International conference on advances in computer Applications.   
3. J. Louw, J. Niezen, T D Ramotsoela and A M Abu-Mahfouz “A key distribution key using Elliptic key 

Cryptography in Wireless Sensor Network” 2016 IEEE.  
4. A Bharathidasan and V Anand Sai Ponduru. Sensor Networks: An Overview. Survey Paper. IEEE 

INFOCOM, 2004.  
5. Sachin Lalar, “Security in Wireless Sensor Networks: Issues and Security Mechanisms”, in INPRESSCO-

IJCET, 4 (2014) 2277–4106.  
6. Yuanyuan Zhang, Neeraj Kumar, Jianhua Chen, Joel J. P. C. Rodrigues, “A secure energy-efficient access 

control scheme for wireless sensor networks based on elliptic curve cryptography”, in Security and 
Communication Networks, 9 (2016) 3923–4822.  

7. Haodong wang BSAQ. “Elliptic Curve Cryptography-based access control in sensor network”. 
International journal of security and networks 2006  

8. Al-Sakib Khan Pathan, Hyung-Woo Lee, Choong Seon Hong “Security in Wireless Sensor Networks: 
Issues and Challenges”, in ICACT, (2006) 89–5519–129–4 

 



UGC Approved: 43602                                                                                                e ISSN 2348 –1269, Print ISSN 2349-5138 
http://ijrar.com/                                                                                                                                                               (NCETAR –2k19)                              

    90         IJRAR- International Journal of Research and Analytical Reviews                                                   Special Issue 

Classification of Stages of Diabetic Retinopathy 
 

Ms. Anusha V, Ms. Chaitra M , Ms. Chithra BG, Ms. Keerthana AL, Mrs.Dipti Patnayak  
Student, Department of Computer Science and Engineering, M.S. Engineering College, Bangalore, India 

Associate Professor, Department of Computer Science and Engineering, M.S. Engineering College, Bangalore, 
India 

 

 

 
ABSTRACT: Diabetic retinopathy could be a sickness of the membrane, occurring in a few quarter of 
people with polygenic disease. The membrane contains cells that convert the sunshine into the electrical signals, 
and these signals are then sent on to the brain. The symptoms will blur or distort the patient’s vision and are a 
main reason for vision defect. Microaneurysm are one of the primary signs of retinopathy. Detection of exudates 
by ophthalmologists normally wants pupil dilation using a morphological technique that takes time and affects 
patients. The discharge causes the membrane to expand a touch and become soggy, atiny low quantity style of a 
sponge. This swelling then damages the retinal cells themselves. This paper examines and proposes a set of 
optimally adjusted morphological operators to be used for Microaneurysm detection on diabetic retinopathy 
low-contrast footage. Automatic tool for identification of diabetic retinopathy ought to endure some well-
defined steps. First, it’s to note the blood vessels and blind spot. Second, it’s to identify abnormalities among the 
membrane like exudates and microaneurysms that cause diabetic retinopathy. this method has resulted with 
sensitivity and specificity for our Microaneurysm detection is eightieth and ninety nine.5%, severally. 

 

  Keywords: Diabetic retinopathy; Microaneurysm; Morphology operator; Retinal image; Non-dilated retinal images.  

  
1. Introduction 
Diabetes is that the commonest explanation for visual defect within the operating cohort within the 
developed world. Diabetic retinopathy (DR) is caused by injury to the littlel blood vessels of the membrane 
within the posterior a part of the attention diabetic patient. DR is an eye fixed unwellness and a typical 
complication of polygenic disease that may cause vision loss if left unknown at an initial stage. It is the prime 
explanation for visual defect within the operating age population of the planet. The screening of diabetic 
patients for the event of diabetic retinopathy will doubtless cut back the danger of visual defect within the 
patients by 50% [1–3]. Diabetes is a chronic disease that is reaching epidemic proportions worldwide. There 
area unit presently over a 190 million individuals with polygenic disease worldwide. The World Health 
Organization (WHO) estimates that this can rise to 221 million by the year 2010, mostly because of growth, 
ageing, urbanization and a inactive lifestyle. Diabetic retinopathy is that the most conventional explanation 
for new cases of visual defect among adults aged 20 -70 years. Throughout the primary  two periods of 
unwellness, nearly all patients with type 1 diabetes and greater than 90% of patients with type 2 diabetes 
have retinopathy [1]. Exudates occur when there are the lipid residues of serous discharge from broken 
capillaries. The most typical cause is polygenic disorder. The amount of microaneurysms, haemorrhages and 
exudates will increase as the degree of disease [4][25]. A variety of techniques for microaneurysm and 
trauma detection have been proposed. Sinthanayo thinetal.[5]applied recursive region growing 
segmentation (RRGS) technique to segment vessels, microaneurysms and haemorrhages. The yellow-white 
flecks scattered around the macular region are a little mounds lower the retinal pigment epithelium. They 
are tombstones of dead retinal pigment epithelial cells. The most typical cause is age-related macular 
degeneration, a typical however poorly understood disorder of the older. At this stage, visual sense could 
also be solely slightly abnormal. If the retinal pigment epithelium dies further, vision can fail because the 
foveal region turns into a merging yellow-white space. The gray portion lies beneath the retinal pigment 
epithelium. Encompassing the gray hemorrhage is a ring of red blood that has loose into the membrane. This 
patient has age-related macular degeneration, the most typical explanation for choroidal neovascularization 
and submacular hemorrhage. Then the detected red lesion candidates were classified employing a range of 
options and a k- nearest neighbour classifier. Usher et al. [7][24] used AN rrgs adaptative intensity 
thresholding and edge improvement operator to extract the candidate red lesions. Candidate red lesions 
were classified employing a neural network. However, during this paper we tend to target exudate detection 
as an obvious sign of diabetic retinopathy and a marker for the presence of coexistent retinal swelling. If the 
exudates extend into the macular region, vision loss will occur. Fluorescein angiogram images provide 
important information on pathologies. The fluorescein angiograms  do not seem to be appropriate for an 
automatic screening system as a result of side-effects related with giving a patient fluorescein. The 
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employment of colour fundus picture is more appropriate for an automatic screening system. An automatic 
exudates detection system would be helpful so as to detect and treat diabetic retinopathy in an early stage. 
ophthalmologists and high performance computers are a unit seldom on the market.  
 
[2] Methodology 
All digital retinal pictures were taken from DIARETDB1. Bar graph feat within which manipulates 
histograms in a very consistent and substantive manner. DIARETDB1 pictures were resized to 340 x 480 
pixels so as to scale back the time interval of the strategy. Several  images enhancement techniques squares 
measures supported spatial operations performed on native neighbourhoods. The detection technique 
planned during this paper is performed in MATLAB (version 2019). The accuracy of the strategy was tested 
within the public database of fundus pictures DIARETDB1 database consists of 89 colour fundus pictures of 
which 84 contain minimum of delicate non-proliferative signs of the diabetic retinopathy and five are 
considered as normal which do not contain any signs of the diabetic retinopathy consistent with all the 
consultants participated in the analysis process. Pictures were captured with the constant 50 degree FOV 
digital fundus camera with varying imaging controlled by the system in the Kuopio university hospital, 
Finland. The image ground truth provided in conjuction with the database is predicted on professional 
selected findings associated with the diabetic retinopathy and traditionsl fundus structures. 
 
[2.1] Pre- processing 
In pre-processing, we tend to produce binary masks for background and droning areas. Completely different 
retinal pictures built it troublesome to extract retinal     options and distinguish exudates from different 
distinction, and brightness bright options in pictures. Colour elements. A median filtering operation was 
then applied on I band to scale back noise before a distinction-limited adaptational histogram equalization 
was applied for contrast improvement CLAHE operates on tiny regions within the image. The distinction of 
every tiny region is increased with histogram equalization. After performing the equalizations, the close tinyl 
regions were then combined by victimization additive interpolation. Exudate lesions and optic disc regions 
usualy show high intensity values during  this channel and so the distinction improvement technique assigns 
them the best intensity values [10, 15]. 
 
[2.2] Optic disc elimination 
The optic disk is characterized by the largest high-contrast space. The optic disk is roughly detected by 
victimization the entropy feature on the distinction increased image. The entropy may be a live of 
randomness a window of size 9 x 9 pixels is employed. The ensuing image is threshold victimization svm 
rule so as to eliminate the regions with low native variation. To incorporate the neighboring pixels of the 
brink result, a dilation operator is employed. A flat disk formed structuring As a result, high intensities are 
reconstructed where as the remainder is removed. Normally, the optic disc may be simply known the largest 
space. Part having radius but, in some cases like the looks of big exudates within the image, there can be 
some areas within the image that are larger than the optic disc. As a result of the form of optic disc is 
spherical, thus the optic disc region selection method has to be created specific to the bigest one of  the 
regions whose shapes are circular of eleven is utilized for dilation. 
 
[2.3] Exudate detection 
Exudates that is larger than the linear structuring component cannot be known. If the length of the 
structuring component is inflated to extract larger objects, then additional spurious candidate exudates 
objects are detected on blood vessels because the segmentation of blood vessels deteriorates. A pixel 
classification  primarily based technique is accustomed eliminate this disadvantage. By combining blood 
vessel segmentation technique, with exudates detection, larger candidates is extracted and  also the range of 
spurious candidates on the vessels are reduced. In this technique, each the blood vessels and candidate 
exudates are segmented at once and later the blood vessels are separated from the candidate 
microaneurysms. This approach include two steps. Firstly matched filtering is applied to reinfoce the dark 
objects like blood vessels and exudates against background. 
  
[3] Results and Discussions 
Automated system for diabetic retinopathy detection has been conferred. This methodology was developed 
to observe exudates from low-contrast, retinal digital pictures of retinopathy pictures associate degree  this 
work we have got investigated and projected a computer-based system extracts blood vessels and exudates 
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for grading the severity of the diabetic retinopathy to spot traditional, NPDR and PDR. Early observeion of 
diabetic retinopathy is incredibly necessary as a result of it permits timely treatment which will ease detect 
bright objects Sharply with a mean sensitivity  95.4%. The experimental results show that the projected 
methodology yields higher sensitivity and prophetical values compared to different strategies. Therefore, 
one of the foremost strengths of the projected system is accurate feature extractions and accurate grading of 
NPDR lesions. during this analysis image processing parts needed to make an automatic system for early 
detection of diabetic retinopathy. 
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ABSTRACT: According to recent surveys, Alzheimer’s Disease is a neurological disease which gradually 
increases and it is a chronic disease that worsens a person’s day-to-day activities in the long run. Alzheimer’s is 
the main cause for dementia and accounts for up to 60-70% of the disease . The main symptom of Alzheimer’s is 
memory i.e. a person will not be able to remember their routine, the place they belong to and also their relatives. 
As Alzheimer's increases gradually, the various symptoms associated with it such as language, mood swings, 
behavioral issues, disorientation such as getting lost and loss of motivation occurs. Now since the person's 
condition starts decreasing slowly, the person gets disassociated with his/her family members and even they 
start to stray away from the society. This gradually leads to the loss in the body functions leading to the person's 
death. Generally the life expectancy following diagnosis takes three to nine years. Neurotic plaques and 
degeneration of explicit brain cells are the presence of pathological characteristics for any person.. Currently, 
the disease cannot be stopped from development but its early diagnosis can be an aid in increasing the severity 
of the disease and improve the person's life and lifestyle up to an extent. The number of people affected with 
Alzheimer's will get doubled in a span of 20 years. Out of every 85 people, one person will be definitely affected 
with Alzheimer's. 
The main motto of this project is to find a technique for the early detection of Alzheimer’s' using MRI scans. Here 
"early diagnosis" refers to the ability of diagnosing the disease at a very early stage using the symptoms which 
are caused before the onset of the disease and the clinical measures which has reached this stage and diagnosis 
of this disease is made according to the recommended criteria. This also focusses on: 
• Improving the latest techniques used in structural MRI scans for the measurement of early Alzheimer's 

disease. 
• Automated technique for the extraction of the specific data can be determined from structural MRI. 
• New parameters can be considered for feature selection and extraction. 

 
1. Introduction 
Alzheimer’s disease is commonly known as AD. This is a neurological chronic disease which starts slowly 
usually after the age of sixty and worsens over a period of time. The main symptom involved here is the 
problem in remembering the day-to-day activities. This main symptom is added with few other symptoms 
like disorientation, not speaking clearly, lack of confidence and behavioral  changes.AD is an irreplaceable 
brain disorder and disease which makes an individual to lose his/her thinking skills and also there is 
memory loss because  of the shrinking brain size. Machine Learning , the most important and used field of 
Artificial Intelligence(AI) which has a number of probability and optimization techniques to allow systems to 
obtain results from huge and complicated datasets. Therefore, scientists and researchers focusses on 
machine learning regularly for the detection of the early stages of Alzheimer's disease. It describes a analysis 
and also the evaluation of the work is done in recent years for the diagnosis of AD using machine learning 
techniques. Currently, the treatments will not cure AD permanently and also any individual can be treated 
only after most of the symptoms are noticed. Using early diagnosis, it will act as an aid to 
those individuals and will decrease the severity of the disease improving the quality of life. The accurate 
diagnosis especially for the early stages of AD is very important intensively computational and non-
traditional approaches such as machine learning. 
 
II. Problem Statement 
Alzheimer's is one such disease which is caused in the neuron system of an individual and cannot be 
diagnosed until a certain stage.AD is one the causes of dementia as well. Presently, the need is to identify the 
disease at an  earlier stage such that the treatment can be provided in the initial stages itself and this will 
improve the person's quality of life as well. Until the recent years, only 20-50% of the cases have been 
recognized. This huge gap in the health sector is high in low and mediocre income countries. Hence, the 
detection of AD at an early stage  is very important and will provide help to everyone in the world. Since the 
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expectancy of living for every individual is quite high, the risk of elderly people getting affected by AD is also 
rapidly increasing. Nowadays,  even the younger population is getting affected by this due to stress and 
hence it has become mandatory for the detection at an early stage. Therefore, Alzheimer's disease is the 
main cause of dementia for all age groups 
 
III. Existing System 
 Early diagnosis and classification of Alzheimer's disease is being proposed by various researchers. This part 
consists of the brief critical review and the analysis of the related work. 
The limitations associated with the existing system are mentioned as follows: 
1. Difficulty in identification of the potential issues such as design validation and the implementation 

which is very crucial. 
2. Classification of the training data set is not easy because many parameters have been taken into 

consideration. 
3. A particular threshold value is necessary to classify the datasets into normal and AD. 
 
IV. Proposed System 
In the proposed system, the image processing is done using the data obtained from structural MRI images. 
Development of new pattern recognition techniques is aimed to detect Alzheimer's disease in the early 
stages. The data used for the proposed system is obtained from ADNI database. The ADNI is a database for 
diagnosis and longitudinal monitoring. This recognition consists of two parts. In the first stage, the features 
are extracted from the images so that it is represented well. In the second stage ,a particular pattern is fixed 
for a class based on the features selected and it mainly focuses on classification.  
 
Previous Research  
The methodology section outline the plan and method that how the study is conducted.  
 
3.1 Aunsia Khan, Muhammad Usman, “Early diagnosis of Alzheimer's disease using machine learning 
techniques: A review paper ”  
Generally it is quite slow that the scientists are now using machine learning techniques to diagnose AD. 
Recent technologies and complex diagnostics led to the introduction of cellular, clinical and molecular 
parameters. 
 
3.2 Arpita Raut, Vipul Dalal, “A machine learning based approach for detection of Alzheimer's disease 
using analysis of hippocampus region from MRI scan”  
Alzheimer’s Disease is a progressive and irreversible neurological disease and it’s the most common cause of 
Dementia in people of the age 65 years and above. Detection of Alzheimer’s Disease at prodromal stage is 
very important as it can prevent serious damage to the patient’s brain, in this paper, a method to detect this 
disease from MRI using Machine Learning approach is proposed. The proposed approach extracts texture 
and shape features of the Hippocampus region from the MRI scans and a Neural Network is used as Multi-
Class Classifier for detection of various stages of this disease. The proposed approach is under 
implementation and is expected to give better accuracy as compared to conventional approaches. 
 
3.3 Querbes et al, “A surrogate marker for the early diagnosis of Alzheimer’s Disease” 
The brain atrophy measured by magnetic resonance structural imaging. Specifically, they suggest that the 
thickness of the cortex in the brain is a biomarker for the presence of, or a predictor of Alzheimer’s Disease. 
The time lapse brain scans with healthy brain activity shown in the red and blue areas and rapidly spreading 
areas of cell death (grey areas) in a subject with this disease. About 5% of brain cells die each year in 
someone with Alzheimer’s, compared to less than 1% in a senior who is aging normally. Other biomarkers 
under investigation for this disease diagnosis using MRI scanning include the build-up, or dissipation, of a 
protein called beta-amyloid in the living brain. To help with the detection of this, CSF total protein is a test 
used to determine the overall amount of protein in spinal fluid, also called Cerebro Spinal Fluid(CSF). 
 
3.4 Javier Escudero, Emmanuel Ifeachor, John P. Zajicek, Colin Green, James Shearer, Stephen 
Pearson, "Machine Learning-based method for personalized and cost-effective detection of 
Alzheimer’s Disease”  
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Generally the diagnosis and detection of AD is very difficult, but at this stage the treatment is very likely to 
be effective and there are many advantages in the improvement of the diagnosis. In this research ,we 
describe a machine learning approach for personalized and cost-effective detection of Alzheimer's disease. 
This uses a locally weighted learning to build a classifier model and here each individual computes the 
sequence of the most cost-effective methodologies to diagnose patients. By using ADNI database, normal 
patients and Alzheimer's are classified using the features. 
 
3.5 Siavash Esmaeili Fashtakeh, A Research Idea, “Early detection of Alzheimer’s disease using 
structural MRI” 
Alzheimer's disease is one of the common neurological disease or disorder which cannot be diagnosed until 
a patient reaches a stage of dementia. There is a need to recognize AD at an early stage in order to begin the 
treatment soon. The integral component of the assessment of individuals with suspected AD is the structural 
imaging based on MRI scans. Structural brain MRI is becoming increasingly used in the early diagnostics of 
AD. Volumetric and pattern recognition techniques for measuring cortical thinning and automated  
classification approaches that assess the overall pattern of atrophy seem to show promise for the early 
diagnosis of AD. The datasets in the preparation of the proposal is obtained from ADNI (Alzheimer's disease 
neuroimaging initiative) database. The study will initiate with the pre-processing of structural MRI images 
which consists of correction of in homo genetics, noise detection, registration of the space e.g., using the 
linear transform and cross normalization of the MRI intensity followed by the modulation of the data. The 
brain tissue is then segmented white matter, grey matter and cerebrospinal fluid by the SMP software. Later, 
the probability of the customized tissue maps is created for the correction of the bias. For feature extraction 
and reduction, datasets are inserted into the linear vector machine. Later, by training a model in a sub-
group, the cross-validations with another subgroup is used to achieve SVM parameter optimization. 
 
Figures 
 

 
 

Fig.4.2 Implementation of the Modules 
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Fig.1 System Architecture of the Detection of Alzheimer’s Disease 
 
CONCLUSIONS 
This Project makes these primary contributions:  
I. Firstly, we get the MRI data obtained from pre-processing, the feature extraction and selection. Here the 

classification will be based on the model from the training data. 
II. Secondly, we match with the data extracted from the MRI result, the features obtained will be estimated 

with the model learning or the model. After the classification, pre-processing will give the results for the 
decision phase.  
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ABSTRACT: Cloud computing is a dynamic environment in which user consumes services on demand basis. Due 
to Service level agreement (SLA) between consumer and provider, each request needs to be served within a 
given time. It is highly important that each Virtual machine (VM) must be placed at appropriate server and 
within SLA. This problem is NP hard when multiple resources are involved during the placement. In this paper, 
we have provided a linear programming-based approximation algorithm to minimize provision time of VM 
placement on multiple machines with resources constraints. A proposed algorithm is empirically tested on azure 
cloud data and compare with other state of the art techniques. The result has shown no gaps for 8 instances out 
of ten and rest with minimal gaps. 

 

  Keywords: Virtual Machine Placement, Linear programming,Approximation algorithm, Service level agreement 

 
1. Introduction 
In Cloud computing, Virtual machine (VM) is placed to appropriate machine and it takes time based on the 
different resources required and number of machines needed to allocate. This whole process is known as 
Provisioning in cloud computing terminology. Various amount of computing resources is allocated like CPU, 
memory, Network bandwidth, storage during this process. A various state of the art techniquesavailable to 
place VM in cloud. In this paper, we have minimized provisioning time of various VM request over multiple 
server using linear programming-based technique. 
 
Virtual Machine Placement Problem with resource constraints 
Virtual machine placement problem is one of the generalized allocation problems like bin packing in which 
each item must be allocated to one and only one bin such a way that all bins size minimizes. But when this 
problem is considered with multiple dimensions it is associated towards more specialized version of 
problem Vector bin packing in which each resourceis represented as vector and overall goal of the item 
placement is to place them as near to the diagonal as possible by minimizing bin size. The same in virtual 
machine placement is placed in minimum number of machines such a way that all the resources associated 
with server are minimized. 
 
Below diagram shown the graphical view of the VM placement problem with multiple resources. 
 

 
 

Figure 1: VM Placement Problem with multiple resources 
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Each VM request consists of time to provision and has start time and finish time. This is called provisioning 
time of VM to the machine in cloud computing terminology. In this paper, our goal is to minimize this 
provisioning time such a way that all associated resources are utilized and size of machine is minimized.  
This paper is organized as follows, section 2 describes the overall method used building approximation 
algorithm and linear programming-based formulation. Section 3 discuss the testing environment 
configuration and empirical evaluation of the algorithm. Second 4 describes the all the references used 
writing this paper. 
 
II. Method 
Linear programming is an important tool in the design of efficient approximation algorithm. In this paper, 
we have designed linear programming-based model to optimize virtual machine placement.It follows overall 
below procedure,  
1. Initialize Models and variables 
2. Read instances 
3. Generate set of decisions and constraints 
4. Set objective 
5. Apply stopping criteria/conditions  
6. Apply algorithm 
7. Generate phase to optimize search 
8. Get the results from model 
 
2.1 Linear programming-based approximation algorithm formulation 
Sets 
J = Set of VM requests 
S = Set of time to provision 
R = Set of priority ranks 
T = Set of Placement task 
Tm = Set of Placement Task allocate to machine m 
M = Set of machines 
 
Parameters: 
dt = Provisioning time for each task t 
duej = each new request due for provision 
bigM = di 

m∈M 
cm = cost of using machine m for placement 
stj = set up time of each VM request if consecutive provisioning tasks are performed on the same machine 
 
Variables 
st,m,r= Start time of provisioning of task ton machine m 
yt,m,r=   1 =>VM assign to machine m 
0 => VM not assigned to machine m 
dj=Delay of each VM to provision 
lend= latest finish time of all VM provisioning tasks 
 
Objective 
min lend= ((yt,m,r Cm) + (st,m,r) 

m∈M   r∈R  t∈T 
 
Constraints 

(yt,m,r) = 1      Each VM should allocate on one machine 

m∈M: t∈T    r∈R 
(yt,m,r) ≤ 1      Each machine has one request at a time 

t∈T 
(St,m,r) ≤  (St + 1,m,r + 1) + dt   Follow time order of the request 
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m∈M: t∈T 
m∈M: t∈T 
St,m,r≤ bigM yt,m,r      Setting request time to each assignment 
St + 1,m,r≤ yt+1,m,r-1 td + stj<st,m,r+ (1- yt,m,r) bigM  Preserve order of request 

St,m,r≤ dt– duej≤ dj     Calculate the delay in provisioning 
St,m,r+dt≤ lend      Find the end time of Provisioning 

(y t,m,r) = (y t,m,r - 1)  

m∈M: t∈T 
m∈M: t∈T      Tuning  
 
III. Result and discussion   
Our mathematical model for Virtual Machine placement problem is evaluated using our prototype 
implementation on a 10 data sets collected from private data center running azure cloud platform.  
 
3.1 Infrastructure  
System running windows 10 operating system, 16 GB RAM, intel i7 6500 CPU @2.50GHz 2 cores and 4 
logical processor.  
 
3.2 Workload 
The multiple resources like CPU, memory and network bandwidth are taking into consideration and 
randomly picked up the data set from the available choices.  Balanced CPU-to-memory ratio which is 
generally used for general purpose. Then workload is generated for types which are Compute optimized 
which has high CPU to memory configuration is available. The same way Memory optimized, and Storage 
optimized virtual machines workloads are also generated. We have avoided very large size configuration 
which is used for high performance computing and GPU because of environment set up restrictions. 
 

Test Set Upper Bound Lower Bound Our LP based Algorithm Gap(%) 
MILP Gap 

(%) 
Branch & Bound Gap 

(%) 
T_1 4465021 4465021 0 0 0 
T_2 6534829 6534829 0 0 0 
T_3 5835515 5835515 0 4.67 6.78 
T_4 2404632 2404632 0 12.45 14.56 
T_5 4276196 4276196 0 34.55 34.67 
T_6 543836 543836 0 12.34 11.22 
T_7 559889 559889 0 45.67 45.55 
T_8 2272487 2272487 0 23.45 23.56 
T_9 2680231 2117382 21 33.56 38.9 

T_10 1680231 1377789 18 56 67.77 
 

Figure 2: Experimental Result 
 
As shown in the above table, our LP based approximation algorithm model has surpassed the state-of-the-art 
Mixed integer programming model and Branch and bound models. First of its seven instances has shown 
zero percentage gaps but for hard instances with size more than 10000 instances has generated gaps. Our 
future goal is to improve the model for NP hard instances and reduce the gap. 
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ABSTRACT: Potential usage of Wireless Sensor Networks (WSN) in different areas have paved way for hot 
research. Wireless Sensor Networks consists of a number of small sensor nodes with limited energy and high 
computing power. Energy efficiency, Load balancing, prolonged network lifetime and scalability are inevitable 
for large WSN applications. Clustering mechanism has been proposed in the literature as a solution to handle 
the above requirements. The cluster setup phase is an important phase for network efficiency. This paper 
proposes ANTech Cluster, a cluster formation technique against K-means algorithm. It adopts heads for the 
defined cluster and gateways based on the energy states of the nodes, degree of the node and location of the 
node from the base station. This technique achieves optimal utilization of faraway nodes within the cluster with 
rich resources like energy and density and Cluster Gateway greatly reduces long range intra cluster 
communication overhead. The simulation results show that the proposed technique performs well better in 
terms of cluster formation time than the K-means. 

 

  Keywords: Wireless Sensor Networks, Manhattan Distance, Euclidean Distance, ANTech Cluster, K-means 

 
1. Introduction 
Wireless Sensor Networks (WSNs) are highly distributed autonomous networks of lightweight sensors to 
monitor physical or environmental changes by sensing sound, vibration, temperature, pollutants, motion, etc 
and thereby processing data and transmitting to a central base station [1]. Networking thousands of tiny 
sensor nodes to collect data from the environment is a milestone which cannot be achieved by conventional 
ways. WSNs are constrained by heterogeneity of nodes, low battery life, dynamic topology, and redundant 
data acquisition [12]. A typical WSN arrangement is depicted in Fig. 1 [12]. WSN has a variety of applications 
including gather climate information, medical monitoring, home security, military applications, air traffic 
control, surveillance, industrial and manufacturing automation, process control, inventory management, 
distributed robotics, etc [12]. A wide growth in applications results in a modular growth of the network. If 
the network environment is non-clustered, the packets must be handled and forwarding decisions must be 
taken by each and every participating node. Hence, such an environment will thus suffer from inadequate 
bandwidth due to heavy packet header and control packets and also high energy loss due to processing of 
data and high packet dropping which results in bad network performance. In order to reduce such an 
overhead, clustering mechanism was introduced during the research years. The clustering concept reduces 
the energy loss to a certain extent and the overhead faced by the network is reduced.  
 

 
 

Fig. 1 Wireless Sensor Network 
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Clustering is the process of grouping a set of nodes in such a way that nodes in the same group are more 
similar to each other than the nodes in other groups. In WSNs, the nodes which fall into the transmission 
range of each other are grouped together.  
K-means clustering mechanism is used in most of the algorithms to cluster the nodes. But K-means suffers 
with a number of iterations to form clusters. The cluster formation time drastically increases when there is a 
modular increase in the number of nodes. Hence, proper cluster formation procedure is very essential to 
build a network of utmost performance. After the formation of clusters, Cluster-Head (CH) and Cluster 
Gateway are elected and the nodes in the cluster get associated with the Cluster-head. Data forwarding to 
the base station takes place through cluster gateway. 
We propose ANTech Cluster, A Novel Technique for Clustering is proposed to reduce the number of 
iterations to form clusters and thereby reducing the cluster formation time. The paper is organized as 
follows: Section I describes the need of clustering mechanism in Wireless Sensor Networks, Section II 
summarizes the related work in this area, Section III describes the motivation factor behind the paper, 
Section IV presents the proposed ANTech Cluster mechanism, Section V gives the experimental results and 
Section VI concludes the paper. 
 
II. Clustering in Wireless Sensor Networks  
The sensor network is partitioned into different clusters by the process of clustering. A cluster head is 
elected by considering certain parameters and the cluster is managed by the Cluster Head (CH) and all other 
nodes are Cluster Nodes. The cluster nodes communicate to other clusters and the base station or the sink 
through the Cluster Head. The Cluster Head plays an important role by aggregating the data from different 
nodes and transmitting them to the required destination. Fig. 2 shows a clustered sensor network [12].  
 

 
 

Fig.2 Clustered Sensor Network 
 
A Clustered Sensor Network consists of the following components:  
Sensor Node: It is the core component of wireless sensor network. It has the capability of sensing, processing 
and routing. 
Cluster Head: The Cluster head (CH) is the leader for that specific cluster. It is responsible for the different 
activities carried out in the cluster, such as data aggregation, data transmission to the base station, 
scheduling in the cluster, etc. Cluster Heads are changed frequently by considering certain parameters to 
maintain the cluster.  
Base Station: Base station is considered as a main data collection node for the entire sensor network. It is the 
bridge (via communication link) between the sensor network and the end user. Normally this node is 
considered as a node with no power constraints. 
Cluster: It is the organizational unit of the network, created to simplify the communication in the sensor 
network. Its formation is of utmost importance. 
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2.1 K-means Clustering 
The foundation and key features of WSN are distance between pair of nodes and energy of the node. The 
distance between pair of nodes is used as a parameter for clustering mechanism. The well-known clustering 
algorithm is K-means Clustering [14]. K-means is an unsupervised clustering algorithm. This algorithm 
partitions the data set into k clusters using the cluster mean value. K-Means is iterative in nature. The 
various steps involved are: 
 
1. Arbitrarily generate k points (cluster centers), k being the number of clusters desired.  
2. Calculate the distance between each of the data points to each of the centers, and assign each point to the 
closest center.  
3. Calculate the new cluster center by calculating the mean value of all data points in the respective cluster.  
4. With the new centers, repeat step 2. If the assignment of cluster for the data points changes, repeat step 3 
else stop the process.  
 
The distance between the nodes is calculated using Euclidean distance. If u = (x1, y1) and v = (x2, y2), then 
the Euclidean distance between u and v is given by the following equation (1) 
 

EU (u, v) = (x2  x1)  2  ( y2  y1)  2      (1) 
 
III. Motivation 
There are a number of advantages of having a clustered sensor networks. 
 
a. Reduced number of nodes taking part in data transmission.  
b. Aggregation of data to the base station is done by the cluster-head rather than individual nodes.  
c. Energy consumption at the nodes is reduced and reduced communication overhead.  
d. Achieving scalability of the network.  
e. Network Lifetime is prolonged.  
 
To attain the above properties of clustering, cluster formation procedure plays a vital role. Low Energy 
Adaptive Clustering Hierarchy (LEACH) [2] uses the clustering principle of K-means and evenly distributes 
the energy consumption along the cluster. Cluster Heads are elected randomly. It uses one-hop inter-cluster 
communication towards the base station. The random way of cluster head election is a drawback of the 
approach. HEED [3] selects the cluster heads based on residual energy and communication costs. DECA [4] is 
a Distributed Efficient clustering Approach where the clustering decisions are taken through score 
computation. Score computation is based on the residual energy, node connectivity and node identifier. A 
centralized algorithm performs the cluster formation in LEACH-C [5]. The algorithm fails for larger networks 
when the node is far off from the base station and not able to connect to the base station in an efficient 
manner which results in increased latency and delay. Beni Hssane et al. [6] have proposed LEACH-E, which 
elects CHs according to the residual energy and depends on a routing  protocol for assisting in total energy 
distribution throughout the cluster. LEACH-B [7] is proposed as an improved protocol where CH is chosen 
initially and varies the election frequency according to the dissipated energy.  
Lijun et al. [8] have proposed LEACH-ET, where the cluster head election is based on the energy threshold. 
The energy dissipated is compared with the energy threshold value. PEGASIS [9] is an enhancement of 
LEACH. Network Lifetime is enhancement where the nodes communicate with their closest neighbours and 
they take turns in communicating to the base station. When all the nodes communicating with the base 
station comes to an end after rounds, fresh allocation begins. A distant node in the chain is delayed 
extensively. An extension to PEGASIS, called Hierarchical-PEGASIS was introduced in [10] with the objective 
of decreasing the delay incurred for packets during transmission to the BS. Imran et al. [13] have proposed a 
modified architecture based on K-theorem which selects cluster head and cluster coordinator thereby 
balancing the energy. 
All the clustering algorithms described above, have neglected the use of energy rich sensor nodes which are 
far away from the base station in a cluster. The above fact motivated us to form clusters using Manhattan 
Distance and select remote nodes with maximum energy and high density as Cluster Head. But as distance 
between base station and cluster head increases, energy spent to transfer data also increases. Hence, we 
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adopt Cluster Gateway with comparatively less energy as Cluster Head to perform the forwarding task of 
data to the base station. 
 
IV. Antech Cluster 
ANTech Cluster is an acronym of A Novel Technique for Clustering. Clustering has proved to be an effective 
technique used in improving the lifetime of a network [11]. In the domain of retrieval of nodes to form 
clusters in a large network, the nodes are perceived as n-dimensional feature vector considered as points in 
an n-dimensional feature space. This advantage helps us to use distance metrics to order the nodes. This 
enables us to do a nearest neighbour search on a large network of sensor nodes. It is evident that the 
clustering mechanism depends highly on the distance metric. To use the effectiveness of clustering, we 
consider Manhattan Distance to find the nearest neighbour as against the traditional Euclidean distance. 
Clustering consists of two steps: 
 
a. Grouping algorithm has to be selected (Clustering Criterion).  
b. Adopt Representatives for the defined clusters.  
 
For grouping the nodes, we follow Manhattan Distance (MH) between nodes. The Manhattan Distance 
between two nodes u = 
 
(x1, y1) and v = (x2, y2) is given by the following equation (2) 
 
MH (u, v) = MOD ((x2-x1) + (y2-y1))     (2) 
 
To adopt representatives for the defined clusters we consider the maximum residual energy of the node, 
density of the node and location of the node from the base station. We also elect cluster gateway considering 
energy and distance parameters.  
 
4.1. Cluster Formation Algorithm 
The formation of clusters is based on computing Manhattan Distance between pair of nodes. Calculation of 
Manhattan Distance saves time. The steps involved in Cluster Formation are as follows: 
 
Step 1: Let N i be the set of nodes with coordinates (Xi, Yi) where i = 1 to n. 
Step 2: Let r be the Transmission Range between any pair of nodes. 
Step 3: Populate Dij with Manhattan Distance of node Ni & Nj, where i=1 to n & j= 1 to n. 
Step 4: Select all the nodes into V[i]. Compute the count Vi for each node Ni with respect to all the remaining 
nodes, 
 
where the value of Dij < r. 
 
Step 5: Select the Max (Vi) and then select the nodes in [Vi] 
 
which is the Cluster Nodes and the remaining nodes in [Vi] as Non-Cluster Nodes, N[i]. 
 
Step 6: Repeat the Steps 4 through 5 by keeping N[i] as Ni. 
 
The mean value computation in forming the clusters is eliminated. The Cluster head is sequentially selected 
and the transmission range of the cluster head serves as the boundary of the cluster. When a node falls into 
the boundary of the cluster head, it joins the cluster. The iterations are repeated and the cluster with 
maximum number of nodes becomes the cluster. The non-cluster nodes follow the same procedure by 
identifying a cluster head among them. This approach of clustering reduces computation time due to 
simplicity. 
 
4.2. Detecting Energy States 
Assume: E_INIT be the Initial Energy of the sensor nodes. Er is the Residual Energy of the node. 
Th is the ratio of Er/E_INIT determines the state of the node. 
Thmin and Thmax are the two thresholds of Th. 
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Step 1: According to the Energy State ( Th), we divide the state of the nodes in a cluster into 3 types: 
 
a. Red State(R): Value of Th range between Zero and Thmin.  
b. Yellow State(Y): Value of Th range between Thmin and Thmax.  
c. Green State (G): Value of Th range between Thmax and to Max_Energy.  
 
Step 2: A pool of Green Nodes, Yellow Nodes and Red Nodes along with their positions are known. 
Step 3: Select a Yellow Node (Yi) <= R (Tr) Base station as Cluster Gateway (CGi) for Ci . 
Step 4; Select a Green Node (Gi) > R (Tr) Base Station && Max. Degree as Cluster Head (CHi) for Ci. 
 
The Cluster Head aggregates the data from different sensors and compresses the data and sends them to the 
Cluster Gateway. The Cluster gateway just forwards the compressed data to the base station. 
 
V. Analytical Discussion 
As energy dissipated is directly proportional to the square of the distance, in our ANTech Cluster, the base 
station selects a yellow node which is in close vicinity with it as the cluster gateway. The responsibility of 
yellow node is to forward data to the base station which requires less energy. A green node which is far 
away from the base station and with higher node density (degree) is chosen to reduce long range intra-
cluster communication and energy is balanced within the cluster. A maximum energy node is selected by CGi 
because the role of cluster head is crucial in aggregating and compressing the data before being sent to the 
Cluster Gateway. This technique paves way for sensor nodes at remote areas within the cluster to 
communicate with their cluster head in an effective way. Hence, optimized utilization of faraway nodes 
which are rich in resources is achieved by the proposed technique. 
 
VI. Research Findings 
This work has been implemented in Java as a programming language and the results are tabulated. It has 
been carried out with the system configuration of 64 bit Intel i3 processor, 4GB RAM and windows 2007 as 
an operation system. The simulation has been done for 25 and 50 nodes. Table 1 shows the simulation 
parameters. The transmission range is considered to be 20 units distance. We have considered 1000 units to 
be the maximum energy of the nodes. The energy thresholds decide the selection of cluster heads and cluster 
gateways in the clusters formed. The results show that the cluster formation time using the Euclidean 
Distance and Manhattan Distance varies considerably.  
 

Table 1. Simulation Parameters 
 

Parameter Values 
No. of Nodes 25,50 

Area of Simulation 50 X 50 
Transmission Range(Tr) 20 m 

Simulation Time 5 sec 
Max. Energy of Nodes 1000 units 

Th 
min 

300 units 

Th 
max 

700 units 

 
Table 2 shows the sample data containing the location, energy and degree of the nodes. The maximum 
energy of the nodes considered is 1000 units. The Threshold minimum energy is 300 units and the 
maximum energy considered is 700 units. The green, yellow and red nodes are grouped according to the 
energy states of the nodes.  
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Table 2. Sample Data of 25 nodes 
 

  Energy  
 Location of (E) of Node Degree of Node 
 Node(x,y)   

(10, 10) 650 0 
    

(20, 12) 480 2 
    

(24, 14) 760 2 
    

(26, 20) 660 3 
    

(28, 10) 550 1 
    

(30 ,12) 940 2 
    

(28, 14) 780 2 
    

(20 ,24) 879 1 
    

(22, 12) 350 2 
    

(21, 11) 670 2 
    

(24, 16) 920 3 
    

(30, 14) 734 1 
    

(32, 18) 900 1 
    

(21, 22) 260 2 
    

(24, 34) 370 2 
    

(25, 31) 550 2 
    

(28, 33) 670 2 
    

(29, 40) 120 1 
    

(36, 48) 890 2 
    

(34, 56) 970 3 
    

(23, 24) 460 2 
   

    

(27, 48) 628 2 
   

(32, 67) 256 1 
   

(37, 46) 150 2 
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Table 3 shows the execution time of the clustering algorithms using the distance metrics. 
 

Table 3. Cluster Formation Time 
 

No. of Nodes 
Cluster Formation Time 

(in secs) 
K-Means                                    ANTech Cluster 

25 0.71 0.57 
50 1.13 0.98 

 
The existing clustering algorithms randomly choose cluster head and by comparisons try to form clusters 
using Euclidean Distance. When the cluster head chosen is not proper, again the cluster formation procedure 
is repeated for the remaining nodes. In the ANTech Cluster algorithm, distance between neighbouring nodes 
are calculated using Manhattan Distance In the initial step, computation of distance and comparison of the 
transmission range with the neighbouring nodes takes place . In the next iterations, only comparison of 
transmission range within non-cluster nodes to form clusters takes place which greatly reduces the cluster 
formation time. Computation of Manhattan Distance is another goodness of the algorithm. Fig. 3 shows the 
cluster formation time of k-means and ANTech Cluster. It clearly shows that the time taken to form clusters 
is reduced considerably. 
 

 
 

Fig.3 k-means Vs ANTech Cluster 
 
Fig. 4 shows the Cluster head and Cluster Gateway selection. A green node with high residual energy, 
maximum degree and a faraway node in a cluster is chosen as the cluster head. A red node with medium 
energy is chosen as the cluster gateway. 
 

 
 

Fig. 4 Selection of Cluster Head and Cluster Gateway 
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VII. Conclusion 
This paper has described the role ANTech Cluster over K-means for the formation of clusters. The simulation 
results show that the cluster formation time is reduced when Manhattan Distance is involved in finding the 
nearest neighbors. The adoption of Cluster Head and Cluster Gateway using the energy states of the nodes, 
location and density of the nodes achieve energy balancing in the cluster, reduce long-range intra-
communication overhead and optimal utilization of energy rich remote node from the base station. 
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ABSTRACT: Digital image transmission through a communication channel has grown beyond the imagination 
in the Information technology. The security of digital images against the unauthorized access and to protect the 
confidentiality of the images has become the need of the hour. The proposed work suggests an image encryption 
technique based on genetic algorithm using enhanced AES-128 cryptosystem. The proposed work is developed 
for the enhanced AES-128 bit cryptosystem which is a hybrid model of Genetic algorithm and Particle Swarm 
optimization algorithms. The encrypted images are tested against the correlation factors. The proposed work is 
expected to provide efficient encryption images in terms of security and computational time. 

 

  Keywords: Genetic Algorithm, Particle Swarm optimization, entropy, correlation factor 

 
1. Introduction 
The frequent transmission of digital images over the open network has increased the risk for the security of 
those images. The image sharing cannot be taken as the secondary need since most of the communication 
among various domains depends on images than other elements of multimedia. A specific security and 
storage related solutions are needed to counter attack the problems. Data security is as important as Data 
collection. Images convey vital information which needs to be encrypted as well. The monotony in the 
encryption mechanism may lead to tampering the security of the information which is communicated 
through the channel. Images are categorized intodifferent types with respect to their source and 
representation. Binary images represent the images in the form of binary digits 0 or 1. Gray scale images 
represent images between the ranges of 0 to 1 with 8bits/pixel representation. Color images represented 
with tricolor RGB representation of 24 bits/pixel. Multispectral images which are generated by electro 
magnetic spectrum and are not directly visible to human eyes like X-rays etc. whichever above said images 
type may be, when it is used for application purpose and needed to be transmitted a strong encryption 
technique should be implemented.This paper proposes a novel method to encrypt the images using the 
randomness of Genetic algorithm. This paper is organized as follows: Section 1 provides a brief discussion 
on the previous work in the form of literature study. Section 2 explains the proposed algorithm. Section 3 
provides the conclusion and future work, followed by the references. 
 
II. Literture Review 
The related work for the proposed algorithm is discussed in this section. 
Huang-PeiXiao et al. [1] has proposed a scheme using two chaotic systems to provide high security to the 
system. The first chaotic system generates a chaotic sequence which is converted into a binary stream by a 
threshold function. The second chaotic system constructs a permutation matrix. The plain image pixel values 
are randomly converted by the binary stream into a key stream. The converted images are encrypted by the 
permutation matrix.  
Zeghid et al. [2] proposed a modified AES to design a secure symmetric image encryption technique for the 
gray scale images.Upreti et al. [3] developed a three color RGB-based secure technique to provide 
authentication and integrity to adocument.Fei and cong [4] implemented 2D Logistic map for image 
encryption algorithm and exploited Chua’ssystem to complicate the encryption.RohitJoshi et al [5] 
developed a novel method which has two stages. Image encryption is performed using Henon map and the 
image confusion is performed by logistic map. 
Radhadevi and Kalpana [6] proposed image encryption using AES with the result being a uniform 
distribution of RGB pixels. Padate and Patel [7] designed an algorithm which provides effective security for 
communication by AES algorithm for image encryption and decryption.Wen et al. [8] projected a significant 
region encryption scheme to generate visually expressiveciphertext. The method extracts the significant 
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regions as substantial information rather than edge types.Sekertekin and Atan[9] proposed a method using 
chaotic encryption, which implements  Ikeda and Henonchaotic maps. 
Y. A. Alsultanny [10] implemented cipher feedback mode (CFB) to encrypt images of different block sizes of 
8bits, 16 bits and 32 bits. S. Cagnoni et al. [11] used the image parameter entropy to measure thedistribution 
gray levels in the image gray after encryption. 
Z., W. M., Z. M. Lu et al. [12] proposed a method for image encryption using k numbers key as input. The 
original image is shuffled and encrypted using the Substitution and mapping by the S-box.S.Kumar et al. [13] 
proposed a novel method of image segmentation by exploiting the Genetic algorithm which is hybrid with 
the cellular neural networks (CNN). CNN provides a parallel structure for segmentation has less encryption 
time than the conventional cryptosystems. 
 
III. Genetic Algorithms 
Genetic algorithms are the evolutionary approaches which follows the natural selection process and natural 
genetic traits. It evolves from the concept of survival of the fittest principle. The GA searches the problem 
space for the potential solutions and provides the optimal solution from the potential solutions. Initial 
population is generated with the specific parameters or random population can also be generated. The 
parameters prevailing in the GA are fitness function and GA operators. Fitness function is the objective or 
validating function for any process implemented using Genetic algorithm. The GA operators can be selection, 
crossover and mutation. The general process of GA is shown in Figure 1 [14]. 
 

 
     

Figure 1: Simple Genetic Algorithm 
 
The basic steps involved in Genetic Algorithm are explained as follows. 
 
Step 1: Random initial population is generated 
Step 2: Objective function is identified 
 Fitness value is calculated 
Step 3: Repeat the following sub-steps 

Step 3.1: Apply Selection operator  
 (Select a pair of parents based on fitness value) 
 Step 3.2: Apply Crossover operator to create two offspring 
 Step 3.3: Apply Mutation operator to each child 
            Step 3.4: Generate new population with all the offspring as new 
Step 4: Terminate for stopping condition. 
 
A randomly generated initial population is applied with the fitness function to select the chromosomes for 
the first generation. GA operators are applied to the initial population to generate new offspring which is 
updated to the existing population. This process continues until a terminating condition is satisfied or the 
convergence is reached. 
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Certain considerations while using Genetic Algorithm for problem solving are as follows: 
 Determine the encoding scheme. 
 Identify the Fitness function. 
 Determine the parameters like population size and iterations, types of operators used. 
 Determine the runs for terminating conditions and design the result. 
 
IV. Proposed Work 
The proposed image encryption algorithm with Genetic algorithm uses the common representation of binary 
encoding. Among all the available selection operators, Roulette wheel selection is chosen which gives equal 
probability for selecting the chromosomes. Uniform crossover is chosen since the crossover probability Pc is 
even. Each bit is mutated using Inverse mutation. The image is encrypted using AES-128 bit algorithm with 
16 bit key length.The proposed image encryption algorithm uses enhanced AES-128 bit [14][15] 
cryptosystem for encryption and decryption process. This cryptosystem has been constructed using the 
hybrid evolutionary approaches of Genetic algorithm and Particle swarm optimization. GA has been used for 
symmetric key generation and GA, PSO combination has been used for S-box construction. The image to be 
encrypted is taken as I, proposed encryption method is E and proposed decryption method is D. 
 
The steps involved in the proposed image encryption algorithm are as follows: 
 
The 16-bit fittest encryption key K is generated using GA for AES-128 [mine] 
 
Step 1: Input the image I with width W and height H. (i.e) I(W*H) 
Step 2: Split I into set of N vectors each with length L(L=can be determinant) 
Step 3: Calculate the initial population Rn1 and Rn2 
 
Rn1 =    i=0 and W=W-1, I(i , j) * (-1)(i+j)  / 256 *L 
 (First pixel position) 
Rn2 =    i=0 and W=W-1, I(i , j) * (-1)(i+j+1)  / 256 * L 
           (Adjacent pixel position) 
Start value to generate the random population is (Rn1+Rn2)/2. 
Step 4: Apply the fitness function 
Step 5: Calculation for N vectors. Consider each vector as Vi 
Set the Crossover Index and Mutation Index 
 Set the number of iterations 
Step 6: For all Vi, Set Crossover Index as the new start value 
  Generate 2 random numbers N1 and N2  

 
Perform uniform crossover 
Step 7: For all Vi, Set Mutation index as the new start value  
  Generate a random number N1  

 
Perform Inverse mutation. 
Step 8: Construct an image from the set of N vectors using Step 4 and Step 5. 
Step 9: The encryption key K is applied to encrypt the image formed in step 7. 
Step 10: Reverse the above steps to decrypt the image. 
 
The fitness function used for the image encryption operation is auto correlation coefficient values between 
the adjacent pair of pixels in the image. A new population is generated at each stage. The previous 
generations are evaluated using the fitness function. The crossover rate is taken as 0.2% and the mutation 
rate is taken as 0.1%. Each iteration follows this operator rates. Only these population size will participate in 
the recombination and rest of the population are not selected for the process. Uniform crossover is applied 
with Inverse mutation operator to generate the new population. The process is repeated N times until two 
successive stages have no significant change in the population. The algorithm chooses the generation with 
the lowest auto correlation value as the encrypted image for the given input image.The encrypted image is 
expected to satisfy certain criteria which as explained as follows: 
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Lossless Encryption: The cryptographic process should be reversible. The same algorithm should be able to 
recreate the image. 
Opacity Range: The opacity range of the images varies for the encrypted and decrypted image. The 
encrypted image should be beyond clarity and recognition. So opacity is minimum for the encrypted image 
and maximum for the decrypted images. 
Security of Cryptosystem: The algorithm should be strong enough to resist against the vulnerable attacks. 
The enhanced AES-128 bit algorithm [15] has been proved for the same. 
 
Implementation and Experimental Results 
The implementation of the proposed Image encryption algorithm has been carried out using MATLAB. An 
efficiently encrypted image should have the correlation coefficient nearly equal to zero. The encrypted 
images are tested with the adjacent pixels in the horizontal, vertical and diagonal positions. The proven 
equation for the correlation coefficient calculation is given in equation 1. 
 
Correlation coefficient: 
 

     (1) 
X: First set of pixel values 
Y: Second set of pixel values 
X’: Mean of X values 
Y’: Mean of Y values 
(X-X’), (Y-Y’): Deviation scores 
(X-X’)2 , (Y-Y’)2: Deviation square 
(X-X’)(Y-Y’): Product of Deviation scores 
 
The equation 1 is applied to the pixels in the encrypted image between the adjacent pixels in horizontal, 
vertical and diagonal. The cipher image with the least correlation coefficient is chosen as the optimized 
encrypted image. Table 1 shows the result of equation 1 in a randomly selected cipher image for the 
algorithm. 
 

Table 1: Result of correlation coefficient 
 

Adjacent Pixels Input image Encrypted image 
Vertical pixels 0.9822 0.0096 
Horizontal pixels 0.9564 -0.0065 
Diagonal pixels 0.9328 -0.0009 

 
The computation time taken for encryption and decryption for the sample input images are given in Table 2. 
 

Table 2: Computational time for the image 
 

Image Size Encryption Time(sec) Decryption Time(sec) 
947kb 2.05784 0.397459 
167kb 1.96944 0.327227 
59kb 1.85941 0.239118 

 
          The sample output for the given input image is shown in Figure 2.1 to Figure 2.4 
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Figure 2.1: Original Image   Figure 2.2: Image after few crossover and mutation 
 
 

    
 

Figure 2.3: Encrypted Image      Figure 2.4: Decrypted Image 
 
Further the results shows that the decrypted image is exactly similar to the original image, which satisfies 
the main objective-lossless conversion. The inclusion of noise in the decrypted image is null. The distortion 
of the between the original and the cipher image is high. The complexity of the proposed encryption method 
is assessed by the encryption and decryption time which is recorded and shown in Table 2. 
 
V. Conclusion 
In this paper an efficient method has been proposed for encrypting images with Genetic algorithm for 
enhanced AES-128 bit cryptosystem. The resultshows that it satisfies the goals of encryption like lossless 
encryption, high distortion and optimal cryptographic computational time. The result obtained for the 
correlation coefficients are as low as zero which means the adjacent pixels are highly randomized. The 
encrypted images are highly resistance against the practical attacks because of this correlation property. 
This image encryption algorithm can be further modified by implementing other crossover and mutation 
operators with varying crossover and mutation rates which may yield an enhanced encrypted image. 
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ABSTRACT: IoT trusts that smart machines are more skilled than people in gathering and imparting 
information. This information encourages mechanical and business networks in business insight endeavors. The 
vehicular ad hoc network, use of IoT, is an extensive network of vehicles speaking with one another and roadside 
units for sharing of data. These are immediately made networks from interconnected vehicles for specific needs. 
VANETs expect to give solace to explorers and improve road security and traffic clog. This paper proposes to 
utilize the IoT, to improve traffic conditions and ease the traffic weight. The point of this paper is to show a 
structure for constant traffic data procurement and checking design dependent on the IoT using remote 
communications. The essential normal for the proposed work is to stay away from the traffic utilizing IOT. The 
proposed architecture allows the gathering of real-time traffic data generated by sensory units. 

 

  Keywords: IOT, Smart City, Traffic control,Intelligent transportation,dynamic overlapped 

 
1. Introduction 
The Internet of Things (IoT) will most likely consolidate straightforwardly and consistently an extensive 
number of various and heterogeneous end frameworks while giving open access to chosen subsets of 
information for the improvement of plenty of advanced administrations. Building general engineering for 
the IoT is consequently a mind-boggling task, for the most part on account of the very expansive assortment 
of gadgets, connect layer innovations and administrations that might be associated with such a framework. 
The Internet of Things (IoT) associate almost anything with an electronic subsystem to the current Internet 
foundation. It proposes a dream of an associated existence where smart gadgets, wise items, and Web-based 
frameworks are independently connected through the Internet and speak with one another to improve the 
personal satisfaction of their proprietors/clients [1]. Smart urban communities have turned out to be 
smarter than before gratitude to the ongoing advancements of computerized advances. A smart city is 
outfitted with various electronic components utilized by a few applications, similar to road cameras for 
perception frameworks, sensors for transportation frameworks, and so on. In addition, this can spread the 
utilization of individual cell phones. A portion of the administrations that may be empowered by a urban IoT 
paradigm and that are of potential interest in the Smart City setting since they can understand the success 
win circumstance of expanding the quality and improving the administrations offered to the natives while 
bringing a conservative advantage for the city administration as far as decrease of the operational expenses 
[2]. To all the more likely welcome the dimension of development of the empowering innovations for these 
administrations, a concise perspective on the administrations as far as proposed type(s) of network to be 
sent; expected traffic created by the administration; greatest mediocre postponement; device fueling; and a 
gauge of the attainability of each administration with right now accessible advances. Today, the number of 
things that utilization electricity is higher than the number of things associated with the Internet, and 
basically everything which utilizes electricity could be made progressively valuable by interfacing it to the 
Internet. Thus, later on, the IoT would be bigger than the (Smart Grid) SG today, and the advanced and keen 
grid (i.e., SG) won't be conceivable without the IoT innovation. By making the IoT innovation as a worldwide 
standard for the communications and the reason for SG, new entryways will be opened for amplifying the 
prospects for future developments [3]. 
The new time of IoT is driving the advancement of ordinary Vehicle Ad hoc Networks (VANET) into the 
Internet of Vehicles (IoV) paradigm. As indicated by ongoing forecasts, 25 billion of "things" will be 
associated with the Internet by 2020 among which vehicles will comprise a critical segment. In VANET, a 
vehicle is predominantly considered as a hub to scatter messages among vehicles. In IoV paradigm, vehicles 
are not only considered as simply like traditional vehicles in VANET [4]. Or maybe vehicles are considered as 
a shrewd gadget/smart device which has enveloped solid data communication framework, dependable 
security concern, and ability of calculation, stockpiling, and figuring out how to foresee clients' expectation. 
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The dynamic portable communication frameworks, for example, vehicle to vehicle (V2V), vehicle to the 
foundation (V2I), and vehicle to human (V2H) empower secure data sharing, discharging, assembling, and 
preparing in IoV because of the inescapable union of these innovations. In light of this paradigm, the vehicles 
can viably direct and manage different vehicles and give secure and solid data administrations. Thus, to 
achieve these tasks, inter-vehicle communication (IVC) is a show of IoV. 
 

 
 

Fig 1: IOT architecture of vehicle Ad Hoc network 
 
Data produced by traffic IoT and gathered on all roads can be introduced to voyagers and different clients. 
Through gathered ongoing traffic information, the framework can perceive current traffic activity, traffic 
stream conditions and can anticipate the future traffic stream. The framework may issue some most recent 
continuous traffic data that helps drivers picking ideal courses [5]. Thus, the framework can correctly 
administrate, screen and control moving vehicles. Developing a wise traffic framework dependent on IoT has 
various advantages such improvement of traffic conditions, decrease the traffic jam and the executive's 
costs, high unwavering quality, traffic wellbeing and freedom of climate conditions. Such traffic IoT must 
incorporate each component of traffic, for example, roads, spans, burrows, traffic signs, vehicles, and even 
drivers [6]. Every one of these things will be associated with the internet for advantageous distinguishing 
proof and the executives through sensor gadgets, for example, RFID gadgets, infrared sensors, worldwide 
situating frameworks, laser scanners, and so on. Traffic IoT gives traffic data accumulation and 
reconciliation, supporting preparing an investigation of all classes of traffic data on roads in a substantial 
region consequently and insightfully. Subsequently, present-day traffic the board is advancing into a clever 
transport framework dependent on IoT. Traffic requires appropriate data about administrations and 
coordinations accessible on the road and in this manner the framework can turn out to be increasingly self-
solid and insightful. With various WSN and Sensor empowered communications, an IoT of information traffic 
will be produced dependent on RFID (radio-recurrence distinguishing proof). This traffic checking 
applications should be ensured to avoid any security assault visit in urban communities [7]. The framework 
utilizes remote sensors to acquire constant traffic data, for example, traffic condition on every road, number 
of vehicles, and normal speed. Usage of remote sensors is much proper because of their low power 
utilization and ease. Here the Traffic viewing, extensible topology association and adaptable asset 
provisioning for reasonable cross-layer asset improvement and course of action. On an overwhelmingly 
stacked switch, addressing and trading all stream-level estimations may even affect the execution of the 
control organize. The traditional traffic checking framework dependent on picture handling innovation has 
numerous impediments. The climate conditions have a genuine effect on this technique [8]. Amid substantial 
downpour and thick haze, the tag isn't unmistakably obvious and subsequently, the picture can't be caught. 
This paper proposes to utilize the IoT, to improve traffic conditions and diminish the traffic weight. The 
point of this paper is to display a structure for ongoing traffic data procurement and checking engineering 
dependent on the IoT using remote communications. The essential normal for the proposed work is to dodge 
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the traffic utilizing IOT. The proposed engineering permits assembling constant traffic information produced 
by tangible units. 
 
II. Literature Review 
Nikhita Reddy Gade,[9] examine the number of gadgets that are associated is expanding step by step. 
Numerous investigations uncover that around 50 billion gadgets would be associated by 2020 
demonstrating that the Internet of things has an extremely huge task to carry out later on to come. The uses 
of IoT are tremendous which incorporate Energy, Healthcare, and Agriculture to give some examples. IoT is 
a rising innovation that works with the combination of numerous other present-day advances. There are 
numerous dangers to nature today among them urbanization is one. The developing needs of the urban 
populace over the world are representing a genuine danger to the earth. We have to act quickly and address 
these issues by creating innovations that provide food the world issues. One such arrangement is to build up 
a smart world. The most significant use of IoT is smart in urban areas. The smart city speaks to a standout 
amongst the most encouraging, significant and troublesome Internet of Things (IoT) applications. Over the 
most recent couple of years, the smart city idea has assumed a significant job in both educational and 
industrial fields, with the advancement and activity of different middleware stages and IoT-based 
frameworks. This paper discusses the job of IoT in creating smart urban areas for a smarter world.   
Muhammad Sohail [10], Today IoT incorporate a large number of internetworks and detecting gadgets e.g., 
vehicular networks, which are viewed as trying because of its fast and network dynamics. The objective of 
future vehicular networks is to improve road wellbeing, advance business or infotainment items and to 
lessen the traffic mishaps. Every one of these applications depends on the data trade among hubs, so solid 
information conveyance as well as the authenticity and validity of the information itself are essential. To 
adapt to the previously mentioned issue, trust the board comes up as a promising possibility to direct hub's 
exchange and interaction the executives, which requires appropriated versatile hubs collaboration for 
accomplishing structure objectives. In this paper, we propose a trust-based directing convention i.e., 3VSR 
(Three-Valued Secure Routing), which broadens the generally utilized AODV (Ad hoc On-request Distance 
Vector) steering convention and utilizes Sensing Logic-based trust model to upgrade the security 
arrangement of VANET (Vehicular Ad-Hoc Network). The current steering convention is generally founded 
on key or mark based plans, which of course expands calculation overhead.   
KaziMasudulAlam [11] investigate the fundamental vision of the Internet of Things (IoT) is to prepare 
genuine physical articles with registering and communication control so they can interact with one another 
for the social great. As one of the key individuals from IoT, Internet of Vehicles (IoV) has seen soak 
advancement in communication innovations. Presently, vehicles can without much of a stretch trade 
security, productivity, infotainment and solace related data with different vehicles and foundations utilizing 
vehicular ad-hoc networks (VANETs). We influence on the cloud-based VANETs topic to propose cyber-
physical engineering for the Social Internet of Vehicles (SIoV). SIoV is a vehicular occasion of the Social 
Internet of Things (IoT), where vehicles are the key social substances in the machine-to-machine vehicular 
informal organizations. We have recognized the social structures of SIoV segments, their connections, and 
the interaction types. We have mapped VANETs parts into IoT-An engineering reference model to offer 
better coordination of SIoV with other IoT areas. We additionally present a communication message 
structure dependent on car ontologies, the SAE J2735 message set, and the ATIS occasions pattern that 
compares to the social chart. At long last, we give the usage subtleties and the exploratory investigation to 
show the viability of the proposed framework just as incorporate diverse application situations for different 
client gatherings.  
Shahid Latif et al [12], investigate the VANETs, vehicles trade information with one another 
straightforwardly or through roadside units (RSUs). Information scattering in VANETs encounters various 
testing issues including broadcast storm, network segments, intermittent availability among vehicles, and 
constrained data transfer capacity. In writing, different information dispersal plans are proposed. 
Nonetheless, the vast majority of these plans are intended for either urban or parkway VANET situations 
and assessed under inadequate or thick traffic conditions. In addition, these plans don't successfully defeat 
the previously mentioned issues all the while. In this paper, we present another information spread 
convention for VANETs, which scatters the crisis messages in various situations under changing traffic 
conditions. Amid thick traffic conditions, DDP4V utilizes the division of transmission locale of a vehicle so as 
to choose the most fitting next sending vehicle (NFV). Likewise, it isolates the transmission locale of a 
vehicle in three particular sections and chooses the vehicle(s) inside the most astounding need portion to 
advance the message to all neighbor vehicles, though it additionally utilizes understood affirmations for 
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ensured message conveyance amid scanty traffic Conditions. Recreation results demonstrate that DDP4V 
convention outflanks the other existing related conventions as far as inclusion, network overhead, impact, 
and start to finish delay. 
A. Rajesh and D. V. Pavansai [13] Internet of Things (IoT) joins the objects of this present reality to the 
virtual world and empowers whenever, anyplace availability for anything that has an ON and OFF switch. It 
comprises an existence where physical articles and living creatures, just as virtual information and 
situations, interact with one another. A substantial measure of information is produced as expansive 
quantities of gadgets are associated with the internet. So this vast measure of information must be 
controlled and changed over to helpful data so as to create proficient frameworks. In this paper, we center 
around to an urban IoT framework that is utilized to fabricate savvy transportation framework (ITS). IoT 
based keen transportation frameworks is intended to help the Smart City vision, which goes for utilizing the 
advanced and ground-breaking communication advances for the administration of the city and the natives. 
 
III. Problem Statement  
In recent years the popularity of private engine vehicles is getting urban traffic increasingly swarmed. As a 
result traffic checking is getting to be one of the significant issues in huge smart-city foundation everywhere 
throughout the world. Various scientists have managed the issue of canny traffic checking and controlling, 
and because of their endeavors, a few unique methodologies have been created. Through gathered 
continuous traffic information, the framework can perceive current traffic task, traffic stream conditions and 
can foresee the future traffic stream. Traffic requires reasonable data about administrations and co-
ordinations accessible on the road and in this way the framework can turn out to be progressively self-
dependable and wise [14]. With various WSN and Sensor empowered communications, an IoT of 
information traffic will be created. This traffic observing applications should be ensured to avoid any 
security assault visit in urban communities however it gives fewer data of the information and traffic 
couldn't be controlled.  
 
IV. Proposed System 
During past few years ongoing communication paradigm - the internet of things - has increased huge 
consideration in academia just as in industry since it speaks to a tremendous open door for cost funds and 
new income age over a wide scope of ventures [15]. The primary explanations for this interest are its 
capacities. IoT can be utilized to make an existence where every single smart object of our regular day to day 
existence are associated with the Internet and interact with one another with the least human contribution 
to achieve a shared objective. The traffic framework database contains information from vehicle sensors, 
climate data from natural sensors, and data on traffic streams. The subsystem forms got data and offer it 
through the interface with different subsystems. It permits following the area of a vehicle quick and exact 
and advancing traffic planning. 
 
a. Sensor Activity in WSN Layer 
There is two action modes for Sensors; (1) Normal mode, (2) IoT mode. The sensors select between the 
communication modes utilizing a tattling convention [16]. The principle though is that as a matter, of course, 
a sensor stays in Normal mode which utilizes most extreme vitality. At the point when there are sufficient 
IoT's in the earth to take the communication load from sensors, sensors change to IoT mode that utilizes 
lesser vitality. The algorithm for exchanging between the two modes is examined in Algorithm 1 Chatter 
Algorithm. Whenever suitable, IoT mode is turned On for quite a while. The time is partitioned into casings 
of 500 ms, and each edge is subdivided into spaces. In each edge, there is an underlying listening opening 
(ILS), in which all sensors keep their beneficiaries on paying little heed to which mode they are in. At the 
point when in IoT mode, there are 10 equivalent spaces for communication  
Algorithm 1 Chatter Algorithm 
sendIoTOccurMsgTo (R,n) = //sends message n to neighbor R 
isIoTRepliesEnough() = //returns True if no. of IoT replies is >= 3, else returns False 
state = //represents the current state of node 
1: procedure CHATTERALGORITHM() //Push method 
2:  while true do 
3:  wait T 
4:  if isIoTRepliesEnough() then 
5:  n.count = -1 
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6:  pushIoTOccurMsg (n) 
7:  end if 
8: end while 
9: end procedure 
10: procedure OnIOTOccurRECEIVE(n) //Push Receiver method 
11:  If m.age< 2 then 
12:  pushIoTExistMessage(n) 
13: end if 
14: end procedure 
15: procedure PUSHIOTOccurMsg(n) 
16: R = //random neighbor 
17: if state == NORMAL then    state = IOT 
18: end if 
19: IoTTimerSet(1min) 
20: n.count ++ 
21 sendIoTExistMessageTo (R,n) 
22: end procedure 
 
When a sensor chooses to turn On IoT mode, it is for 1 minute. It broadcasts IoTOccur (Count = 1) messages 
to different sensors. Each getting sensor that gets utilizing methodology, re-broadcasts message in the wake 
of augmenting age except if the age of the got message is two [17]. In this way, such messages stop after two 
bounces. On the off chance that a Sensor hub does not get such messages, and one and only IoT answer, at 
that point it keeps itself in the Normal mode. The sensor can, in any case, speak with IoTs. Anyway, its 
vitality utilization cannot be maintained a strategic distance from.  
 
b. Traversing of Data Packets 
Basically, information bundles are sent towards the sink utilizing two layered methodologies. Figure 2 
delineates the fundamental arrangement of communication between Sensor hubs and IoT gadgets. After 
revelation and exchange with IoT, Sensor sends the parcel to the IoT gadget. IoT recognizes the receipt of the 
bundle to the sensor with the goal that the sensor does not need to advance the parcel utilizing default 
steering convention [18]. At the point when the IoT device alters the course, it sends the data (information 
bundle) back to the WSN layer, where the getting sensor rehashes the procedure.  
 

 
 

Fig 2: The communication between WSN and IoT 
 
On the off chance that the IT Platform segment in the Sensor is unfit to discover any IoT device that is 
moving towards the Sink, the sensor proceeds the multi-bounce steering utilizing its default directing 
convention in the WSN layer. 
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Algorithm 2: TraversingDataSN 
 
SN.rssi = //received signal pointer value 
SN.distance = //Extreme distance between two points minus IoT’s distance from Sink 
SN.energyLevel = //Remaining Energy of Sensor 
1: procedure TraversingDataSN(SN[]) 
2: for each R 2 SN do //remove SN replies with less than threshold RSSI. 
3: if SN[i].rssi<threshholdRssithen 
4: SN.remove (R) 
5: end if 
6: end for 
7: best = SN[1] 
8: for each p 2 SN do 
9: bestValue = 2 * best.rssi + best.energyLevel + best.distance 
10: RValue = 2 * R.rssi + R.energyLevel + R.distance 
11: if RValue>bestValuethen 
12: best = R 
13: end if 
14: end for                
15: return best 
16: end procedure 
 
At the point when the IoT device alters its course, IT Platform empowers IoT to send information bundle 
back to WSN layer. The framework may issue some most recent continuous traffic data that helps drivers 
picking ideal courses. In this manner, the framework can correctly administrate, screen and control moving 
vehicles [19]. Building an insightful traffic framework dependent on IoT has various advantages such 
improvement of traffic conditions, decrease the traffic jam and the executive’s costs, high unwavering 
quality, traffic wellbeing and autonomy of climate conditions  
 
c. Traffic control Directing using dynamic overlapped 
At the point when an IoT alters its course and leaves from the Sink, it needs to drop information back to the 
WSN layer. To abstain from sending information to sensors while they are resting, IoT device is since it 
getting late synchronization data about when sensors are conscious and ready to tune in to information. At 
the point when information is sent to IoT, outline begins times are likewise shared. This makes IoT mindful 
of the ILS at WSN layer [20]. Accordingly, it broadcasts a drop Hello message to WSN layer sensors thinking 
about this current ILS's time. Sensors answer IoT within a drop Reply message with their area, Rx opening 
and vitality level. In light of RSSI esteem, vitality level and separation from Sink, IoT chooses the best sensor 
utilizing Algorithm 3.  
 
Algorithm 3IsPointingToSink 
Previous M = //previous M position of IoT device 
Previous N = //previous N position of IoT device 
Current M = //current M position of IoT device 
Current N = //current M position of IoT device 
Sink M = // M position of Sink 
Sink N = // N position of Sink 
getDistance(M1,N1, M2,N2) // returns euclidean distance between two points 
1: procedureISDIRECTIONTOSINK(DATA) 
2: current Distance = getDistance(currentM, currentN, sinkM, sinkN) 
3: previous Distance = getDistance(previousM, previousN, sinkM, sinkN) 
4: if current Distance >previousDistancethen 
5: returnValue = True 
6:  else 
7:  returnValue = False 
8:  end if    return returnValue 
9: end procedure 
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The traditional traffic checking framework dependent on picture preparing innovation has numerous 
confinements. One of them is the effect of the climate. In the event of thick residue, overwhelming 
precipitation, and so forth., the tag can't be seen obviously, so its picture can't be caught. The entire traffic 
IoT network is apportioned into dynamic overlapped algorithm, and a Simulation processor is mapped to 
each area. 
 
Algorithm 4: DynamicOverlappedIOT(IOTS[]) 
iots[] = //array of IoT objects 
iot.rssi = //established signal pointer value 
iot.distance = //Extreme distance among two points minus distance of IoT from Sink 
iot.speed = //Extreme permitted speed in which message is possible minus speed of IoT 
1: procedure DynamicOverlappedIOT (IOTS[]) 
2: for each p 2 iotsdo //remove iot responses with less than threshold RSSI. 
3: if p.rssi<thresholdRssithen 
4: iots.remove (p) 
5: end if 
6: end for 
7: best = iots[1] 
8: for each p 2 iotsdo 
9: bestValue = 2 * best.rssi + best.speed + best.distance 
10: pValue = 2 * p.rssi + p.speed + p.distance 
11: if pValue>bestValuethen 
12: best = p 
13: end if 
14: end for return best 
15: end procedure 
 
IoT device that is moving towards the Sink, the sensor proceeds the multi-bounce directing utilizing its 
default steering convention in the WSN layer. At the point when the IoT device alters its course, IT Platform 
empowers IoT to send information bundle back to WSN layer. Algorithm 3 demonstrates the 
IsPointingToSink algorithm in the stage for the IoT device. Appropriately, it isolates the transmission district 
of a vehicle in three particular portions and chooses the vehicle(s) inside the most noteworthy need 
fragment to advance the message to all neighbour vehicles, while it additionally utilizes certain affirmations 
for ensured message conveyance amid inadequate traffic Conditions. Transmits/gets diverse sorts of data 
to/from different articles the Internet; interprets the information originating from different items (Sensors, 
clients), and gives a bound together with a perspective on the unique circumstance; speaks with different 
specialists in the network to achieve a particular errand. All messages sent from this specialist will be 
exchanged to the traffic the executives framework and discuss legitimately with a static operator of the 
planned utilization of the traffic the executive's framework referenced previously. Vehicles moving far from 
source vehicle will take an interest in information scattering process amid meager traffic conditions to 
manage network parcel.  
 
V. Experimental Result  
To evaluate the proposed methodology, we utilized NS2. IoT devices are not a piece of WSN, rather they are 
outside to the WSN, and WSN entrepreneurially utilizes them to course its information. Sensor hubs energy 
utilization is diminished just about four folds. WSN Only methods no IoT's are engaged with steering 
information to Sink. With-IoTs implies there are IoTs accessible that move around in WSN condition.  
Energy consumed: Average energy consumed by all sensors is delineated utilizing this measurement. The 
test system estimates energy utilization by considering the measure of time sensor radio has been in getting 
or exchange mode 
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Fig 3 : Energy Consumption 
 
We designed an analysis to comprehend the impact of utilizing IoT devices. In this reproduction, we kept the 
network fixed and added IoT devices in the earth. The outcomes have appeared in Figure 3, where less 
energy is overcome with more IoT devices.   
 

 
 

Fig 4: Traffic Control 
 
The controlled number of excess retransmissions diminishes the parcel impacts as vehicles don't require 
seeking to get to the channel. 
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Fig 5: Data Packets Send 
 
Simulation enables us to watch the properties, qualities, and practices of the traffic framework. In view of 
point by point ongoing information gathered from the circulated working simulation, the IoT traffic 
framework can give precise data important to close continuous traffic choices.  
 
VI CONCLUSION 
In this view, the traffic the board framework on the road not as an individual issue, however as a worldwide 
issue which should be acknowledged in a circumspect way. This paper proposed a dynamic overlapped 
technique to maintain a strategic distance from traffic. The entire traffic IoT network is partitioned into 
dynamic overlapped technique, and a reproduction processor is mapped to every vehicle. In any case, the 
proposed framework dependent on the IoT comprises of a substantial number of RFIDs and sensors that 
transmit information remotely. This calls for improved traffic control and security to ensure such monstrous 
measures of information and protection of clients. In future IoT requires alteration of network availability 
models and readiness for huge increment in the measure of ongoing data. To accomplish that, interaction 
communication models must be updated to incorporate machine to machine and individuals to machine 
communications. 
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ABSTRACT: In this paper, we present our preliminary experiments on customer reviews on restaurantdata. This 
experiment is designed to extract sentiment based on reviews that exist in restaurant data. It identify the 
sentiment that refers to the customer reviews using Natural Language Processing techniques. To classify 
sentiment, our experiment consists of five main steps, tokenization, Stemming, Stopwords, wordcloud and 
evaluation of performance by using ROC curve. The experiment utilizes wordcloud to identify positive and 
negative customer reviews on restaurant dataset. Experimental results shows that the Naïve Bayes algorithm 
gives better accuracy and performance as compare to Random Forest algorithm. 
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1. Introduction 
Today, a huge amount of information is available in online documents such as web pages, newsgroup 
postings, and on-line news databases. Among these types of information available, one useful type is the 
sentiment, or opinion people express towards a subject. (A subject is either a topic of interest or a feature of 
the topic.)[1]. For example, knowing the reputation of their own or their competitor’s restaurant/hotels is 
valuable for development, marketing and customer relationship management. Traditionally, companies 
conduct consumer surveys for this purpose. 
In the proposal we have focused more on how to improve the words extraction from the given customer 
reviews. The trained training sets can easily filter the attributes as per the user requirements. From Natural 
Language Processing we can easily pre-process all the words from the given sentences [2]. By using 
Bayesian algorithm we can easily classify the positive or negative reviews of customers. 
 
II. Background 
Here we are using NLP method to process the customer reviews of restaurant data and we are applying 
Naïve bayes algorithm and Random Forest Algorithm for finding Accuracy. By using ROC method we can 
summarize overall result of trained model. 
 
A. NLP 
Natural language processing is a method of train the computer in such a way that it has to analyze, recognize 
and understand the human language. NLP can be used for speech recognition, understanding customer 
reviews, news classification etc. 
 
NLP processing has following steps. 
1. Tokenization: It is a method of breaking the paragraphs into small chunks or words.Sentence tokenizer 
breaks the paragraphs into sentences. 
Word tokenizer breaks the paragraphs into words. 
2. Stop words: It can be considered as noise in the text. E.g. Such as is, as, was, for, this, that etc. 
IN NLTK for removing stop words, we need create a list of stop words and filter out your list of tokens from 
these words. 
3. Stemming: Only keeping root of an word. Ex: From the words like connected, connecting, connection 
isreduced to common word like connect. 
4. Parts of Speech tagging (POS): Is used to identify grammatical group of words. POS is used to identifynoun, 
pronoun, adverb, and verb etc., based on context. POS is used to identify the relationship with in the 
sentences and assign the tags to corresponding words. 
5. Word cloud: Word Cloud is a Data visualization technique used mainly for text representation where size 
of each word represent a frequency or importance of an each word. Word clouds are mainly used for 
analyzing data from social networks, customer reviews, complaints of a customer’s etc. 
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6. Count Vectorization: In this method it converts allthe text into 0’s and 1’s and that will represented 
asmatrix. Matrix contains count of each word or token. 
 
Once NLP processing is over next step will be split dataset into 70% of training dataset and 30% of testing 
dataset. First train the model with training dataset and then test the dataset with testing dataset in order to 
identify the model accuracy. 
 
III. Implementation 
1. Naïve Bayes Algorithm 
Bayes theorem provides a way to calculate probability P(B/A) from P(A),P(B) and P(A/B). 
 
P (B/A) = P (A/B) P (A)/P (B) 
 
• P(B|A) is the posterior probability of class (B, target) given predictor (A, attributes). 
• P(A) is the prior probability of class. 
• P(A|B) is the likelihood which is the probability of predictor given class. 
• P(B) is the prior probability of predictor. 
 
2. Random Forest Algorithm: 
Random Forest is a supervised learning algorithm. 
 

 
 
Random Forest has nearly the same hyper parameters as a decision tree or a bagging classifier. Random 
Forest adds additional randomness to the model, while growing the trees. Instead of searching for the most 
important feature while splitting a node, it searches for the best feature among a random subset of features. 
This results in a wide diversity that generally results in a better model. 
 
The goal of Random Forest algorithm is to builds multiple decision trees and combine them together to get a 
more accurate and stable prediction using Python packages: pandas, NumPy, scikit-learn, Seaborn and 
Matplotlib 
1. Pandas: Pandas is used to working with “relational” or “labeled” data both easy and intuitive. The main 
goal is to be the fundamental high-level building block for doing practical, real world data analysis in Python. 
2. Numpy: NumPy is used for N-dimensional array object and sophisticated (broadcasting) functions. 
3. Scikit-learn: Scikit-learn provide K-Mean algorithms via a consistent interface in Python. 
4. Seaborn: Seaborn is use for data visualization and a high-level interface for drawing attractive and 
informative statistical graphics. 
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5. Matplotlib: Matplotlib is used for 2D plotting library which produces publication quality figures in a 
variety of hardcopy formats and interactive environments across platforms. 
 
IV System Design 
Step 1, Input: To collect the input from the different websites through crawler or manually do it at initial 
Stage. 
Step 2, Parser Module: A natural language parser works out the grammatical structure of sentences, for 
instance, words which are grouped together are "phrases" and the Stanford parser identifies words as 
subjects or objects of a verb [3], [4]. 
Step 3, Tagger module: We use Part Of Speech (POS) tagger to assign POS tags to words in a sentence (such 
as: tags for nouns, verbs, and adjective).[5] 
Step 4, Apply Domain Ontology: In this step we present some modules indicating how to separate the 
sentences, then how to extract the nouns and respective Verbs, Adverbs and Adjectives. 
 

 
 
V Results 
In every model, the accuracy and the cost analysis plays an important role in the acceptance of that model 
for the application. The result of Restaurant data set is being displayed using confusion matrix and ROC 
curve. 
 
1. Confusion Matrix: 
It is used for summarizing the result. 
True Positives (TP): In this case predicted is also yes and actual also yes.Ex: There will be fire and predicted 
also is fire. 
True negatives (TN): In this case predicted is also no and actual also no.Ex: there will be no fire and 
predicted as also no fire. 
False Positives (FP): In this case actual is no but predicted as yes.Ex. There will be no fire but predicted as 
Fire 
False negatives (FN): In this case actual is yes but predicted as no.Ex: There will be fire but predicted as no 
fire. 
 
 
Confusion Matrix for Naïve Bayes  Confusion matrix for Random Forest 


	index 16.pdf (p.1-14)

