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ABSTRACT: Text-mining (TM) refers generally to the practice of extracting attractive and non-trivial information 
and facts from unstructured text. TM includes several computer science (CS) regulations with a strong direction 
towards artificial intelligence (AI) in general, including but not limited to pattern recognition (PR), neural networks 
(NN), natural language processing (NLP), information retrieval (IR) and machine learning (ML). A significant 
variation with search is that search requires a user to identify what he or she is looking for while TM attempts to 
realize information in a model that is not known earlier.TM is mainly motivating in domains where users have to 
invent new information. This is the case, for e.g., in criminal enquiries and legal findings. Such examinations require 
100% evoke, i.e., users can not meet the expense of missing relevant data. In distinction, a user searching the internet 
for background information using a benchmark search engine (SE) simply requires any data as long as it is reliable. A 
different technique is to combine standard significance ranking with adaptive filtering (AF) and interactive 
visualization (IV) that is based on characteristics that have been mined earlier. 
 

  Keywords: Artificial intelligence, Neural networks, Machine learning, Interactive Visualization, Search Engine, 
Adaptive Filtering, Text Mining. 

 
 
I. Introduction  
Within the area of expertise of TM, now and then 
called text analytics, several attractive 
technologies such as computers, IT, PR, statistics, 
advanced mathematical techniques, AI, 
visualization, and IR. The information bang of 
modern times will persist at the same rate [1, 2]. 
TM techniques play a crucial role in the upcoming 
years in this lifelong process. Due to continuing 
globalization there is also much interest in multi-
language text mining (MLTM) TM: the attaining of 
insights in ML collections. MLTM is much more 
difficult that it appears as in addition to 
differences in words and character sets, TM makes 
concentrated use of data as well as the linguistic 
properties of a language. There are many essential 
hypotheses about capitalization and tokenization 
that would not work for other languages. When 
TM methods are used on non-English data 
collections supplementary challenges have to be 
concentrated [4, 5]. 
TM is about investigating unstructured 
information and extracting relevant patterns or 
models and uniqueness. Using these models and 
characteristics better search results and deeper 
data analysis is possible; giving quick IR otherwise 
it would remain hidden. The field of data mining 
(DM) is better known than that of TM. A good e.g., 
of DM is the analyzing of operational details 
contained in relational databases, such as debit 
card transactions or credit card payments. To such 

operational diverse supplementary information 
can be provided: date,  location, age of card holder, 
salary, etc. With support of this information 
patterns of behavior can be determined However, 
95% of all information is unstructured 
information, and both the proportion and the total 
amount of unstructured information raise daily. 
Only a small amount of information is stored in a 
structured format in a relational database. The 
greater part of information that users work on 
every day is in the form of text documents (TD), E-
Mails/ multimedia files (speech, video and 
photos). Searching analysis using database (DB) or 
DM methods of this information is not possible, as 
these procedures work only on structured 
information (SI). It is easier to manage, share, 
search, organize, and to generate reports so on, for 
computers as well as users, therefore the wish is to 
give structure to unstructured information. This 
allows computers and public to better manage the 
data, and allow known procedures and methods to 
be used. 
TM, using manual procedures, was use first during 
the 1980s. It hastily became obvious that these 
manual procedures were labor demanding and 
therefore costly [6].It also cost too much time to 
manually process the already-growing amount of 
information. Over time there was growing success 
in creating applications to mechanically process 
the data, and in the previous ten years much 
development has seen. 
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Currently the study of TM worries the growth of 
various mathematical, statistical, and methods 
which allow mechanical analysis of unstructured 
information as well as the extraction of high 
quality and appropriate data, and to make the text 
as a whole better searchable. High excellence 
refers here, irrelevance and the obtaining of new 
and interesting approaches. A TD contains 
characters that jointly form words, which can be 
pooled to structure phrases. They are all syntactic 
assets or properties that collectively symbolize 
defined categories, concepts, meanings. TM must 
distinguish, extract and use all this information. 
Using TM, instead of searching for words, we can 
search for linguistic (scientific study of language) 
word patterns and this is therefore searching at a 
higher level. 
 

II. Searching Unstructured Informtation 
What turns out exactly when somebody uses a 
computer program to search unstructured text? 
Computers are digital apparatus with limited 
capabilities. Computers manage best with figures, 
especially complete (whole) numbers, also known 
as integers, if it has to be really fast. Public are 
analogue, and individual language is also analogue, 
full of irregularity, obstruction, errors and 
exceptions. If public search for something then 
they often think in concepts and semantics, all 
regions in which a machine can’t straightly 
transact with. For machines to be able to make a 
computationally proficient search in a huge 
amount of text, the difficulty needs first to be 
transformed to a numerical problem that a 
computer can associate with. This directs to very 
large storages containing many numbers in which 
numbers characterizing search terms are 
compared with numbers characterizing 
information and documents. This is the basic 
standard that our field concerns itself with: 
translation of information that users can work 
with into information that a computer can work 
with, and then convert the result back into a form 
that public can understand. 
This expertise exists ever since 1960’s. One of the 
initial experts working in this field was Gerard 
Salton who was an expert in earlier days; both 
jointly with other experts complete one of the 
initial texts SE. Each incident of a word in the text 
was entered in a keyword index. Searching was 
then done in the index, analogous to the index at 
the back of a book but with many more words and 
much earlier.. With procedures such as B-trees and 
hashing, it was probable to speedily and 
proficiently make a list from all documents 

containing a word or a Boolean combination of 
words [7]. 
Documents and search terms were transformed to 
vectors and contrasted using the cosine distance 
among them: how lesser the cosine distance, how 
additional the search term and the document 
communicated. This was an efficient technique to 
decide the relevance of a document from the 
search expression.This was called the vector space 
model, and is still used today by some applications. 
Later on, a variety of other techniques used for 
searching and particular, to the combination of the 
relevance. 
There are many search procedures with good-
sounding names such as: directed and non-
directed proximity, fuzzy, wildcards, semantically, 
taxonomies, conceptual, etc. Examples of normally 
known relevance defining procedures are: term-
based frequency ranking (TBFR), the page-rank 
algorithm (PRA), and probabilistic ranking (PR). 
Because these days there is so much information 
digitally available and because it is now often 
crucial to directly react on present activities, new 
procedures are necessary to keep up with the 
continuously rising amount of unstructured 
information. In addition, people will have different 
causes for searching large amount of data and 
different goals to find, and those distinctions 
require an alternative advances. 
 

III. Searching and Finding 
Fraud researchers or public prosecutors don’t only 
want the best documents; they want all probable 
appropriate documents. In addition, in an internet 
SE everyone does their best to get to the top of the 
results list; search engine optimization has in itself 
become a skill. This is done by using synonyms 
and code names, and relatively often these are 
common words that are used so often that a search 
cannot be done without returning millions of 
knocks (hits). TM can offer a solution to find the 
appropriate information. 
Fraud researchers also have another frequent 
difficulty: at the beginning of the analysis they do 
not know accurately what they must search for. 
They do not know the code names or synonyms, or 
they do not exactly know which companies, 
account numbers, persons, or amounts must be 
searched for. Using TM it is likely to recognize all 
these types of properties from their linguistic role, 
and then to categorize them in a structured 
manner to present them to the user. It then 
becomes very simple to investigate the found 
companies further. 
Sometimes the difficulties facing by a researcher 
go a little deeper: they are searching without really 
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knowing what they are searching for. TM can be 
used to discover the words and subjects important 
for the examination; the computer searches for 
specified patterns in the text: “who paid to whom”, 
“who talked to whom”, etc. These types of patterns 
can be predictable using language technology and 
TM, and extracted from the text and presented to 
the researcher, who can then quickly decide the 
legal transactions from the suspect ones. 
An example: If the HDFC bank transfers money to 
the AXIS then that is a normal transaction. But if 
“Norman” transfers money to Kumaran 
Enterprises Inc. then that may be doubtful. TM can 
recognize these natures of patterns, and further 
searches can be made on the words in those 
patterns using normal search procedures to 
further recognize and examine details. The 
obtaining of new insights is also called fortune. TM 
can be custom-made very efficiently to obtain new 
but often vital insights necessary to progress in an 
examination. 
Therefore, the TM helps in the search for data by 
using models for which the values of the elements 
are not exactly known earlier. This is analogous 
with mathematical functions in which the 
variables and the statistical distribution of the 
variables are not always known. Here the heart of 
the difficulty can be seen as a conversion problem 
from human language to mathematics. The better 
the mathematical conversion, the better excellence 
of the TM will be. 
 

IV. INFORMATION VISUALIZATION 
TM is often stated as information visualisation 
(IV). This is because visualisation is one of the 
practical possibilities after unstructured 
information has been structured. To be able to 
make these sorts of visualizations the features 
must be structured or planned, and that is 
accurately the area in which TM expertise can 
help: by structuring unstructured information it is 
possible to visualise the data and more rapidly 
obtain new insights [8] 
Washington, The Pacific Northwest, July 16th, 
2001 - ZyLAB, the developer of document imaging 
and full-text retrieval software, has donated a 
PACS system to the government of U.S [3]. "We 
have been working closely with the World Health 
Organization, US International for the last 4 years 
now," said, CEO of ZyLAB Technologies. “The USA 
government faced hard job with the ZyLAB system 
will be of tremendous assistance to them. 
Unfortunately, the U.S has scarce resources to 
procure advanced imaging and archiving systems 
to help them in this job, full operational PAC 
system was donated to them." 

An example is the following text: 
In that text, the following entities and attributes 
can be found in the Table – 1: 

Table – 1: Entities and Attributes of Above Text 
Places Washington 

Countries The Pacific Northwest, U.S 

Persons  Gerald Gahima, David 

Function 
titles 

CEO 

Data July 16th, 2001 

Organisations Government of U.S, WHO, 
Criminal Justice Source Center,  
American-Canadian (AC) 
helper group 

Companies ZyLAB, ZyLAB Technologies 
BV 

Products PACS 
 

Let’s assume that there are various documents 
containing this type of automatically found 
structured properties; then the documents could 
not only be presented in tabular form, but also for 
e.g., in a tree structure in which the document 
could be structured on occurrences per land and 
then on occurrences per administration. The 
principle can also be used to dynamically imagine 
a tree structure, which would then appear as 
shown in the Fig – 1. 
With the assist from these kinds of visualization 
methods it is possible to gain a quicker and better 
insight into difficult data collections, particularly if 
it involves large groups of unstructured 
information that can be mechanically structured 
using DM. 
With the assist from these kinds of visualization 
methods it is possible to gain a quicker and better 
insight into difficult data collections, particularly if 
it involves large groups of unstructured 
information that can be mechanically structured 
using DM 
 

 
Fig 1: Hyperbolic Tree visualisation of a tree 

structure 
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Fig 2: E-mail visualisation using a Hyperbolic Tree 
 
Advantages of Structured and Analysed Data 
In addition to the visualization, various other 
search extensions are possible when the data has 
been structured and has Meta details. 
Here is a concise list: 
Details are easier to organize in folders. It is easier 
to filter data  on specified Meta details, when 
searching Details can be contrasted, and linked 
using the Meta details. It is probable to sort, group 
and prioritize the documents using any of the 
attributes. Particulars can be grouped using the 
Meta elements.With the assist of Meta details 
duplicates and almost-duplicates can be sensed. 
These can then be deleted. Categorizations can be 
copied from the Meta elements. It is feasible to 
search the Meta details from already found 
documents. Statistical reports can be made on the 
basis of the Meta details. 
 

V. Conclusion 
Although changes in the authorized world are 
always evolutions, there is definitely a probable 
function for TM in Electronic-Discovery and 
Electronic-Disclosure. Data sets are just reaching 
large and must be re-examined serially. Groups 
need to be pre-examined and pre-documented. Re-
examinations can be implemented more efficiently 
and goals can be made easier. The challenge will 
be to encourage courts of the rightness of these 
new tools. Therefore, a hybrid advance is 
recommended where computers make the initial 
selection and classification of documents and 
research directions and human reviewers and 
researchers implement quality control and valuate 
the survey suggestions. By doing so, computers 
can focus on recall and human being can focus on 
accuracy. There are many other applications 
where this approach has led to both more 

competence but also to acceptance of the 
technology by the public. 
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ABSTRACT: The problem of detecting clusters of points in data is challenging when the clusters are of different size, 
density and shape. Many of these issues become even more significant when the data is of very high dimensionality 
and when it includes noise and outliers. Clusters are identified by looking at the density of points. This paper gives an 
overview on various density based cluster algorithms –DBSCAN, OPTICS, and DENCLUE. These algorithms are 
particularly suited to deal with large datasets, with noise, and are able to identify clusters with different sizes and 
shapes. In machine learning and data analytics clustering methods are useful tools that help us visualize and 
understand data better. 
 

  Keywords: Density,Clustering,Minpoints,DBSCAN,OPTICS,DENCLUE 

 
 
1. Introduction 
DBSCAN is a density based clustering algorithm, it 
is focused on finding neighbors by density 
(MinPts) on an ‘n-dimensional sphere’ with radius 
ɛ. A cluster can be defined as the maximal set of 
‘density connected points’ in the feature space.[1] 
DBSCAN algorithm is that, for each point of a 
cluster, the neighborhood of a given radius has to 
contain at least a minimum number of points, that 
is, the density in the neighborhood has to exceed 
some predefined threshold.[2] This algorithm 
needs three input parameters:  
- k, the neighbour list size 
- Eps, the radius that delimitate the neighborhood 
area of a point (Epsneighbourhood) 
- MinPts, the minimum number of points that 
must exist in the Eps-neighbourhood.  
1.1 Parameter estimation 
The parameter estimation is a problem for every 
data mining task. To choose good parameters we 
need to understand how they are used and have at 
least a basic previous knowledge about the data set 
that will be used.[3] 
eps: if the eps value chosen is too small, a large 
part of the data will not be clustered. It will be 
considered outliers because don’t satisfy the 
number of points to create a dense region. The eps 
should be chosen based on the distance of the 
dataset (we can use a k-distance graph to find it), 
but in general small eps values are preferable. 
minPoints: As a general rule, a minimum 
minPoints can be derived from a number of 
dimensions (D) in the data set, as minPoints ≥ D + 
1. Larger values are usually better for data sets 
with noise and will form more significant clusters. 

The minimum value for the minPoints must be 3, 
but the larger the data set, the larger the minPoints 
value that should be chosen. 
To clusters a dataset, our DBSCAN implementation 
starts by identifying the k nearest neighbors of 
each point and identify the farthest k nearest 
neighbor (in terms of Euclidean distance) . [4] The 
average of all this distance is then calculated. After 
that, for each point of the dataset the algorithm 
identifies the directly density-reachable points 
and classifies the points into core or border 
points. 
The clustering process is based on the 
classification of the points in the dataset as core 
points, border points and noise points, and on the 
use of density relations between points to form 
the clusters.[5] 

 
Fig.1 Diagram Representation of classification 

points 
A point is a core point show in figure.1 if it has 
more than a specified number of points (MinPts) 
within Eps—these are points that are at the 
interior of a cluster. 
A border point has fewer than MinPts within Eps, 
but is in the neighborhood of a core point. 
A noise point is any point that is neither a core 
point nor a border point  
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Example: 

 
 

Original dataPoint types: core, border and 
Outliers 
Fig.2 Representation of classification points  
Density-basedclusteringAlgorithmsmainly 
include threetechniques: 

- DBSCAN which grows clusters according 
to a density-based connectivity analysis. 

- OPTICS extends DBSCAN to produce a 
cluster ordering obtained from a wide 
range of parametersettings. 

- DENCLUE Clusters objects based on a set 
of density distributionfunctions.[7] 

 

2. Density Based Clusters 
Clusters may be looked at as dense regions in 
thedata space; where clusters are separated by a 
sparseregion containing “relatively few” data. 
Given thisassumption, a cluster can either be of 
“regular” or“arbitrary” shape.Density based 
clustering is todetect clusters of non-spherical or 
arbitrary shapes. 
Some of the common density based 
clusteringtechniques are DBSCAN, OPTICS, 
VDBSCAN,DVBSCAN, DBCLASD, ST-DBSCAN 
andDENCLUE. One of the earliest density based 
clusteringmethods isDensity-Based Spatial 
Clustering of Applications with Noise 
(DBSCAN).[8] 
DBSCAN discovers high density regions inspatial 
databases with noise and creates clusters out 
ofthem.It uses the concept of density 
reachability and density connectivity.  
Density Reachability - A point "p" is said to be 
density reachable from a point "q" if point "p" is 
within ε distance from point "q" and "q" has 
sufficient number of points in its neighbors who 
are within distance ε. 
Density Connectivity - A point "p" and "q" are 
said to be density connected if there exist a point 
"r" which has sufficient number of points in its 
neighbors and both the points "p" and "q" are 
within the ε distance. This is chaining process. So, 
if "q" is neighbor of "r", "r" is neighbor of "s", "s" is 
neighbor of "t" which in turn is neighbor of "p" 
implies that "q" is neighbor of "p". 

Density reachability 
Directlydensity-reachableAn object q as shown in 
figure.3 is directly density-reachable 
fromobjectqifqiswithintheε-neighborhoodof p and 
p is a coreobject.[9] 
qis directly density-reachable from p 
pis not directly density-reachable from q 
 

 

 
MinPts = 4 

Fig.3 Directly density-reachable 
 

Density-Reachable (directly andindirectly): 
Density-Reachable: An object pas shown in 
figure.4 is density-reachable from q w.r.t  εand 
MinPts if there is a chain of objects p1,…,pn, with 
p1=q, pn=p such that pi+1 is directly 
density-reachable from piw.r.tε and MinPts for 
all1<= i <= n 
A point p is directly density-reachable fromp

2
 

p
2

is directly density-reachable fromp
1

 

p
1

is directly density-reachable fromq 

pp
2 

 p
1 

q form achain 

pis (indirectly)density-reachable fromq 
qis not density-reachable fromp 

 
Fig.4 Representation of Density-Reachability 

 

3. DBSCAN ALGORITHM: 
 Select a point p. 
 Retrieve all points density-reachable 
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frompwith respect to ε and MinPts. 
 If p is a core point, a cluster isformed. 
 If p is a border point, no points are density-
reachable from p and it visits the next point of 
thedatabase. 
 Continuetheprocessuntilallthepoi
ntshave beenprocessed.[10] 

Advantages of DBSCAN 
Clusters of arbitrary shape can be detected 
No prior knowledge about the number of clusters 
isrequired 
There is a notion of noise (objects not belonging to 
any cluster) 
Only two (2) input parameters (ε – radius 
andMinPts– minimum number of points) and is 
mostly insensitive to the ordering of the pointsin 
the database 
Disadvantages of DBSCAN 
Proper determination of the initial values of the 
parameters ε and MinPtsis difficult 
For n data objects, without any specialstructure or 
spatial indexing, the computational 
complexity is O(n2); with spatial indexing it isO(n 
log n).[11] 
 

4. OPTICS 
While the partitioning density-based clustering 
algorithmDBSCANcanonlyidentifya―flatclustering, 
the newer algorithm OPTICS computes an 
ordering of the points augmented by additional 
information, i.e. the reachabilitydistance, 
representing the intrinsic hierarchical (nested) 
cluster structure.[11] 
Core-distance:Letpbeanobjectfrom 
adatabaseDB,letNε(p)betheε-neighborhoodofp, 
let MinPts be a natural number and let MinPts-
dist(p) be the distance of p to its MinPts-the 
neighbor. Then, the core-distance of p, denoted as 
core-distε,MinPts(p)isdefinedasMinPts-
ist(p)if|Nε(p) |≥ MinPts and INFINITY otherwise.  
Reachability-distance:Let p and o be objects 
from a database DB, let Nε(o) be the ε-
neighborhood of o, let dist(o, p) be the distance 
betweenoandp,andletMinPtsbeanaturalnumber. 
Then the reachabilitydistanceof p w.r.t. o as 
shown infig.5,denotedasreachability-
distε,MinPts(p,o), is defined as max(core-distε, 
MinPts(o), dist(o,p)).[13] 
TheOPTICSalgorithmcreatesanorderingofa 
database, along with a reachability-value for each 
object. Its main data structure is a seedlist, 
containing tuples of points and reachability-
distances. The seedlist isorganized ascending 
reachability-distances. Initiallythe seedlist is 
empty and all points are marked as not-done.[12] 
Advantages 

•It solves the problem of finding good clusters if 
data has changeable density 
• It outcomes the objects in a particular ordering. 
Disadvantages 
• It expects some kind of density decline to find 
cluster borders. 
• It is less sensitive to erroneous data. 
 

5. DENCLUE (Density based clustering) Main 
concepts are used here i.e. influence and density 
functions. Influence of each data point can be 
modeled as mathematical function and resulting 
function is called Influence Function. Influence 
function describes the impact of data point within 
its neighborhood. Second factor is Density 
function which is sum of influence of all data 
points. According to DENCLUE two types of 
clusters are defined i.e. Centre defined and multi 
Centre defined clusters.[13]. 
In Centre defined cluster a density attractor. The 
influence function of a data objects y Є F is a 
function. Which is defined in terms of a basic 
influence function F, F (x) =- F (x, y). The density 
function is defined as the sum of the influence 
functions of all data points. DENCLUE also 
generalizes other clustering methods such as 
Density based clustering; partition based 
clustering, hierarchical clustering. 
In density based clustering DBSCAN is the 
example and square wave influence function is 
used and multicenter defined clusters are here 
which uses two parameter σ = Eps, ξ = MinPts. In 
partition based clustering example of k-
meansclustering is taken where Gaussian 
Influence function is discussed. Here in center 
defined clusters ξ=0 is taken and σ is determined. 
In hierarchical clustering center defined clusters 
hierarchy is formed for different value of σ. 
5.1 Algorithm 

 Take Data set in Grid whose each side is 
of 2σ 

 Find highly densed cells i.e. Find out the 
mean of highly populated cells If 
d(mean(cl ), mean(c2 )) < 4a then two 
cubes are connected. 

 Now highly populated or cubes that are 
connected to highly populated cells will 
be considered in determining clusters. 

 Find Density Attractors using a Hill 
Climbing procedure. 

 Randomly pick point r. Compute Local 4 
σ density Pick another point (r+1) close 
to previous computed density. If den(r )< 
den(r+1) climb. 

 Put points within ( σ /2) of path into 
cluster. 
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 Connect the density attractor based 
cluster.[14] 

 
Fig.5Core-distance (o),reachability-distances 

r(p1,o), r(p2,o) for MinPts=4 
 

Advantages: 
 It detects erroneous data very well.  
 It allows a brief description of non-

spherical shaped clusters in high-
dimensional data sets.  

  Its processing is much faster than 
DBSCAN. 

Disadvantages  
• It needs many constants. 
 • It is less sensitive to outliers 

Table.1 Comparison of Density-Based 
Clustering Methods[15] 

Name Noi
se 

Vari
ed 
 
Dens
ity 

PrimaryI
nput  
Required 

Comple
xity 

Data  
Type 

Cluste
r 
 Type 

Data 
 Set 

DBSC
AN 

 
Yes 

 
No 

Clusterra
dius, 
 
Minimum 
 no.of 
Objects 

 
O(nlogn
) 

 
Numer
ical 

 
arbitr
ary 

 
High- 
Dimensi
onal 

 
OPTIC
S 

 
Yes 

 
Yes 

 
Density  
Threshol
d 

 
O(nlogn
) 

 
Numer
ical 

 
arbitr
ary 

 
High- 
Dimensi
onal 

DENC
LUE 

 
Yes 

 
Yes 

 
Radius 

 

O( ) 

 
Numer
ical 

 
arbitr
ary 

 
High- 
Dimensi
onal 

 

5. Conclusion 
Clustering algorithms are attractive for the task of 
class identificationinspatialdatabases.In this paper, 
several densities based clustering algorithms 
proposed for clustering have been discussed with 
its advantages and disadvantages. And also it gives 
a comparative analysis of three density-based 
clustering algorithms i.e. DBSCAN, OPTICS and 
DENCLUE. 
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ABSTRACT: Advances in the field of Computer science and Technology also make Information Security an inseparable 
part of it. In order to deal with security, Authentication plays an important role. This paper presents a review on the 
biometric authentication techniques and some future possibilities in this field. In biometrics, a human being needs to 
be identified based on some characteristic physiological parameters. A wide variety of systems require reliable 
personal recognition schemes to either confirm or determine the identity of an individual requesting their services. 
The purpose of such schemes is to ensure that the rendered services are accessed only by a legitimate user, and not 
anyone else. By using biometrics, it is possible to confirm or establish an individual’s identity. The position of 
biometrics in the current field of Security has been depicted in this work. We have also outlined opinions about the 
usability of biometric authentication systems, comparison between different techniques and their advantages and 
disadvantages in this paper. 
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1. Introduction 
Computer systems and networks are now used in 
almost all technical, industrial, and business 
applications. The dependence of people on 
computers has increased tremendously in recent 
years and many businesses rely heavily on the 
effective operations of their computer systems 
and networks. The total number of computer 
systems installed in most organizations has been 
increasing at a phenomenal rate. Corporations 
store sensitive information on manufacturing 
process, marketing, credit records, driving 
records, income tax, classified military data, and 
the like. There are many other examples of 
sensitive information that if accessed by 
unauthorized users, may entail loss of money or 
releasing confidential information to unwanted 
parties [1- 9]. 
Many incidents of computer security problems 
have been reported in the popular media [1]. 
Among these is the recent incident at Rice 
University where intruders were able to gain high 
level of access to the university computer systems 
which forced the administration to shut down the 
campus computer network and cut its link with 
the Internet for one  week in order to resolve the 
problem. Other institutions such as Bard College 
of the University of Texas Health Science centre 
reported similar  
breaches. Parker [10] reported that one basic 
problem with computer security is that the pace of  
the technology of data processing equipment has 

outstripped capability to protect the data and 
information from intentional misdeeds. Attacks on 
computer systems and networks can be divided 
into active and passive attacks [11-12]. 
1. Active attacks: These attacks involve altering of 
data stream or the creation of a fraudulent stream. 
They can be divided into four subclasses: 
masquerade, replay, modification of messages, 
and denial of service. A masquerade occurs when 
one entity fakes to be a different entity. For 
example, authentication sequence can be collected 
and replayed after a valid authentication sequence 
has taken place. Replay involves the passive 
capture of data unit and its subsequent 
retransmission to construct an unapproved 
access. Modification of messages simply means 
that some portion of a genuine message is 
changed, or that messages are delayed or 
recorded, to produce an unauthorized result. 
2. Passive attacks: These are inherently 
eavesdropping on, or snooping on, transmission. 
The goal of the attacker is to access information 
that is being transmitted. Here, there are two 
subclasses: release of message contents, and 
traffic analysis. In the first subclass, the attack 
occurs, for example, on an e-mail message, or a 
transferred file that may contain sensitive 
information. In traffic analysis, which is more 
sophisticated, the attacker could discover the 
location and identity of communicating hosts and 
could observe the frequency and length of 
encrypted messages being exchanged. Such 
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information could be useful in guessing the nature 
of information/data.  
2. Keystroke Dynamics 
The system is based upon the concept that the 
coordination of a person’s fingers is 
neurophysiological determined and unique for a 
given genotype. A user typing or keystroke 
characteristics can be measured by examining the 
timing of the keystrokes or the pressure of the 
keystrokes. Vectors is used to represent the data. 
The vector was constructed using interleaved hold 
times and digraph latency times. The hold time of 
a key time is obtained by subtracting the press 
time of the key from the release time of the key. A 
digraph is a two keystroke combination. The 
digraph latency is obtained by subtracting a first 
key’s release time from a second key’s press time. 
The ordering elements of the vector is not 
important but the vectors should be constructed 
such that the samples relating to a user are 
constructed in the same manner so that they can 
be properly compared. The components of the 
vectors are physical characteristics of a person’s 
keystroke characteristics. These physical 
characteristics are used to construct vectors 
which are processed, transmitted and stored 
within the system as signals. The vector can be 
made up of data pertaining to the key press time, 
key release times, digraph latency times, key hold 
times, keystroke pressure, keystroke acceleration 
or deceleration, or any features relating to the 
user’s keystroke characteristics. Once the data is 
collected and placed in vector format, the vectors 
can be analysed to determine if the user is 
authorized or an imposter. The data was 
normalized using the transformation linear 
method which is shown below; 

 
Fig. 1 Algorithm for keystroke dynamics method 

3. Neural Networks Method 
The main concern of this research was to find the 
best method to discriminate/purify the data 
collected. In this study, two kinds of neural 
network model and architecture was used to 
perform as the basic data or methodology. This 
paper describes the application of neural 
networks to the problem of identifying specific 
users through the typing characteristics exhibited 
when typing their own names. The network was 
chosen based on the problem to be solved. First of 
all, the previous study was done to compare two 
kind of methods to discriminate the data which 
are geometric distance and Euclidean distance. 
The system under investigation was then tested 
using two kind of neural network architecture and 
model. There are ADALINE and Backpropagation 
network. The network was chosen based on 
network model, architecture, data and the type of 
problem. The choice of network model depends 
heavily on the type of problems you would like to 
solve. The nature of the problem usually restricts 
the choice of network to one or two model. 
Sometimes the choice of network comes down to 
personal preference or familiarity.in this case, the 
problem to be solved is a pattern classifier 
problem since it needs to determine which pattern 
belongs to the authorised or non-authorised user. 
The input layer consists of 27 nodes, which is 
equivalent to the number of the input elements. 
Whereas for the middle layer, it is a single middle 
layer with 24 nodes, which is 90% of the input 
nodes. There will be two output nodes, 1 for the 
authorised user and 0 for the nonauthorised user. 
The availability and integrity of data constitute the 
most important factor for training neural 
networks. The data should fully represent all 
possible states of the problem being tackled and 
there should be sufficient data to allow test and 
validation data sets to be extracted. The right 
preparation of data is needed to ensure the 
accurateness of the output. Since the sigmoid 
activation function is used as the transfer function, 
it generates its output between 0 and 1. It is 
important for us to perform normalisation to scale 
the data so it will fall between this range. During 
the experiment, the number of input nodes, 
learning rate value, number of hidden nodes, 
momentum value and performance goal value was 
changed to find the most suitable parameter 
values. The appropriate parameter values are 
chosen based from trial and error performed 
during experiment and on the convergence and 
goal performance result. 
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4. Experimental Results 
4.1 Data Sets 
We collected the data sets from 16 participants. 
Each participant was requested to type the 10 
passwords in Table 1 repeatedly. The 10 
participants among them were each considered as 
the legitimate user for one password, each played 
the role of an imposter for the passwords. For 
each password, the other 15 participants were 
considered as imposters except the legitimate 
user. The passwords 1 to 5 are the Korean words 
on the English keyboard, and the passwords 6 to 9 
are the English words. The password 10 is a 
random string including upper-cases, lower-cases, 
and numbers. The password strings were chosen 
carefully with regard to the familiarity and the 
typing difficulty on our own. The dimensions of 
the passwords and the numbers of samples are 
shown in Table 1. We used 20 samples of a 
legitimate user in making a hypothesis space, and 
the rest of the samples were used for test. 

Table 1:  Password strings used in the 
experiments 

No Password Dimension 
Number of 

Timing 
Vectors 

1 qlalfqjsgh 23 340 

2 rhdWkdudghk 20 320 

3 rntk1tod 15 350 

4 tjdnf1945 20 338 

5 j6kbkeakd 14 325 

6 transaction 16 319 

7 DoItYourself 12 340 

8 money4nothing 18 329 

9 Sk8erBoi 25 335 

10 FvVohx7x9P 22 320 

Ave. 18.5 331.6 

Min. 12 319 

Max. 25 350 
 

4.2 The Shapes of the Hypothesis Spaces 
We proposed the extended p-norm to describe the 
hypothesis space. As shown in Figure 3, the value 
of p determines the shape of a hypothesis space. 
To find the proper shape of a hypothesis space, we 
tested for the hypothesis spaces of p = 1, p = 2, and 
p = ∞. The results of the test is shown in Table 2. 
Bold faces figures represent the best pair of 
results with respect to the total error rate8 in the 
corresponding row. Each of the extended 1-norm 
and the extended 2-norm showed the best in 4 
cases among the 10 passwords. Especially for the 
password 5, the extended 1-norm showed nearly 
zero error rates in the classification. The extended 
2-norm showed relatively small error rates for the 
password 4. We could not find a considerable 
superiority between the extended 1-norm and the 
extended 2-norm, but it was observed that the 
extended infinity-norm performed poor in the 
test. Choosing the value of γ is another question. If 
the value of γ is too low (high security level), the 
FAR is nearly zero, but the FRR is too high. On the 
other side, if the value of γ is too high (low 
security level), the FRR is nearly zero, but the FAR 
is too high. With the current version, the values 
between 5 and 15 seems to be reasonable. 

 

Table 2: Comparison of the hypothesis spaces 

No. 

Extended 1-norm Extended 2-norm Extended infinity-norm 

γ = 7.5 γ = 15 γ = 7.5 γ = 15 γ = 7.5 γ = 15 

FRR† FAR‡ FRR FAR FRR FAR FRR FAR FRR FAR FRR FAR 

1 34 1 8 0 48 1 32 0 27 0 29 1 

2 9 0 21 0 12 1 18 1 4 0 6 1 

3 2 0 35 1 14 1 9 1 38 1 30 1 

4 22 0 29 0 10 1 31 0 48 0 47 1 

5 30 1 49 1 19 1 15 1 29 0 27 1 

6 23 1 10 0 27 0 14 1 40 0 46 0 

7 26 0 38 0 7 0 19 0 44 0 25 1 

8 38 1 44 0 55 0 49 0 4 1 17 0 

9 11 0 43 1 53 0 6 1 1 1 33 1 

10 16 0 12 1 45 1 35 0 31 1 38 0 

Ave. 21 0 29 0 29 1 23 1 27 0 30 1 

Min. 2 0 8 0 7 0 6 0 1 0 6 0 



4th International Conference on Trends in Information, Management, Engineering and Science 
 Organized by Malla Reddy College of Engineering, Secunderabad-500100. 

Special Issue                                                  IJRAR- International Journal of Research and Analytical Reviews   13 

Max. 38 1 49 1 55 1 49 1 48 1 47 1 

† False reject rate. 
‡ False accept rate.  
 
4.3 Effects of Eliminating Outliers 
To observe the effects of eliminating outliers, we 
examined the hypothesis spaces using the 
extended 2-norm for α = ∞, α = 2, and α = 1. If the 
value of α is infinite in inequality (6), no 
elimination occurs. The experimental results are 
shown in Table 3. For the 7 passwords excepting 
the passwords 2, 4, and 7, the error rates were 
reduced by eliminating outliers. It was observed 
that the hypothesis space for α = 2 performed 
better than the hypothesis space for α = 1 on 
average. We suspect that it is because most of the 
elements in the timing vectors were eliminated 
when α = 1. 

Table 3: The error rates for eliminating outliers 

No. 

Extended 2-norm 

α = ∞ α =2  α =1 

FRR†  FAR‡ FRR FAR FRR FAR 

1 4.41 3.51 4.41 3.51 2.45 3.51 

2 9.76 0.88 10.24 0.88 14.63 3.51 

3 7.25 4.81 5.7 5.77 7.25 2.88 

4 1.6 0.79 4.26 1.57 3.19 1.57 

5 2.94 0.74 0 2.22 0.49 1.48 

6 3.68 1.52 3.68 0.76 7.37 0 

7 11.27 5.22 13.62 8.7 11.74 8.7 

8 3.9 6.09 3.9 5.22 4.39 5.22 

9 1.06 7.63 2.65 1.69 1.59 2.54 

10 4.5 27.12 2 11.02 1.5 17.8 

Ave. 5.04 5.83 5.05 4.13 5.46 4.72 

Min. 1.06 0.74 0 0.76 0.49 0 

Max. 11.27 27.12 13.62 11.02 14.63 17.8 

† False reject rate. 
‡ False accept rate. 

Table 4: The error rates with the adaptation 

No 
Extended 2-norm 

FRR FAR FRR FAR 

1 10.5 2.5 2.94 2.63 

2 13.6 3.8 7.32 5.26 

3 3.8 4.2 5.7 7.69 

4 12.8 6.5 2.13 2.36 

5 3.9 3.8 1.47 8.89 

6 8.5 8.4 3.16 3.03 

7 13.5 6.7 6.57 3.48 

8 15.9 4.9 6.34 1.74 

9 1.89 3.54 3.7 5.08 

10 12.5 8.54 4 3.39 

Ave. 9.689 5.288 4.333 4.355 

Min. 1.89 2.5 1.47 1.74 

Max. 15.9 8.54 7.32 8.89 

 
4.4 Improvements by the Adaptation 
The proposed adaptation mechanism utilizes the 
results of the classification. The measured timing 
vector is used in up- dating a hypothesis space, if it 
is classified as the legitimate user. We tested the 
hypothesis spaces with the adaptation mechanism 
using the extended 2-norm. To avoid a heavy load, 
we executed the adaptation process once 
whenever 20 samples were collected. The 
experimental results are shown in Table 4. The 
adaptation mechanism improved the per- 
formance of the system on average. However, it is 
observed that the error rates for the passwords 3, 
5, and 9 were in- creased slightly by the 
adaptation mechanism. We believe it was because 
the misclassification in the early stage misled the 
hypothesis space. 
 

5. Conclusions 
To conclude, keystroke dynamics are rich with 
individual mannerism and traits and they can be 
used to extract features that can be used to 
authenticate/verify access to computer systems 
and networks. The keystroke dynamics of a 
computer user's login string provide a 
characteristic pattern that can be used for 
verification of the user's identity. Keystroke 
patterns combined with other security schemes 
can provide a very powerful and effective means 
of authentication and verification of computer 
users. Neither our work nor any other work we 
are aware of has dealt with typographical errors. 
Further research into reliable methods for 
handling typographical errors is needed in order 
to make keystroke-based authentication systems 
non-irritating and widely accepted by the 
computing and network security community. 
Finally, it is found that artificial neural network 
paradigms are more successful than classical 
pattern recognition algorithms in the classification 
of users. 
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ABSTRACT: Cellular automata are highly parallel and distributedsystems which are able to perform complex 
computations.Cryptographic techniques are very important in these times dominated by the growth of digital 
information storage and transmission.CA are an attractive approach for cryptographic applications. They aresimple, 
modular logic systems that can generate good quality pseudorandombit streams as required in robust cryptographic 
systems. Furtheradvantage is that they can be easily and efficiently implemented. This paper focuses on using cellular 
automata in cryptography, thereby bringing the advantages of using cellular automata in cryptography. 
 

  Keywords: Cellular automata, types of cellular automata, Cryptography, Advantages of using Cellular automata in 
cryptography.  
 

 

1.Introduction 
In this age of information, 

communications and electronic connectivity, 
security is a topic of general interest that should 
never be underestimated. The security of data 
bases, of data communications, of Internet 
connections, of scientific research and of personal 
e-mail and phone calls are some examples where 
the encryption of data/information plays a major 
role. Therefore, cryptography has become an 
important field of research in theory and 
applications development. 

Because of its importance, cryptography is 
nowadays a science by itself, strongly related to 
other modern research fields as complexity 
theory, chaos, dynamical systems, computing 
theory etc. The state-of-the art for the field of 
cryptography is probably classified as it has 
military applications, but for the public domain a 
good reference can be found in [1] and [2]. The 
encryption of a message/data file/other 
information is a process (algorithm) that modifies 
this message/data file/information making it 
completely unintelligible, except for the person 
who knows the encryption key. The key refers to 
the encryption algorithm that has been used - in 
fact, to the reverse algorithm that should be used 
for decryption - and the particular parameters 
that have been used during the encryption. The 
decryption algorithm should render the original 
message/file/information complete and 
unaltered. Encryption can be achieved by 
constructing two different types of ciphers—
stream ciphers and block ciphers. A block cipher is 
one in which a message is broken into successive 

blocks that are encrypted using a single key or 
multiple keys. In a stream cipher the message is 
broken into successive bits or characters and then 
the string of characters is encrypted using a key 
stream. The cryptographic scheme refers to the 
assembly of encryption and decryption 
algorithms. 

 An ideal cryptographic scheme or algorithm has 
not been developed yet, as an ideal cryptographic 
scheme implies:  

- no data expansion during encoding process;  
- fast encoding algorithm;  
- small dimension key;  
- fast decoding algorithm;  
- correct and complete rendering of message 

after encryption/decryption;  
- invulnerability to attacks.  

The last point is a major issue in 
cryptography; complex mathematical studies and 
research have to be done in order to establish the 
vulnerability of each cryptographic scheme. In 
simple words, this answers the basic question: 
how difficult is to break the code? This “difficulty” 
has to be established in terms of complexity, cost 
and computing time. Therefore, depending of the 
particular applications,sometimes it is enough to 
have a code and cryptographic scheme that 
requires a long search for the key, although the 
process is very simple. This is the situation for the 
briefcases with cipher, where the breaking 
process is quite simple: one has to try all possible 
numbers in order to find the right one. Cellular 
automata are applied with success in 
cryptography mainly because their vast 
phenomenology and apparently big complexity 
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require a very long computing time to break well-
chosen cryptographic schemes. There are indeed a 
lot of parameters and factors that can drastically 
affect the encrypted message (cyphertext) and 
therefore the complexity of the attack is 
considerably increased. Cellular automata offer an 
ideal mathematical model for massive parallel 
computation, but most research and applications 
in cellular automata domain are done through 
simulation. However, it is obvious that only the 
hardware implementations of this model fully 
exploit its computing and high-speed possibilities. 
In particular, cellular automata applications in 
cryptography are efficient because of the massive 
parallelism of the model. When implemented by 
means of other computing systems (simulated in 
software or emulated with microcontrollers etc.) 
the parallel processes are in fact executed 
sequentially. Special cellular automata hardware 
is the only means to benefit of all the advantages 
of the model.  

 

2. Cryptography with Cellular Automata  
2.1. The Cellular Automata Model  

Basically, cellular automata are parallel 
systems that consist of a typically large number of 
finite automata (finite state machines) as 
elementary “cells”. The cells are locally connected, 
in other words the global network supports only 
local connections. The system evolves through 
local changes: all cells are updated synchronously, 
depending on their own current state and on the 
states of the neighbouring cells in the network. 
The computing task performed by cellular 
automata is generally conceived as the global 
evolution of its configuration, starting from the 
initial configuration (input data) and leading to an 
intermediate or final configuration or attraction 
cycle that are interpreted as a result. This almost 
“visual” perceptible computation is quite an 
advantage in task like modeling and simulation, 
image processing and cryptography.  

The Cellular Automata formalisms 
[Wol86] are wellsuited to describe some kind of 
real complex systemswith different description 
levels.  

 
Figure 1 Sketch of a Cellular Automata 

2.1.1 The three fundamental properties of CA 
1. Parallelism: A system is said to be parallel when 
its constituents evolve simultaneously 
andindependently. In that case cells updates are 
performed independently of each other. 
2. Locality: The new state of a cell only depends on 
its actual state and on the neighborhood. 
3. Homogeneity: The laws are universal, that's to 
say common to the whole space of CA. 
Two common two-dimensional neighborhoods are 
the von Neumann neighborhood, in which each 
cell has neighbors to the north, south, east and 
west; and the Moore neighborhood, which adds 
the diagonal cells to the northeast, southeast, 
southwest and northwest2.  

 
Figure 2 Types of Neighbourhoods 

 

 
Figure 3 Two examples of a cell with a one-step 

update. The center cell examines its 
neighborhood and applies the update rule 

 

2.1.2Basic Rules of CA 
Rule 1:Survival – a live cell with exactly two or 
three neighbors stay alive[7][8] 
Rule 2:Birth – a dead cell with exactly three live 
neighbors becomes alive 
Rule 3:Death – a cell dies due to ‘loneliness’ if it 
has only one neighbor or due to ‘crowding’ if it has 
more than four neighbors 
Cellular automata are defined by the following 
elements: 

- topology and dimension of the lattice of 
cells; 
- the set of the neighbours of each cell that 
are involved in the next state’s 
computation; 
- the number of states of each cell 
(identical for all cells; binary automata, 
for instance, have only two states per cell: 
0/1, visually translated as white/black); 
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- the local rule that gives the next state of 
the cells. 
In cryptography the main topologies that 
are applied are liner and two-
dimensional, referring to a row or matrix 
of “cells”. 

2.2 Characteristics of cellular automata. 
 Cellular automata were first introduced 
by John Von Neumann (1966), as a means of 
modeling the nature of self-reproduction in 
biological systems. The Game of Life constructed 
by Conway constitutes a famous example of 
cellular automata which may be easily simulated 
on a personal computer. Cellular automata are 
discrete dynamical systems in which the space, 
time, and states are discrete. Despitetheir 
conceptual simplicity, cellular automata may 
reveal very complex behavior. A cellular 
automaton is a mechanism for modeling systems 
with local inter-actions. It consists of a regular 
array of identically programmed units called 
cellswhich interact with their neighbors subject to 
a ¯finite set of prescribed rules for local 
transitions. All cells form a regular spatial lattice. 
Time progresses in discrete steps. The state of a 
cell at time t + 1 is a function only of its own state 
and ofthe states of its neighbors at time t. All cells 
states are updated synchronously. In order to 
establish a rigorous mathematical definition, we 
need some basic notions. Cellular automata 
remain very interesting for systems with high 
complexity. Acellular automaton is a mathematical 
model which is perfectly suited to complex 
systems containing a large number of simple 
identical components with local interactions. 
Cellular automata have also been considered as a 
means for symbolicdynamics. Such an approach 
offers many advantages. In theory, it is a  
convenient method to represent many discrete or 
continuous processes conventionally described by 
partial differential equations. In practice, cellular 
automata may be viewed as parallel-processing 
computers of simple construction. Because of this, 
Cellular automata have been used to study 
complex systems widely. 
2.3. Complexity of Cellular Automata  
The cellular automata model is inspired from the 
natural model of complex systems that often 
consist of a large number of simple basic 
elements, having only local interactions that lead 
to a complex global behaviour. This model is an 
important research and simulation tool in the 
science of complexity. Strictly speaking, the 
cellular automata model and also the cellular 
automata evolution are not complex, as its 
structure and rules are very regular and simple. 

But the huge dimension of the rules and 
configuration spaces confers to its 
phenomenology a considerably great apparent 
complexity. In the quite simple example of binary 
linear cellular automata with 100 cells (a modest 
dimension) with local rules involving the central 
cell and two neighbours on each side (binary 

functions with 5 variables), there are: 2
100 

global 

configurations, which is approximatively 10
30 

and 

2
32 

possible local functions, which by a rough 
approximation means around 4,000,000 functions.  

Not all possible functions are of practical 
interest, but even in this conditions a search in the 
local functions’ space is a very long computing 
task. This is related to the difficulty of cellular 
automata synthesis: there is no algorithm that 
gives the appropriate local function for a specific 
application. The universality of the cellular 
automata model is theoretically proven, but the 
practical applications are still waiting for 
development tools, since the experiment is, by 
now, the main means of cellular automata 
synthesis. The work of S. Wolfram [7] imposed a 
certain order in the space of local rules of 
functions, mainly for linear cellular automata, 
dividing it into four complexity classes (that 
express how complex is the evolution of the 
system govern by a certain rule). Class 3 of 
Wolfram’s classification contains the automata 
that have an apparently chaotic evolution, also 
strongly depending on the initial global 
configuration. Such an evolution is illustrated in 
Fig. 1, where time is on the vertical axis, 
downwards, and the horizontal bit string is the 
configuration of a binary linear cellular automata. 
The class 3 automata are ideal for applications like 
random sequences generation and cryptography. 

 
Fig. 1. Evolution of class 3 linear cellular automata 
 

2.3.1 Chaos and complexity 
Wolfram gives a rough geometrical analogy of 
behavior of these four classes:  
1. Class 1 - limit points  
2. Class 2 - limit cycle  
3. Class 3 - chaotic - "strange" attractor  
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4. Class 4 - more complex behavior, but capable of 
universal computation[4][5] 
2.3.1.1 Class 1 cellular automata 
After a finite number of time-steps, class one 
automata tend to achieve a unique state from 
(nearly) all possible starting conditions.  
2.3.1.2 Class 2 cellular automata 

This type of automata usually creates 
patterns that repeat periodically (typical with 
small periods) or are stable. One can understand 
this type of CA's as a kind of filter, which makes 
them interesting for digital image processing  
2.3.1.3 Class 3 cellular automata 

From nearly all starting conditions, this 
type of CA's lead to aperiodic - chaotic patterns. 
The statistical properties of these patterns and the 
statistical properties of the starting patterns are 
almost identical (after a sufficient period of time). 
The patterns created by this type of CA's (usually 
one dimensional CA's) are a kind of self-similar 
fractal curves.  
2.3.1.4 Class 4 cellular automata 

After finite steps of time, this type of CA's 
usually "dies" - the state of all cells becomes zero. 
Nevertheless a few stable (periodic) figures are 
possible. One popular example of an automaton of 
this type is the Game of Life. In addition to that 
Class 4 automata can perform universal 
computationThis class of CA's show a high 
irreversibility in their time development.  

The first three types can be read as Cantor 
sets with a certain dimensionality, either in 
countable or in fractal dimension. Class 3 is the 
most frequent class. With increasing k and r the 
probability to find class 3 automaton for an 
arbitrary selected rule is again increasing.  

 

3.Cryptography 
Encryption is the science of changing data 

so that it is unrecognizable and useless to an 
unauthorized person. Decryption is changing it 
back to its original form. The most secure 
techniques use a mathematical algorithm and a 
variable value known as a 'key'. The selected key 
(often any random character string) is input on 
encryption and is integral to the changing of the 
data. The EXACT same key MUST be input to 
enable decryption of the data. This is the basis of 
the protection.... if the key (sometimes called a 
password) is only known by authorized 
individual(s), the data cannot be exposed to other 
parties. Only those who know the key can decrypt 
it. This is known as 'private key' cryptography, 
which is the most well known form.  
 

 
Plaintext  encryption cipher text decryption 

plain text 
Figure 4 Cryptography basics 

 

Data that can be read and understood without any 
special measures is called plaintext or cleartext. 
The method of disguising plaintext in such a way 
as to hide its substance is called encryption. 
Encrypting plaintext results in unreadable 
gibberish called cipher text. You use encryption to 
make sure that informationis hidden from anyone 
for whom it is not intended, even those who can 
see the encrypted data. The process of reverting 
cipher text to its original plaintext is called 
decryption. 
 

4. Cellular Automata in Cryptography  
The very large phenomenology of the cellular 
automata model and its apparently big complexity 
offer a good basis for applications in cryptography 
(cellular automata are not the only dynamical 
systems applied in cryptography, and some of the 
basic principles of cryptography with cellular 
automata also stand for other dynamical systems). 
Massive parallelism is another feature of cellular 
automata that make this model attractive for 
cryptography, since lot of computation is often 
necessary in real-time applications. However, this 
parallelism, when emulated in software or in 
sequential hardware, disappears. In the last two 
decades many results have been obtained in this 
direction. A good review of some cryptographic 
schemes and systems with cellular automata 
proposed in the scientific literature is given in [5] 
and [6]. In the next section some of these will be 
discussed as possible basis for hardware 
implementations, taking as valuable the 
theoretical results concerning the efficiency and 
invulnerability of the schemes.  
 

5. Other Advantages of Cellular Automata  
The design style under VLSI technology 

prefers the simple, modular and local connected 
logic circuit structure. Cellular automata are ideal 
from the hardware designer’s point of view. The 
local connectivity, regularity and the simple basic 
components make CA very appropriate to 
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implement low-cost and robust massive parallel 
machines or application-oriented circuits. The 
reason why there are not so many cellular-
automata inspired electronic circuits is mainly the 
difficulty of the synthesis for this computing 
model; however, dedicated circuits for specific 
applications (signal generators, associative 
memories, image pre-processing blocks, various 
simulators for natural phenomena) have been 
successfully designed and produced [6].  
 Apart from cryptography cellular 
automata can be used in variety of applications 
because of its simpler structure providing solution 
to the complex problems. 
 

6.Conclusion 
This paper has introduced the basic 

concepts of cellular automata and cryptography 
and some applications of cellular automata in 
cryptography.cellular automata along with 
cryptography can be used to model a wide variety 
of real world applications.  
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ABSTRACT: The interconnected smart  vehicle variety of sophisticated services to vehicle owners, car manufacturers 
and other providers of services. The rapid growth of the Internet of Vehicles (IoV) has brought the entire system 
enormous challenges for large data storage, intelligent management and information security. The traditional 
centralized management approach for IoV is facing the challenge of responding in real time. The block chain has 
already shown great advantages in the application of Bit coin as an efficient technology for decentralized distributed 
storage and security management. Block chain technology enables smart data –vehicles to be shared in a 
decentralized and manipulative manner while maintaining privacy, integrity, resilience and non-repudience. Smart 
vehicles, both consumers and producers of data smart cities, are increasingly interested. Vehicles can use intelligent 
city data to make decisions, such as dynamic traffic routing. In this paper, we examine how block chain innovation can 
be stretched out to vehicle organizing applications, considering the protected and dispersed storage of Big Data. 
 
Keywords: Block chain Technology, Local Block Manger(LBM), IOV, OEMs(Original Equipment 
Manufacturer),Security, Vehicular Network Architecture, VANET, Smart Cities 

 
 

INTRODUCTION 
Smart cities are areas that support innovation 
through digital networks and applications (Figure 
1). smart towns are often referred to as 
sustainable, digital or connected towns[1]. The 
aim of turning a city into an smart environment is 
to alleviate the problems of urbanization and an 
increasing urban population. A clever town is an 
urban area that offers sustainable economic 
growth and quality of life. Smart solutions, such as 
avoiding traffic congestion[2], Some of the 
technologies used are green buildings[3] and 
modern industrial control systems (ICS)[4] Could 
make urbanization sustainable today.  
A clever city involves smart technology to 
Enhance how people live, work, travel. A key 
aspect of a clever city Vehicles of the next 
generation that incorporate new sensing, 
communication and social skills The broader 
concept of the Internet of Things. By providing 
wireless communication and mobile sensing, 
Vehicles can facilitate access to data, which is 
critical to smart cities a reality. 

 
Fig.no: 1 SMART CITY 

 

The characteristic advancement of the Internet (of 
PCs) to embedded and cyber physical frameworks 
that PCs themselves, albeit clearly not have 
computers Within a system of modest sensors and 
interconnected items, data on our reality and 
condition can be gathered at an a lot more 
elevated amount.Smart  vehicles are progressively 
associated with roadside framework, e.g. traffic 
the executives frameworks, to other close-by 
vehicles and, all the more for the most part, to the 
Internet, making vehicles part of the IoT. 
Block chain[5] is a promising new 
technology(Figure 2) that can deal with the 
challenges mentioned above. It promotes 
decentralization, security and privacy and is 
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widely used in various disciplines including 
finance, law, the IoT and energy[6].  
Block chain has a Distributed block ledger that is 
shared across all nodes. Block chain maintains a 
distributed block library that is shared across all 
nodes involved. Every exchange, i.e. the trading of 
information between hubs, is confirmed by all or a 
portion of the hubs included, therefore dispensing 
with the requirement for focal experts.  

 
FIG.NO: 2 BLOCK CHAIN TECHNOLOGY 

 

Exchanges are gathered together into squares and 
connected to the block chain. Adding another 
block to the block chain, known as mining, 
includes understanding a riddle or 
notwithstanding casting a ballot so as to achieve 
an agreement between the Peer-to-Peer (P2P) 
organize hubs that deal with the square chain 
distributively. Sensitive data transmitted between 
nodes that protect against eavesdropping can be 
encrypted. To ensure the security of the client, the 
Bitcoin cryptocurrency[7]. 
 

2. ADVANTAGES OF BLOCK CHAIN 
2.1 Greater Transparency 
The history of transactions becomes more 
transparent by using blockchain technology. Since 
blockchain is a dispersed record type, all members 
in the system share in distinguishable 
documentation from each duplicate. This common 
version can only be updated by consensus, which 
means that everyone has to agree.  
To change a solitary exchange record, every 
consequent record would should be modified and 
the whole system would be associated. The 
blockchain information is in this manner 
increasingly precise, steady and straight forward 
Instead of pushing it through paper-substantial 
procedures.It is also open to all participants who 
have access. 
2.2 Enhanced Security 
There are a number of ways in which blockchain is 
safer than other recording systems. Transactions 
must be agreed in advance of recording. Following 
endorsement of the exchange, it is encoded and 

connected to the past exchange. This makes it 
extremely trouble some for programmers to 
bargain exchange information, together with the 
way that data is put away on a system of PCs 
rather than on a solitary server. In any industry 
where the insurance of delicate information is 
critical money related administrations, 
government, social insurance—blockchain truly 
has the chance to change the way critical 
information is shared by preventing fraud and 
unauthorized activity. 
2.3  Improved Traceability 
On the off chance that your organization manages 
items that are exchanged a mind boggling store 
network, you realize that it is so hard to follow an 
item back to its starting point. At the point when 
ware trades are recorded on a blockchain, you 
wind up with a review trail demonstrating where 
a benefit originated from and where it stops made 
on its adventure. This historical transaction data 
can help check asset authenticity and prevent 
fraud. 
2.4 Increased Efficiency And Speed (I should 
start here) 
When using traditional, paper-intensive 
processes, trade is a time consuming process that 
is prone to human error and often requires 
mediation from third parties. Exchanges can be 
finished speedier and all the more effectively by 
streamlining and robotizing these procedures 
with a block chain. Since recording is carried out 
using a single digital booklet shared between 
participants, you do not have to reconcile multiple 
booklets and end up with less clutter. 
Furthermore, it winds up less demanding to 
confide in one another without the requirement 
for various middle people when everybody 
approaches a similar data. Clearing and settlement 
can therefore occur much faster. 
2.5 Reduced Costs 
Decreasing expenses is a need for generally 
organizations. You don't require the same number 
of outsiders or delegates to make ensures with 
blockchain on the grounds that it doesn't make a 
difference whether you can believe your 
exchanging accomplice. Instead, you just have to 
confide the blockchain data. You will also not need 
to review so much documentation to complete a 
trade, because everyone has access to a single, 
unchanging version. 
 

3. ARCHITECTURE OF SMART VEHICLES 
Our BC-based  architecture described  in this area 
can satisfy the up to referenced security, 
protection and versatility prerequisites. The 
overlay, as appeared in (Figure 3), is involved 
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unique hubs including keen vehicles, smart 
structures (that can be keen homes or 
administration focuses), OEMs(Original 
Equipment Manufacturer), vehicle mechanical 
production systems, SW suppliers, cloud 
stockpiles, and client's cell phones such as cell 
phones, workstations, or tablets. Each shrewd 
building is halfway overseen by a believed hub 
known as Local Block Manager (LBM). 

 
Fig.no: 3 ARCHITECTURE OF SMART VEHICLES 

 

In the proposed design, a vehicle can interface 
with the overlay either straightforwardly or 
through the smart building. A vehicle is a piece of 
a smart building while it is inside the scope of the 
LBM (e.g., while it is stopped at home). Each smart 
building has a safe local storage. In an 
administration focus this storage will be used to 
gather vehicles-explicit information (e.g., the date 
of the last vehicle upkeep) and additionally data 
required by the mechanics to keep up the vehicle 
(e.g., the most recent accessible SW updates and 
fix directions). In a smart home, vehicle related 
information, client information (e.g., originating 
from brilliant gadgets, for example, cell phones), 
and information originating from neighborhood 
sensors and actuators can be gathered in the local 
storage A smart vehicle can likewise specifically 
associate with the overlay arrange.  
There are two types of cloud storages in the 
overlay. There are The first category is overseen 
by the OEM or potentially SW refresh supplier and 
could be utilized to store most recent SW 
refreshes. The second gathering incorporates 
storage which vehicle proprietors use for putting 
away vehicular information to get explicit 
administrations, e.g. cloud capacity given by 
vehicle insurance agencies. 
The overlay is a clustered network and its groups 
are kept up by Cluster Heads (CH). The CHs 
likewise deal with the open BC by checking and 
putting away exchanges and squares and are thus 
likewise alluded to as Overlay Block Manager 
(OBM). 

The OBMs are picked by the  cluster individuals 
utilizing techniques, for example, portrayed in [9]. 
The group individuals can choose another CH on 
the off chance that an OBM fizzles or is imperiled. 
In the overlay there are two kinds of exchanges, 
specifically: 
1. Single signature transactions  
2. Multi sig transactions 
In the vehicle gathering the OEM will store its PK 
on each amassed vehicle and the vehicle will 
produce a mystery key combine (e.g., a RSA key 
match comprising of a private and an open key). 
Both the PK of the OEM and the key match will be 
se-curely put away on the WVI in a carefully 
designed capacity. While a vehicle is gathered it 
can likewise make a beginning exchange, an 
underlying exchange required to take part in the 
BC. 
Overlay exchanges are communicated and 
checked by the OBMs. An OBM checks an exchange 
by confirming the mark of the exchange members 
with their PK. Furthermore, the OBM confirms if 
the past exchange referenced in the second field of 
every exchange exists in people in general BC and 
is legitimate. OBMs create new squares and 
communicate them to other OBMs.  
On accepting another square, an OBM confirms 
the exchanges inside the square before adding it 
to its own BC and communicate it to different 
OBMs. A versatile vehicle that changes its group 
can still speak with other overlay hubs and store 
exchanges on the general population BC, yet it will 
be unavailable for overlay hubs as the vehicle PK 
isn't in the key lists of the new OBM. To make 
itself open, the vehicle should store its key on the 
key lists of its new OBM. 
 

4. SMART CONTRACT & SUPPLY CHAINUSING 
BLOCK CHAIN 
Blockchain based on smart contracts is expected 
to play an important role in the management, 
control and most importantly the securing of IoT 
devices in the context of IoT. 
Nick  Szabo first authored the term Smart 
Contracts in 1994. (Figure 4) A smart contract is 
on an exceptionally essential dimension an 
electronic exchange custom that executes the 
terms of the assention. In the oversimplified 
definition, smart contracts are programs 
composed by clients to be transferred and 
executed on the blockchain. Smart contracts 
empower you to exchange money, property, offers 
or anything of huge worth in a direct, conflict - 
free way while avoiding a specialist 's 
organizations. The most ideal approach to depict 
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Smart contracts is by contrasting innovation and a 
merchant. 
You would typically go to an attorney or a public 
accountant and pay them and hang tight for the 
report. You simply drop a bitcoin into the moving 
machine with smart contracts (i.e. Record), and 
your escrow, driver's permit, or any drops to your 
record. 
All the more along these lines, smart contracts not 
just characterize the guidelines and punishments 
around an understanding similarly that a 
customary contract does, yet additionally 
consequently implement those commitments. 
In block chain solidity, which is a JavaScript-like 
language, is the script or programming language 
for intelligent contracts. Ethereum Blockchain 
supplies EVM (Ethereum Virtual Machines) that 
are essentially the mineral nodes. These nodes are 
able to carry out and enforce these programs or 
contracts in a cryptographically reliable manner. 
Ethereum supports Ether's own digital currency. 
As in Bitcoin in Ethereum, users can transfer coins 
to each other using normal transactions recorded 
on the booklet and there is no need for a 
blockchain status in Bitcoin for such transactions. 
An intelligent contract has its own account and 
address and its own executable code and balance 
of Ether coins is associated with it.EVM storage is 
moderately costly and another remote, 
decentralized information store, for example, Bit 
Torrent, IPFS or Swarm can be utilized to transfer 
expansive capacity to the blockchain. 

 
FIG.NO:4 SMART CONTRACTS 

 

5. CHALLENGES  IN VEHICULAR NETWORK  
5.1Technical Challenges:  
The highlights of VANETs additionally assume an 
essential job in the transmission of the packets. 
The transmission challenges identified during the 
packet transmission include next hop selection, 
queuing disciplines and duration of the paths. DSR 
/ GPSR Protocols maintain neighborhood lists for 
next hop determination. In the event that the 
rundowns are not right, the best next jump could 

be missed or more terrible, a vehicle hub that is as 
of now out of the scope of transmission could be 
chosen. The maintenance of updated lists requires 
the frequent broadcast of " hello " packets 
between the network nodes. 
5.2 Security Challenges: 
Security has so far gotten less consideration 
among every one of the difficulties of the VANET. 
VANET packets may contain life - critical 
information and it is therefore necessary to 
ensure that these packets are not attacked by the 
intruder. Likewise, drivers ' liability is established 
by informing them of the traffic environment 
correctly at specified time. 
5.3 Social and Economic Challenges: 
In addition to the technical challenges involved in 
the use of the VANET, there are social and 
economic challenges. It is difficult to build a 
system that transmits a traffic signal violation that 
can increase production costs that the 
manufacturer cannot deal with. 
 

6. SECURITY IN VEHICULAR NETWORK 
6.1  Inspections: 
In most of the United States States, inspection of 
all vehicles must pass once a year. This annual trip 
to the mechanic offers interesting security 
maintenance options as well as typical 
maintenance. The inspection process gives the 
system a chance to return to a known basic state 
and acts as a firebreak against worms and virus 
infections. These inspections can also be included 
in the standard maintenance package whenever a 
driver enters the vehicle for a tune – up. 
6.2 Honest Majority: 
Another benefit of vehicle networks is that most 
drivers will probably be honest. This is reinforced 
by the fact that few people feel comfortable with 
their vehicles, so that most drivers simply accept 
the default settings. If vehicles have adequate 
safeguards2 against worms and viruses, drivers ' 
trustworthiness becomes vehicles that correctly 
adhere to established protocols. 
6.3 Registration central: 
In contrast to ad hoc networks, all nodes in a 
vehicle network must be registered with a central 
authority, such as the state (in the US).These 
institutions have already developed extensive 
infrastructure to track and manage these 
registrations, and in the long term, we could use 
this existing bureaucracy to improve the safety of 
vehicle applications. However, given the vast 
nature of the existing infrastructure, it takes years 
of effort to make changes and requires 
considerable funding. 
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6.4 Access Controlled: 
There are already access control mechanisms for 
many parts of the transport system. For instance, 
toll streets and numerous bridges have controlled 
passage and leave focuses, so it might be down to 
earth to furnish these areas with the vital 
foundation to distribute ephemeral identities 
and/or keys to enable vehicles to communicate 
while on the controlled road. 
 

7. APPLICATIONS 
7.1 Authenticated Message Origin Location: 
The location will play an important role in many 
vehicle applications, making it essential to 
determine whether a message originated at a 
particular location. It would also prevent an 
opponent from using another communication 
medium (e.g. cellular) to replay a message heard 
in one location as if it originated in another 
location, thus preventing the types of attacks in 
sensor networks by wormholes[8]. 
7.2 Traffic Congestion Detection 
In this application, vehicles recognize when the 
quantity of neighboring vehicles surpasses a 
certain limit (and additionally their normal speed 
dips under a given edge), and after that hand-off 
this tally to vehicles moving toward the area of the 
congestion. 
7.3 Warning System For Deceleration 
In this application, if a vehicle significantly 
reduces its speed,1 A warning will be broadcast 
along to other vehicles with its current position 
and speed. Beneficiaries will communicate the 
message to vehicles and any vehicles their d will 
be alerted directly behind the vehicle in question 
Alert their drivers by means of visual and/or 
audio signals.  
 

8. Conclusion 
In this paper, we proposed a BC-based security 
architecture for smart connected vehicles capable 
of supporting a wide range of (future) automotive 
applications. We evaluated our architecture 
utilizing a proof-of-idea usage of a remote SW 
refresh framework and utilize the last to 
demonstrate the relevance of our design and also 
its advantages contrasted with a declaration based 
framework. 
The privacy of users is guaranteed through the use 
of changing public keys (PK). The security of our 
architecture is largely due to the strong security 
features of the BC technology underlying it. The 
OBMs also provide access control for transactions 
sent to the members of their clusters. 
The architecture supports emerging automotive 
services by providing a safe and reliable way to 

exchange data while safeguarding the safety of the 
end user. 
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ABSTRACT: In this paper due to the increasing vulnerabilities in the internet, security alone isn't sufficient to keep a 
rupture, however digital crime scene investigation and cyber intelligence is also required to prevent future assaults or 
to identify the potential attacker. The unpretentious and incognito nature of biometric information gathering of 
keystroke dynamics has a high potential for use in cyber forensics or cyber intelligence and crime scene investigation 
or digital knowledge. The keystroke dynamics is a biometric assumption that different people typify in a unique way. 
The information accessing from computer systems is normally controlled by client accounts with usernames and 
passwords. If the set of data falls into the wrong hands, such a scheme has little security. For example fingerprints, can 
be used to strengthen security; however they require very expensive additional hardware. Keystroke dynamics with no 
additional hardware can be used. Keystroke dynamics is for the most part applicable to verification and identification 
also possible. In verification it is known who the client is supposed to be and the biometric system should verify if the 
user is who he claims to be in identification, the biometric The system should identify the client with keystroke 
dynamics without additional knowledge. This paper examines the usefulness of keystroke dynamics to determine the 
user's identity. We propose three plans for user identification when entering a keyboard. We use different machine 
learning algorithms in conjunction with the proposed user coupling technology. In particular, we show that combined 
user coupling in a bottom - up tree structure scheme provides the best performance in terms of both precision and 
time complexity. The techniques proposed are validated by keystroke data. Lastly, we also examined the performance 
of the identification system and demonstrated that the performance was not optimal, as expected. 
 
Keywords: Pairwise Client Coupling; Keystroke Dynamics, User Identification, Behavioural Biometrics; Cyber-
forensics or cyber intelligence, Biometrics, pattern recognition, computer security. 

 
 
1.INTRODUCTION 
Keystroke Dynamics (KD) is a well established 
behavioral biometric modality due to the 
unobtrusive nature of biometric data collection, 
low computational complexity and no special 
hardware required for data collection [1], [2], [3]. 
Keystroke dynamics are identified by the writing 
dynamics of the user or client, which are 
considered to be unique to a large extent among 
different people. Keystroke dynamics are known 
by a few names: keyboard dynamics, keystroke 
analysis, biometrics typing and rhythm typing.  
The biometric keystroke dynamics system is very 
high. The keystroke dynamics are mostly 
applicable for verification; it is also possible to 
identify them. It is known who the user should be 
and the biometric system should verify whether 
the user is the person he professes to be. When 
recognizing, the biometric system should 
recognize the client, using just keystroke 
dynamics, without any extra information. Most 
keystroke dynamics applications are in the field of 
verification.  

Keystroke dynamics is a well-explored research 
domain in authentication, where the research 
problem is a two class problem i.e. legitimate or 
imposter user. Finally, an example where 
identification could be of use is in a chat room, 
where the behavior of an unknown person is 
compared to the known profiles. 
For instance, if a person is demonstrating 
pedophile behavior, then his or her typing 
behavior can be compared to the behavior of a lot 
of known pedophiles. 
This paper's primary commitments are as follows: 
We propose three distinctive identification 
schemes in this paper. These schemes are based 
on the combination of user coupling, Let us 
consider the Example is multi-class pattern 
identification problem, it will be divided into 
several two-class problems. These schemes could 
be useful for user identification. 
Extensive analysis was carried out with a 
keystroke data set based on the online test; this 
data set was collected from 64 users with three 
different typing methods. We have used another 
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keystroke data set with our optimal settings to 
approve our research. 
We analyzed both open-set and close-set settings 
and showed that our optimal settings outperform 
state-of - the-art research. 

 
Fig1: User authentication approach using 

Keystroke Dynamics 
 

2.KEYSTROKE DYNAMICS AUTHENTICATION 
TECHNIQUES 
FIELD: 
The invention concerns keystroke dynamics 
authentication. In Specifically, the invention 
identifies with data manipulations that offer 
enhanced performance for authentication systems 
for keystroke dynamics. 
BACKGROUND 
Computer systems often contain essential and 
delicate information, control access to or play an 
integral role in securing physical sites and assets. 
Computer security depends heavily on secret 
passwords before. Unfortunately, clients 
frequently choose passwords that are anything 
but easy to guess or easy to determine using 
comprehensive searches or other means. When 
more complex passwords are allocated, clients 
may find them difficult to remember, so they can 
write them down, creating new, different security 
vulnerability. 
Different approaches have been attempted to 
enhance the security of computer systems. 
However, an authorized client can still allow an 
unauthorized client to use a system by simply 
giving the unauthorized user the token and secret 
code. The estimation of unique physical 
characteristics (" biometrics ") of users to identify 
authorized users depends on other authentication 
methods. For example, fingerprints, Voice patterns 
and retinal images have all been used with some 
Success. However, these strategies typically 
require special hardware to implement that is 
keystroke. 
In KD, clients are identified or authenticated 
dependent on the manner in which they type on a 
keyboard. A KD based authentication or 

identification system is low-cost and easy to 
implement because most of systems are software 
based. In such a system, the keystroke timing 
information must be captured for pattern analysis 
[4]. KD is a well establish biometrics for static, 
periodic or continuous authentication [5], [6], [7]. 
Table I shows state-of - the-art KD research 
depending on the different objectives (e.g. 
authentication or identification) with different 
functionalities, i.e. static (user authentication is 
based on the password or passphrase type 
rhythm),Periodic (user re-authentication after a 
fixed amount of data, e.g. after 500 keystrokes) 
and continuous (user re-authentication based on 
typing behavior continually). 
 

 Authentication Identific
ation 

Static [6],[7],[16],[17],
[18],[19] 

[13],[14] 

Periodi
c 

  [10],[11],[12]         [15] 

Contin
uous 

  [8]         [20] 

Fig2: State-of-the-art Keystroke research 
 

In [8] has an artificial neural network technique 
been used for real time user identification using 
Keystroke dynamics. This approach was validated 
experimentally based on data of 6 users, each 
typing a 15 character phrase 20 times. The 
achieved identification accuracy was 97.8%. In [9] 
a Euclidean distance based nearest neighbor 
classifier has been used for personal identification 
and an accuracy of 99.3% for 36 users was 
achieved. Several researchers have participated in 
this competition and proposed different 
techniques to improve the baseline performance. 
 

3. CLASSIFIER: 
Client identification by analyzing the client’s 
keystroke behavior profiles is challenging due to 
limited data, large intra-class variations and the 
sparse nature of the information. We observed 
that statistical analysis (i.e. distance based 
classifiers) is successful for authentication but, 
fails to achieve good results in the identification. 
Therefore we have used four different classifiers 
in our research. 
1) Artificial Neural Network (ANN): 
ANN is a combination of multiple artificial 
neurons which can be used for classification and 
regression analysis. We have used the Scaled 
Conjugate Gradient algorithm which is efficient to 
optimize the cost function and also it will reduce 
the ANN training time. 
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2) Counter-Propagation Artificial Neural 
Network (CPANN): 
CPANN is a hybrid learning mechanism dependent 
on ANN to deal with supervised learning 
problems. In CPANN, the output layer is added to 
the Kohonen layer which is very similar to Self 
Organizing Maps and provides both the 
advantages of supervised and unsupervised 
learning. 
3) Support Vector Machine (SVM): 
SVM is a very well-known supervised learning 
algorithm which can be used for classification 
problems. The SV is the data point of the various 
classes closest to the decision line. 
4) Decision Tree (DT):mi 
DT is a predictive learning model based on a tree 
structure that maps the features of an item's 
observation to the target objective value where 
leaves are class labels and branches are 
combinations of features leading to class labels. 
 

4.SYSTEM PIPELINE 
To achieve better performance, we applied the 
combination of User Coupling (CUC) technique 
using the above mentioned classifiers (in 
background section). 

 
Fig3: Block diagram of Pipe line 

 

Pair wise Client Training Data Preparation: 
Figure4 shows a case of a multi-class (i.e. N class) 
training dataset for the preparation of 
conventional training data. In this example, FV i q 
represents the feature vector of user i from qth 
sample, where i = 1,2,...N, q = 1,2,...n and n is the 
total number of training samples for user i. The 
last column represents the class label i.e. a value 
between 1 and N. we came up with a solution 
called PCC, where the multi-class classification 
problem will be divided into several two-class 
classification problems. 

Feature Vector Class Label 
𝑭𝑽𝟏 

𝟏 
1 

… … 
𝑭𝑽𝟏 1 

𝒏 
𝑭𝑽𝟐 
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2 

… … 
𝑭𝑽𝟐 
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2 

… … 

𝑭𝑽𝑵−𝟏 

𝟏 

N-1 

… … 

𝑭𝑽𝑵−𝟏 

𝒏 

N-1 

… … 
𝑵 

𝑭𝑽𝒏 
N 

Fig 4: Multi-class (i.e. N class) training Dataset 
for Conventional Training Data Preparation 
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Fig 5: Pairwise training models for multi-
class PUC. 

 

Figure 3 shows a pictorial representation of a 
pairwise training models for multi-class PUC. In  
this  example,  we  can see that multiple training  
models  are  created  (denoted by  PM i)  for  user  i  
and  j,  where  i  =   1, 2, . . . N  and j  Ji =  [1, 2, . . . N 
]   [i] . 
Three different identification systems (i.e. S1, S2 
and S3) were developed for the examination and 
decision module.  
In Scheme S1, we will randomly arrange the set of 
clients into pairs and we will determine for each 
pair (client i, client j) whether the information fits 
better with the client i or client j profile. 
In Scheme S2, we will randomly select k other 
clients for each client i and determine the mean 
score for client i when comparing the test data in k 
pairwise examinations with the randomly selected 
other clients. 
Scheme S3 depends on twice applying Scheme S2. 
The first S2 system is used to reduce the number 

𝑺
𝟏
𝟎

 <
 𝑺

𝟏
𝟓
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S  = 
 1 Σ 

sc  and S  = 1 – S     

 (

1) 

of potential users from the first N users to c clients 
only. The remaining c clients are compared in a 
complete comparison in the second step. 
Scheme (S1): 
Scheme 1 (S1) where consider the  total number of 
users is 20 and the required rank is 1, i.e. N = 20 
and r = 1. the pairs are created in increasing order 
but we have to selected these pairs randomly in 
each round. Rank depends on average score 
maximization i.e. Si > Sj for m number of 
keystrokes where the number of T1 comparisons 
is T1(N, r)= N − r when it starts with N clients and 
stops at rank r. 
 

 
 

 
 

Scheme 2 (S2): 
The below Algorithm 2 for Scheme 2 (S2) where k 
= 6 and r = 1. When comparing the subject and ith 
subject, we initially select k  pairs from the set PM i  
randomly and calculate the classification scores 
for each of these pairs. This gives each classifier an 
aggregate value of k m. 
At that point, we get the resulting score for the ith 
client by the number of comparisons T2 for this 
scheme is independent of r, but it depends on N 
and k. In specifically we have T2(N, k) = N × k. 
 

 

 
Scheme3 (S3): 
Below algorithm for Scheme (S3). Let ∆ =[δ1, δ2, . . 
. δc] be the set of the Rank-c clients subsequent to 
applying S2   with r = c, where ∆ subset or 
equivalent  to { 1, 2, . . .N}. Now we repeat S2 with 
the set of ∆ users with a fixed value of k, i.e.   k = c 
− 1. This scheme can be considered as using S2 for 
a re-ranking process after the initial S2 scheme. 
For S3 the number of comparisons T3 depends on 
N , k and c. To be precise we have T3 (N, k, c) = 
T2(N, k) + c × (c − 1). 

 



UGC Approved: 43602                                                                                                 e ISSN 2348 –1269, Print ISSN 2349-5138 
http://ijrar.com/                                                                                                                                                                 (ICTIMES 2018)                              

    30         IJRAR- International Journal of Research and Analytical Reviews                                                   Special Issue 

ACCURACY(%) 
                                                                                   

  
AN
N 

 
CPAN

N 

 
SV
M 

 
DT 

 
K=5 

 
31.
8 

 
56.5 

 
52 

 
58.
6 

 
K=1

5 

 
41.
4 

 
58.4 

 
56.
3 

 
61.
6 

 
K=2

5 

 
41.
8 

 
58.6 

 
58.
8 

 
61.
4 

fig 6:obtained finall results from s3 for 
different k values. 

 

5. FEATURES USED WITH KEYSTROKE 
DYNAMICS 
The keystroke dynamics include various estimates 
that can be distinguished by pressing keys on the 
keyboard.  
1. Measurement possibilities include:  
2. Latency between consecutive keystrokes.  
3. Keystroke duration,  
4. hold-time.  
5. Type speed overall. 
Frequency of errors (how often backspace is used 
by the user). The habit to use additional keys in 
the keyboard, e.g. write numbers with the number 
pad. In which order the user presses the keys 
when writing letters of capital, the letter key is 
shifted or first released. 
Statistics can be global, i.e. combined for all keys, 
or accumulated independently for each key or 
keystroke. Most applications only measure latency 
between successive keystrokes or keystroke 
durations. In Figure3 an example of writing word 
“password” several times and measuring latencies 
between keystrokes. Timings have been measured 
for three different persons. There are clear 
deference in latencies and their standard 
deviations. 

 
Fig7: Latency between keystrokes when three 

different people write the word "password" 
The word has been written repeatedly. The 
lines represent average latencies, standard 

deviations are the error bars. 

6. IMPLEMENTATION 
Authentication with keystroke dynamics can be 
achieved by training a certain algorithm with the 
typing pattern of a person. In this section, some of 
the most famous implementations are reviewed 
and separated into categories depending on their 
functionality, local or web, and the scope of their 
development, academic or commercial. 
Local Authentication: (from keystroke pdf) 
Keystroke dynamic local authentication suggests a 
locally installed program or some sort of 
mechanism, with all computations and data 
storage taking place locally, that might 
authenticate user logins, text typing etc. 
Authentication through keystroke dynamics has 
mostly been achieved with the help of pattern 
recognition systems, with the most common of 
them listed bellow. 
• Statistical Models [10][11].  
• Neural networks [12].  
• Fuzzy logic [13][14]  
• Support-vector machines [15] 
Web Authentication 
Web keystroke dynamic authentication on the 
other hand refers to authentication on websites, 
web applications etc. The data and the 
computations might take place either on a remote 
server which can only be contacted through some 
kind of connection such as a network or the 
Internet or locally through an installed program. 
There have not been as many researches in web 
authentication as in local authentication. Some of 
them will be listed bellow, depending on their 
pattern recognition approach. 
• Statistical Models [10] 
• Neural Networks  
 

7. OPERATIONAL PHASES 
Keystroke dynamics; consist of three operational 
phases, the data gathering, the training and the 
classification procedure. 
Raw Data Collection: 
Data collection is the first phase of a keystroke 
dynamic system. It is essentially the phase where 
the mechanism collects characteristic data and 
computes the features of one or more individuals. 
More specifically, in keystroke dynamics, data 
collection refers to the process of saving keystroke 
timings, such as the press and release time of a 
user. 
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Fig 8: Some of the most important features of a 

keystroke sensitive password. 
 

Types of Errors in Keystroke Dynamics 
They are always statistical errors in recognition 
patterns, thus any algorithm used in keystroke 
dynamic authentication or identification. Those 
errors rates define the quality of the application of 
a keystroke dynamic system and a biometric 
system in general and its electiveness in 
distinguishing people from each other. A set of 
metrics have been defined, in order to calculate 
the accuracy and the efficiency of biometric 
system. Those types of errors are listed as follows. 
FAR (False Acceptance Rate): 
It represents the probability of an authentication 
system providing access to an impostor. The 
probability of that can be very low in physiological 
biometrics, but in the case of behavioral 
biometrics such as keystroke dynamics, it is 
something very common and it relies upon the 
strictness of the system. 
 FRR (False Rejection Rate): 
The false rejection rate represents the probability 
of an authentication system denying access to the 
legitimate user. Obviously, it also depends on the 
strictness of the system. 
An important thing that should be mentioned is 
that FAR, FRR respectively, have inverse 
relationships. 

Biometri
c 

FAR FRR Subject
s 

Comments 

Face 1% 10% 37437 Varied light, 
indoor/outdo
or 

Finger 
print 

2% 2% 25000 Rotation and 
exaggerated 
skin distortion 

Hand 
geometry 

2% 2% 129 With rings and 
improper 
placement 

Iris .94
% 

.99
% 

1224 Indoor 
environment 

Keystroke
s 

7% .1% 15 During 6 
months period 

Voice 2% 10% 30 Text 
dependent 

and 
multilingual 

Fig9: Biometric Technique Relation between 
FAR and FRR 

 

8. CONCLUSION 
In this research, Keystrokes dynamic 
authentication is an underrated authentication 
mechanism, ”As a service” was a basic concept 
behind the implementation, so that users and 
websites have the opportunity to access these 
technologies without any additional infrastructure 
or costs, in hopes of it being more accessible to the 
wider public. we have focused on identifying a 
person based on the person’s typing behavior. A 
comprehensive analysis was carried out in an 
online test dataset based on keystroke dynamics 
and achieved approximately 7 percent better 
identification. 
 We proposed three identification schemes with 
combination of user coupling and shown that 
bottom up tree structure based scheme gives the 
best results. In the future, we plan to perform an 
experiment on real world cyber-forensics data 
and investigate how it can be used as forensics 
evidence in court. In the future, we will also 
investigate how well we can improve the 
performance for one handed typing and the 
scalability of our proposed schemes. 
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ABSTRACT: Cloud users no longer physically possess their data, so how to ensure the integrity of their outsourced 
data becomes a Challenging task. Recently proposed schemes such as “provable data possession” and “proofs of 
retrievability” are designed to address this problem, but they are designed to audit static archive data and therefore 
lack of data dynamics support. Moreover, threat models in these schemes usually assume an honest data owner and 
focus on detecting a dishonest cloud service provider despite the fact that clients may also misbehave. This paper 
proposes a public auditing scheme with data dynamics support and fairness arbitration of potential disputes. In 
particular, we design an index switcher to eliminate the limitation of index usage in tag computation in current 
schemes and achieve efficient handling of data dynamics. 
 
Keywords: Integrity, auditing, verifiability, arbitration, fairness. 

 
 
Introduction 
             Cloud computing is the use of computing 
resources (hardware and software) that are 
delivered as a service over a network (typically 
the Internet). The name comes from the common 
use of a cloud-shaped symbol as an abstraction for 
the complex infrastructure it contains in system 
diagrams. Cloud computing entrusts remote 
services with a user's data, software and 
computation. Cloud computing consists of 
hardware and software resources made available 
on the Internet as managed third-party services. 
These services typically provide access to 
advanced software applications and high-end 
networks of server computers. 
The goal of cloud computing is to apply 
traditional supercomputing, or high-
performance computing power, normally used by 
military and research facilities, to perform tens of 
trillions of computations per second, in consumer-
oriented applications such as financial portfolios, to 
deliver personalized information, to provide data 
storage or to power large, immersive computer 
games. The cloud computing uses networks of large 
groups of servers typically running low-cost 
consumer PC technology with specialized 
connections to spread data-processing chores 
across them. This shared IT infrastructure contains 
large pools of systems that are linked together. 
Often, virtualization techniques are used to 
maximize the power of cloud computing. 
A. Characteristics and Services Models: 

                    The salient characteristics of cloud 
computing based on the definitions provided by 
the National Institute of Standards and 
Terminology (NIST) are outlined below: 

On-demand self-service: A consumer can 
unilaterally provision computing capabilities, such 
as server time and network storage, as needed 
automatically without requiring human 
interaction with each service’s provider[9].  
Broad network access: Capabilities are available 
over the network and accessed through standard 
mechanisms that promote use by heterogeneous 
thin or thick client platforms (e.g., mobile phones, 
laptops, and PDAs). 

 
Figure 1.Structure of cloud computing 

 

B. Characteristics and Services Models: 
                    The salient characteristics of cloud 
computing based on the definitions provided by 
the National Institute of Standards and 
Terminology (NIST) are outlined below: 
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On-demand self-service: A consumer can 
unilaterally provision computing capabilities, such 
as server time and network storage, as needed 
automatically without requiring human 
interaction with each service’s provider.  

 Broad network access: Capabilities are 
available over the network and accessed 
through standard mechanisms that 
promote use by heterogeneous thin or 
thick client platforms (e.g., mobile 
phones, laptops, and PDAs).  

 Resource pooling: The provider’s 
computing resources are pooled to serve 
multiple consumers using a multi-tenant 
model, with different physical and virtual 
resources dynamically assigned and 
reassigned according to consumer 
demand. There is a sense of location-
independence in that the customer 
generally has no control or knowledge 
over the exact location of the provided 
resources but may be able to specify 
location at a higher level of abstraction 
(e.g., country, state, or data center). 
Examples of resources include storage, 
processing, memory, network bandwidth, 
and virtual machines.  

 Rapid elasticity: Capabilities can be 
rapidly and elastically provisioned, in 
some cases automatically, to quickly scale 
out and rapidly released to quickly scale 
in. To the consumer, the capabilities 
available for provisioning often appear to 
be unlimited and can be purchased in any 
quantity at any time.  

 Measured service: Cloud systems 
automatically control and optimize 
resource use by leveraging a metering 
capability at some level of abstraction 
appropriate to the type of service (e.g., 
storage, processing, bandwidth, and 
active user accounts). Resource usage can 
be managed, controlled, and reported 
providing transparency for both the 
provider and consumer of the utilized 
service.  

 

C. Services Models: 
             Cloud Computing comprises three different 
service models, namely Infrastructure-as-a-
Service (IaaS), Platform-as-a-Service (PaaS), and 
Software-as-a-Service (SaaS). The three service 
models or layer are completed by an end user 
layer that encapsulates the end user perspective 
on cloud services. The model is shown in figure 
below. If a cloud user accesses services on the 

infrastructure layer, for instance, she can run her 
own applications on the resources of a cloud 
infrastructure and remain responsible for the 
support, maintenance, and security of these 
applications herself. If she accesses a service on 
the application layer, these tasks are normally 
taken care of by the cloud service provider. 

 
Figure 2.Structure of service models 

 

D. Benefits of cloud computing: 
1. Achieve economies of scale – increase 

volume output or productivity with fewer 
people. Your cost per unit, project or 
product plummets.  

2. Reduce spending on technology 
infrastructure. Maintain easy access to 
your information with minimal upfront 
spending. Pay as you go (weekly, 
quarterly or yearly), based on demand.  

3. Globalize your workforce on the cheap. 
People worldwide can access the cloud, 
provided they have an Internet 
connection.  

4. Streamline processes. Get more work 
done in less time with less people.  

5. Reduce capital costs. There’s no need to 
spend big money on hardware, software 
or licensing fees.  

6. Improve accessibility. You have access 
anytime, anywhere, making your life so 
much easier!  

7. Monitor projects more effectively. Stay 
within budget and ahead of completion 
cycle times.  

8. Less personnel training is needed. It takes 
fewer people to do more work on a cloud, 
with a minimal learning curve on 
hardware and software issues. 

9. Minimize licensing new software. Stretch 
and grow without the need to buy 
expensive software licenses or programs.  

10. Improve flexibility. You can change 
direction without serious “people” or 
“financial” issues at stake.  
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II. Literature Survey 
 This section provides different types of 

data Integrity auditing schemes: 
A. Data Integrity Auditing Schemes: 

1. Remote integrity checking 
2. Demonstrating data possessing and 

uncheatable data transfer 
3. Pors: Proofs of retrievability for large 

file 
4. Provable data possession at untrusted 

stores 
5. Compact proofs of  retrievability 

a) Remote integrity checking 
 This paper analyzes the problem of 

checking the integrity of files stored on remote 
servers. Since servers are prone to successful 
attacks by malicious hackers, the result of simple 
integrity checks run on the servers cannot be 
trusted. Conversely, downloading the files from 
the server to the verifying host is impractical. Two 
solutions are proposed, based on challenge-
response protocols [1]. 

b) Demonstrating data possessing and 
uncheatable data transfer 

 We observe that a certain RSA-based 
secure hash function is homomorphic. We 
describe a protocol based on this hash function 
which prevents ‘cheating’ in a data transfer 
transaction, while placing little burden on the 
trusted third party that oversees the protocol. We 
also describe a cryptographic protocol based on 
similar principles, through which a prover can 
demonstrate possession of an arbitrary set of data 
known to the verifier. The verifier isn’t required to 
have this data at hand during the protocol 
execution, but rather only a small hash of it. The 
protocol is also provably as secure as integer 
factoring[2]. 

c) Pors: Proofs of retrievability for large file 
 In this paper, we define and 

explore proofs of retrievability (PORs). A POR 
scheme enables an archive or back-up service 
(prover) to produce a concise proof that a user 
(verifier) can retrieve a target file F, that is, that 
the archive retains and reliably transmits file data 
sufficient for the user to recover F in its entirety. A 
POR may be viewed as a kind of cryptographic 
proof of knowledge (POK), but one specially 
designed to handle a large file (or bit string) F. We 
explore POR protocols here in which the 
communication costs, number of memory accesses 
for the prover, and storage requirements of the 
user (verifier) are small parameters essentially 
independent of the length of F. In addition to 
proposing new, practical POR constructions, we 
explore implementation considerations and 

optimizations that bear on previously explored, 
related schemes. In a POR, unlike a POK, neither 
the prover nor the verifier need actually have 
knowledge of F. PORs give rise to a new and 
unusual security definition whose formulation is 
another contribution of our work. We view PORs 
as an important tool for semi-trusted online 
archives. Existing cryptographic techniques help 
users ensure the privacy and integrity of files they 
retrieve. It is also natural, however, for users to 
want to verify that archives do not delete or 
modify files prior to retrieval. The goal of a POR is 
to accomplish these checks without users having to 
download the files themselves. A POR can also 
provide quality-of-service guarantees, i.e., show 
that a file is retrievable within a certain time 
bound[3][6]. 

d) Provable data possession at untrusted stores 
 We introduce a model for provable data 

possession (PDP) that allows a client that has 
stored data at an untrusted server to verify that 
the server possesses the original data without 
retrieving it. The model generates probabilistic 
proofs of possession by sampling random sets of 
blocks from the server, which drastically reduces 
I/O costs. The client maintains a constant amount 
of metadata to verify the proof. The 
challenge/response protocol transmits a small, 
constant amount of data, which minimizes 
network communication. Thus, the PDP model for 
remote data checking supports large data sets in 
widely-distributed storage system. 
We present two provably-secure PDP schemes 
that are more efficient than previous solutions, 
even when compared with schemes that achieve 
weaker guarantees. In particular, the overhead at 
the server is low (or even constant), as opposed to 
linear in the size of the data. Experiments using 
our implementation verify the practicality of PDP 
and reveal that the performance of PDP is 
bounded by disk I/O and not by cryptographic 
computation[4]. 

e) Compact proofs of  retrievability 
 In a proof-of-retrievability system, a data 

storage center convinces a verifier that he is 
actually storing all of a client’s data. The central 
challenge is to build systems that are both efficient 
and provably secure—that is, it should be possible 
to extract the client’s data from any prover that 
passes a verification check. In this paper, we give 
the first proof-of-retrievability schemes with full 
proofs of security against arbitrary adversaries in 
the strongest model, that of Juels and Kaliski. Our 
first scheme, built from BLS signatures and secure 
in the random oracle model, has the shortest query 
and response of any proof-of-retrievability with 
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public verifiability. Our second scheme, which 
builds elegantly on pseudorandom functions 
(PRFs) and is secure in the standard model, has 
the shortest response of any proof-of-retrievability 
scheme with private verifiability (but a longer 
query). Both schemes rely on homomorphic 
properties to aggregate a proof into one small 
authenticator value[5]. 
B. Disadvantages  of existing data integrity 

schemes 
a) Providing data dynamics support is the 

most challenging. This is because most 
existing auditing schemes intend to 
embed a block’s index into its tag 
computation, which serves to 
authenticate challenged blocks. However, 
if we insert or delete a block, block 
indices of all subsequent blocks will 
change, then tags of these blocks have to 
be re-computed. This is unacceptable 
because of its high computation overhead. 

b) Current research usually assumes an 
honest data owner in their security 
models, which has an inborn inclination 
toward cloud users. However, the fact is, 
not only the cloud, but also cloud users, 
have the motive to engage in deceitful 
behaviors. 

c) In Existing System no integrity auditing 
scheme with public verifiability, efficient 
data dynamics and fair disputes 
arbitration. 

d) Existing system has the limitation of 
index usage in tag computation 

e) In Existing System tag re-computation 
caused by block update operations 

f) In Existing System both clients and the 
CSP potentially may misbehave during 
auditing and data update. 

 

III. Dynamic public auditing scheme 
The public auditing system is designed based on 
tag index (used for tag computation) and block 
index (indicate block position), and rely an index 
switcher to keep a mapping between them. Upon 
each update operation, we allocate a new tag 
index for the operating block and update the 
mapping between tag indices and block indices. 
Such a layer of indirection between block indices 
and tag indices enforces block authentication and 
avoid stag re-computation of blocks after the 
operation position simultaneously[7][8]. 
 
A. The public auditing scheme consist of different 

participants: 
1. User 

2. Third Party Auditor(TPA)  
3. Third Party Arbitrator(TPAR)  
4. Cloud Service Provider(CSP)  

a) user 
 The data owner performs the following 
actions: 
 User performs User registration and user      
login details.  

 Every User need to register while 
accessing to the cloud. 

 Every user will be activated by the 
Cloud. 

 After Cloud activated, every user need 
to provide public key to login the user 
home. 

 Public key will be provided to the user 
by third party auditor. 

 User can view file details and can insert, 
modify and delete the file with help of 
TPAR. 

 User will have the TPAR message 
whenever the user update the file 

b) Third Party Auditor(TPA)  
It acts as semi-cloud. 

 TPA Provide public key for every user to 
access the user home page. 

 After cloud given auditing proof then only 
TPA can audit all files 

c) Third Party Arbitrator(TPAR)  
 It acts as fair dispute for users and 

cloud. 
 Intimate the files message, each time 

user insert, modify, delete files to cloud. 
 Send TPAR message to user and cloud. 

d) Cloud Service Provider(CSP)  
 Activate data for user. 
 Cloud sends storage auditing proof for 

all files to TPA. 
 Cloud can view the user downloaded 

files from cloud.  
 Cloud will have the TPAR message 

whenever the user updates the file. 
 

 As a result, the efficiency of handling data 
dynamics is greatly enhanced. Furthermore and 
important, in a public auditing scenario, a data 
owner always delegates his auditing tasks to a 
TPA who is trusted by the owner but not 
necessarily by the cloud. Our work also adopts the 
idea of signature exchange to ensure the metadata 
correctness and protocol fairness, and we 
concentrate on combining efficient data dynamics 
support and fair dispute arbitration into a single 
auditing scheme. 



4th International Conference on Trends in Information, Management, Engineering and Science 
 Organized by Malla Reddy College of Engineering, Secunderabad-500100. 

Special Issue                                                  IJRAR- International Journal of Research and Analytical Reviews   37 

To address the fairness problem in auditing, we 
introduce a third-party arbitrator (TPAR) into our 
threat model, which is a professional institute for 
conflicts arbitration and is trusted and payed by 
both data owners and the CSP. Since a TPA can be 
viewed as a delegator of the data owner and is not 
necessarily trusted by the CSP, we differentiate 
between the roles of auditor and arbitrator. 
Moreover, we adopt the idea of signature 
exchange to ensure metadata correctness and 
provide dispute arbitration, where any conflict 
about auditing or data update can be fairly 
arbitrated. Generally, this paper proposes a new 
auditing scheme to address the problems of data 
dynamics support, public verifiability and dispute 
arbitration simultaneously. 
B. Public Auditing Scheme  Architecture 

 
Fig. 1. The system and threat model. 

 

As illustrated in Fig. 1, the system model involves 
four different entities: the data owner/cloud user, 
who has a large amount of data to be stored in the 
cloud, and will dynamically update his data (e.g., 
insert, delete or modify a data block) in the future; 
the cloud service provider (CSP), who has massive 
storage space and computing power that users do 
not possess, stores and manages user’s data and 
related metadata (i.e., the tag set and the index 
switcher); the third party auditor (TPAU) is 
similar to the role of TPA in existing schemes, who 
is a public verifier with expertise and capabilities 
for auditing, and is trusted and payed by the data 
owner (but not necessarily trusted by the cloud) 
to assess the integrity of the owner’s remotely 
stored data; the third party arbitrator (TPAR), 
who is a professional institute for conflict 

arbitration and trusted by both the owner and the 
CSP, which is different to the role of TPAU. Cloud 
users rely on the CSP for data storage and 
maintenance, and they may access and update 
their data. To alleviate their burden, cloud users 
can delegate auditing tasks to the TPAU, who 
periodically performs the auditing and honestly 
reports the result to users. Additionally, cloud 
users may perform auditing tasks themselves if 
necessary. For potential disputes between the 
auditor and the CSP, the TPAR can fairly settle the 
disputes on proof verification or data update. Note 
in following sections, we may use the terms 
“TPAU” and “auditor” interchangeably, so are the 
terms “TPAR” and “arbitrator”. 
C. Advantages Of Proposed System 
 The proposed system solves the data 

dynamics problem in auditing by 
introducing an index switcher to keep a 
mapping between block indices and tag 
indices, and eliminate the passive effect of 
block indices in tag computation without 
incurring much overhead[11]. 

 The proposed system extend the threat 
model in current research to provide 
dispute arbitration, which is of great 
significance and practicality for cloud 
data auditing, since most existing 
schemes generally assume an honest data 
owner in their threat models[10]. 

 The proposed system provides fairness 
guarantee and dispute arbitration in our 
scheme, which ensures that both the data 
owner and the cloud cannot misbehave in 
the auditing process or else it is easy for a 
third-party arbitrator to find out the 
cheating party[11][12]. 

 

IV. CONCLUSION 
 The aim of this paper is to provide an 

integrity auditing scheme with public verifiability, 
efficient data dynamic sand fair disputes 
arbitration. To eliminate the limitation of index 
usage in tag computation and efficiently support 
data dynamics, we differentiate between block 
indices and tag indices, and devise an index 
switcher to keep block-tag index mapping to avoid 
tag re-computation caused by block update 
operations, which incurs limited additional 
overhead, as shown in our performance 
evaluation. Meanwhile, since both clients and the 
CSP potentially may misbehave during auditing 
and data update, we extend the existing threat 
model in current research to provide fair 
arbitration for solving disputes between clients 
and the CSP, which is of vital significance for the 
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deployment and promotion of auditing schemes in 
the cloud environment. We achieve this by 
designing arbitration protocols based on the idea 
of exchanging metadata signatures upon each 
update operation. Our experiments demonstrate 
the efficiency of our proposed scheme, whose 
overhead for dynamic update and dispute 
arbitration are reasonable. 
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ABSTRACT: When we hear “Machine learning”, We will probably imagine a robot or something like the deadly 
Terminator as we see in movies. But, machine learning is involved not only in robotics1, but also in many other 
applications. Now it is not just a futuristic fantasy, its already here. In fact, it has been around for decades in some 
specialized applications, such as Optical Character Recognition (OCR). But the first Machine Learning application that 
really became mainstream, improving the lives of hundreds of millions of people, took over the world back in the 
1990s. It was the spam2 filter. It does have all technical qualities to qualify as Machine Learning. It has, learned so well 
that you seldom need to flag an email as spam anymore. It was followed by hundreds of Machine Learning 
applications that now quietly power hundreds of products and features that you use regularly, from better 
recommendations to face recognition and voice search. This paper focuses on Explaining What is Machine Learning, 
why we need Machine Learning, Types of Machine Learning, Various Technologies available to implement Machine 
learning and how to use Python3 as development environment for developing Machine Learning. 
 
Keywords: Machine Learning, training set, clustering, reinforcement, python, NumPy, SciPy, Scikit-learn, Python, pip, 
Spam, OCR, robotics. 

 
 
I. INTRODUCTION 
Machine learning is a subfield of artificial 
intelligence (AI). The goal of machine learning 
generally is to understand the structure of data 
and fit that data into models that can be 
understood and utilized by people [1]. Although 
machine learning is a field within computer 
science, it differs from traditional computational 
approaches. In traditional computing, algorithms 
are sets of explicitly programmed instructions 
used by computers to calculate or problem solve. 
Machine learning algorithms instead allow for 
computers to train on data inputs and use 
statistical analysis to output values that fall will 
within a specific range of given output values. [4] 
In this age of modern technology, there is one 
resource that we have in abundance is large 
amount of structured and unstructured data. In 
the second half of the twentieth century, machine 
learning has evolved that involved the 
development of self-learning algorithms to gain 
knowledge from that data to make predictions. 
Instead of requiring humans to manually derive 
rules and build models from analysing large 
amounts of data, machine learning offers a more 
efficient alternative for capturing the knowledge in 
data to gradually improve the performance of 
predictive models and make data-driven decisions. 
Not only is machine learning becoming 
increasingly important in computer science 

research, but it also plays an ever-greater role in 
our everyday life. Thanks to machine learning, we 
enjoy robust e-mail spam filters, convenient text 
and voice recognition software, reliable Web 
search engines, challenging chess players, and, 
hopefully soon, safe and efficient self-driving cars. 
 

II WHAT IS MACHINE LEARNING? 
Machine Learning is the science of programming 
that gives computers the ability to learn without 
being explicitly programmed. Technically A 
computer program is said to learn from experience 
E with respect to some task T and some 
performance measure P, if its performance on T, as 
measured by P, improves with experience E. [1] 
For example, your spam filter is a Machine 
Learning program that can learn to flag spam 
given examples of spam emails (e.g., flagged by 
users) and examples of regular (non-spam or ham) 
emails. The examples that the system uses to learn 
are called the training set. Each training example is 
called a training instance (or sample). In this case, 
the task T is to flag spam for new emails, the 
experience E is the training data, and the 
performance measure P needs to be defined; for 
example, you can use the ratio of correctly 
classified emails. This, performance measure is 
called accuracy and it is often used in classification 
tasks. 
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III. WHY USE MACHINE LEARNING? 
Consider how to write a spam filter using 
traditional programming techniques. 
 

1. First look at what spam typically looks 
like. We might notice that some words or 
phrases (such as “4U”, “credit card”, ”free”, 
and “amazing”) tend to come up a lot in 
the subject. Perhaps we would also notice 
a few other patterns4 in the sender’s 
name, the email’s body, and so on.[3] 

2. We have to write a detection algorithm for 
each of the patterns that we noticed, and 
our program would flag emails as spam if 
a number of these patterns are detected. 

3. We have to test the program and repeat 
steps 1 and 2 until it is good enough. 

 
 

Since the problem is not trivial, the program will 
likely become a long list of complex rules which 
are hard to maintain. 
In contrast, a spam filter based on Machine 
Learning techniques automatically learns which 
words and phrases are good predictors of spam by 
detecting unusually frequent patterns of words in 
the spam examples compared to the ham 
examples. 
 
 
 
 
 
 
4 Arrangement or words in a format

 

 

 
  

The program is much shorter, easier to maintain, 
and most likely more accurate. Moreover, if 
spammers notice that all their emails containing 
“4U” are blocked, they might start writing “For U” 
instead. A spam filter using traditional 
programming techniques would need to be 
updated to flag “For U” emails. If spammers keep 
working around the spam filter, we will need to 
keep writing new rules forever. In contrast, a spam 
filter based on Machine Learning techniques 
automatically notices that “For U” has become 
unusually frequent in spam flagged by users, and it 
starts flagging them without our intervention. 
Another area where Machine Learning shines is 
for problems that either are too complex for 
traditional approaches or have no known 
algorithm. For example, consider speech 
recognition: say we want to start simple and write 
a program capable of distinguishing the words 
“one” and “two.” You might notice that the word 
“two” starts with a high-pitch sound (“T”), so you 
could hardcode an algorithm that measures high-
pitch sound intensity 
Arrangement or words in a formatand use that to 
distinguish ones and twos. Obviously, this 
technique will not scale to thousands of words 
spoken by millions of very different people in 
noisy environments and in dozens of languages. 
The best solution (at least today) is to write an 
algorithm that learns by itself, given many 
example recordings for each word. 
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